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Preface
Edwin J. Feulner, PhD

ince the inaugural 2015 Index of U.S.

Military Strength, subsequent editions
have demonstrated an unsettling trend, and
the 2018 Index leaves no room for interpre-
tation: Our military has undoubtedly grown
weaker. Service chiefs confirm these findings
in testimony and reports to Congress. Yet, de-
spite widespread agreement, critical mainte-
nance and modernization efforts continue to
be deferred and underfunded. Personnel and
platforms decline in number as threats prolif-
erate. The result is a force of growing age and
declining capability, tasked with greater re-
sponsibilities but apportioned fewer resources.

Meanwhile, our competitors and enemies
are spending more and acting more aggres-
sively. Russian technological advances in
ground combat vehicles rival and may even
surpass our own; North Korea’s nuclear weap-
ons threaten regional forces as well as the U.S.
homeland; and China is cementing its terri-
torial claims in contested waters, militariz-
ing islands, and building the beginnings of a
blue-water navy.

Although the U.S. remains the world’s domi-
nant military power, recent developments
should demonstrate that this status in not as-
sured. In 2017, General Joseph Dunford, Chair-
man of the Joint Chiefs of Staff, warned that

“without sustained, sufficient, and predictable
funding...we will lose our ability to project
power” within the next five years.

Global power projection enables the mili-
tary to defeat threats before they can reach
U.S. shores, protect shipping lanes that support

global commerce, and provide reassurance and
support to U.S. allies. It is a critical component
of America’s security and economic prosper-
ity—and itis at risk.

As U.S. military strength continues to de-
teriorate, more and more people are taking
notice. Since November 2016, when the 2017
Index was launched online, there have been
nearly 950,000 page views—a fivefold increase
since the inaugural 2015 edition.

There is also movement on Capitol Hill.
Both the House and Senate versions of the FY
2018 appropriations bills authorize defense
spending that is above statutorily enacted bud-
get caps and even above the levels requested in
the President’s budget. Congress understands
the sad current state of military readiness and
the consequences of sustained underinvest-
ment in military capabilities and programs. Yet
it continues to trip on its own shoelaces.

It continues to be our aim to inform Con-
gress about the issues facing our military and
nation, but after five years of arbitrary defense
budget caps, it is time for Congress to stop dis-
cussing the problem and do something to solve
it. The problem is clear, and the solution is sim-
ple: Fund the military at a level that matches
the importance of securing the country and our
national interests. In other words, stop squab-
bling and pass a budget that will truly provide
for the common defense.

Edwin J. Feulner, PhD, President
The Heritage Foundation
October 2017

The Heritage Foundation | heritage.org/Military
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Introduction

he United States maintains a military

force primarily to protect the homeland
from attack and to protect its interests abroad.
Although there are secondary uses for the mili-
tary—such as assisting civil authorities in times
of emergency or deterring enemies—that am-
plify other elements of national power such as
diplomacy or economic initiatives, America’s
armed forces exist above all else so that the U.S.
can physically impose its will on an enemy and
change the conditions of a threatening situa-
tion by force or the threat of force.

Each year, The Heritage Foundation’s In-
dex of U.S. Military Strength gauges the abil-
ity of the U.S. military to perform its missions
in today’s world and how the condition of the
military has changed from the preceding year.

The United States prefers to lead through

“soft” elements of national power: diplomacy,
economic incentives, and cultural exchanges.
When soft approaches such as diplomacy work,
that success often owes much to the knowledge
of all involved that U.S. “hard power” stands
ready, if silently, in the diplomatic background.
Soft approaches cost less in manpower and trea-
sure than military action costs and do not carry
the same risk of damage and loss of life, but when
confronted by physical threats to U.S. national se-
curity interests, soft power cannot substitute for
raw military power. In fact, an absence of military
power or the perception that one’s hard power
isinsufficient to protect one’s interests often in-
vites challenges that soft power is ill-equipped
to address. Thus, hard power and soft power are
complementary and mutually reinforcing.

The continuing decline of America’s mili-
tary hard power is thoroughly documented and

quantified in this report. More difficult to quan-
tify, however, are the growing threats to the U.S.
and its allies that are engendered by the percep-
tion of American weakness abroad and doubts
about America’s resolve to act when its interests
are threatened. The anecdotal evidence is consis-
tent with direct conversations between Heritage
scholars and high-level diplomatic and military
officials from countries around the world: The
perception of American weakness is destabi-
lizing many parts of the world, prompting old
friends to question their reliance on America’s
assurances. For decades, the perception of Amer-
ican strength and resolve has served as a deter-
rent to adventurous bad actors and tyrannical
dictators. Regrettably, both that perception and,
as aconsequence, its deterrent effect are eroding,
The result is an increasingly dangerous world
threatening a significantly weaker America.

It is therefore critical to understand the
condition of the United States military with
respect to America’s vital national security
interests, the threats to those interests, and
the context within which the U.S. might have
to use hard power. It is likewise important to
know how these three areas—operating envi-
ronments, threats, and the posture of the U.S.
military—change over time, given that such
changes can have substantial implications for
defense policies and investments.

In the opening paragraph of the U.S. Con-
stitution, “We the People” stated that among
their handful of purposes in establishing the
Constitution was to “provide for the common
defence.” The enumeration of limited powers
for the federal government in the Constitution
includes the powers of Congress “To declare

The Heritage Foundation | heritage.org/Military 1



War,” “To raise and support Armies,” “To pro-
vide and maintain a Navy,” “To provide for call-
ing forth the Militia,” and “To provide for or-
ganizing, arming, and disciplining, the Militia”
and the power of the President as “Commander
in Chief of the Army and Navy of the United
States, and of the Militia of the several States,
when called into the actual Service of the United
States.” With such constitutional priority given
to defense of the nation and its vital interests,
one might expect the federal government to
produce a standardized, consistent reference
work on the state of the nation’s security. Yet no
such single volume exists, especially in the pub-
lic domain, to allow comparisons from year to
year. Recently, the Department of Defense has
moved to restrict reporting of force readiness
even further. Thus, the American people and
even the government itself are prevented from
understanding whether investments made in
defense are achieving their desired results.

What is needed is a publicly accessible refer-
ence document that uses a consistent, methodi-
cal, repeatable approach to assessing defense
requirements and capabilities. The Heritage
Foundation’s Index of U.S. Military Strength, an
annual assessment of the state of America’s hard
power, fills this void, addressing both the geo-
graphical and functional environments relevant
to the United States’ vital national interests and
threats that rise to alevel that puts or has the
strong potential to put those interests at risk.

Any assessment of the adequacy of military
power requires two primary reference points:
aclear statement of U.S. vital security interests
and an objective requirement for the military’s
capacity for operations that serve as a bench-
mark against which to measure current ca-
pacity. A review of relevant top-level national
security documents issued by a long string of
presidential Administrations makes clear that
three interests are consistently stated:

¢ Defense of the homeland;
e Successful conclusion of a major war that

has the potential to destabilize a region of
critical interest to the U.S.; and

e Preservation of freedom of move-
ment within the global commons: the
sea, air, outer-space, and cyberspace
domains through which the world con-
ducts business.

Every President has recognized that one of
the fundamental purposes of the U.S. military
is to protect America from attack. While go-
ing to war has always been controversial, the
decision to do so has been based consistently
on the conclusion that one or more vital U.S.
interests are at stake.

This Index embraces the “two-war require-
ment”—the ability to handle two major wars
or two major regional contingencies (MRCs)
successfully at the same time or in closely
overlapping time frames—as the most com-
pelling rationale for sizing U.S. military forces.
In the 2015 Index, Dr. Daniel Gouré provided
a detailed defense of this approach in his es-
say, “Building the Right Military for a New Era:
The Need for an Enduring Analytic Frame-
work,” which is further elaborated upon in the
military capabilities assessment section. The
basic argument, however, is this: The nation
should have the ability to engage and defeat
one opponent and still have the ability to guard
against competitor opportunism (.e., to pre-
clude someone’s exploiting the perceived op-
portunity to move against U.S. interests while
America is engaged elsewhere).

The Index is descriptive, not prescriptive,
reviewing the current condition of its sub-
jects within the assessed year and describing
how conditions have changed from the previ-
ous year, informed by the baseline condition
established by the inaugural 2015 Index. In
short, the Index answers the question, “Have
conditions improved or worsened during the
assessed year?”

This study also assesses the U.S. military
against the two-war benchmark and various
metrics explained further in the military ca-
pabilities section. Importantly, this study mea-
sures the hard power needed to win conven-
tional wars rather than the general utility of
the military relative to the breadth of tasks it
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might be (and usually is) assigned to advance
U.S. interests short of war.

Assessing the World and
the Need for Hard Power

The assessment portion of the Index is
composed of three major sections that ad-
dress the aforementioned areas of primary
interest: America’s military power, the oper-
ating environments within or through which
it must operate, and threats to U.S. vital na-
tional interests. For each of these areas, this
publication provides context, explaining why
agiven topicis addressed and how it relates to
understanding the nature of America’s hard-
power requirements.

The authors of this study used a five-catego-
ry scoring system that ranged from “very poor”
to “excellent” or “very weak” to “very strong”
as appropriate to each topic. This particular
approach was selected as the best way to cap-
ture meaningful gradations while avoiding the
appearance that a high level of precision was
possible given the nature of the issues and the
information that was publicly available.

Some factors are quantitative and lend
themselves to discrete measurement; others
are very qualitative in nature and can be as-
sessed only through an informed understand-
ing of the material that leads to an informed
judgment call.

Purely quantitative measures alone tell
only a part of the story when it comes to the
relevance, utility, and effectiveness of hard
power. Assessing military power or the nature
of an operating environment using only quan-
titative metrics can lead to misinformed con-
clusions. For example, the mere existence of a
large fleet of very modern tanks has little to do
with the effectiveness of the armored force in
actual battle if the employment concept is ir-
relevant to modern armored warfare. (Imagine,
for example, a battle in rugged mountains.) Also,
experience and demonstrated proficiency are
often decisive factors in war—so much so that
numerically smaller or qualitatively inferior but
well-trained and experienced forces can defeat
alarger or qualitatively superior adversary.

However digital and quantitative the
world has become thanks to the explosion of
advanced technologies, it is still very much a
qualitative place, and judgment calls have to be
made in the absence of certainty. We strive to
be as objective and evenhanded as possible in
our approach and transparent in our method-
ology and sources of information so that read-
ers can understand why we came to the con-
clusions we reached and perhaps reach their
own. The end result will be a more informed
debate about what the United States needs in
military capabilities to deal with the world as it
is. A detailed discussion of scoring is provided
in each assessment section.

In our assessment, we begin with the oper-
ating environment because it provides the geo-
strategic stage upon which the U.S. attends to
its interests: the various states that would play
significant roles in any regional contingency;
the terrain that enables or restricts military
operations; the infrastructure—ports, airfields,
roads, and rail networks (or lack thereof)—on
which U.S. forces would depend; and the types
of linkages and relationships the U.S. has with
aregion and major actors within it that cause
the U.S. to have interests in the area or that
facilitate effective operations. Major actors
within each region are identified, described,
and assessed in terms of alliances, political
stability, the presence of U.S. military forces
and relationships, and the maturity of criti-
cal infrastructure.

Our assessment focuses on three key re-
gions—Europe, the Middle East, and Asia—be-
cause of their importance relative to U.S. vital
security interests. This does not mean that we
view Latin America and Africa as unimportant.
Rather, it means that the security challenges
within these regions do not currently rise to
the level of direct threats to America’s vital se-
curity interests as we have defined them. We
addressed their current condition in the 2015
Index and will provide an updated assessment
when it is warranted.

Next is a discussion of threats to U.S. vital
interests. Here we identify the countries that
pose the greatest current or potential threats

The Heritage Foundation | heritage.org/Military 3



to U.S. vital interests based on two overarch-
ing factors: their behavior and their capabil-
ity. We accept the classic definition of “threat”
as a combination of intent and capability, but

while capability has attributes that can be

quantified, intent is difficult to measure. We

concluded that “observed behavior” serves as

areasonable surrogate for intent because it is

the clearest manifestation of intent.

We based our selection of threat countries
and non-state actors on their historical behav-
ior and explicit policies or formal statements
vis-a-vis U.S. interests, scoring them in two
areas: the degree of provocative behavior that
they exhibited during the year and their ability
to pose a credible threat to U.S. interests irre-
spective of intent. For example, a state full of
bluster but with only a moderate ability to act
accordingly poses alesser threat, while a state
that has great capabilities and a pattern of bel-
licose behavior opposed to U.S. interests still
warrants attention even if it is relatively quiet
in a given year.

Finally, we address the status of U.S. mili-
tary power in three areas: capability (or mo-
dernity), capacity, and readiness. Do U.S. forces
possess operational capabilities that are rel-
evant to modern warfare? Can they defeat the
military forces of an opposing country? Do
they have a sufficient amount of such capa-
bilities? Is the force sufficiently trained and
its equipment materially ready to win in com-
bat? All of these are fundamental to success
even if they are not de facto determinants of
success (something we explain further in the
section). We also address the condition of the
United States’ nuclear weapons capability, as-
sessing it in areas that are unique to this mili-
tary component and critical to understanding
its real-world viability and effectiveness as a
strategic deterrent.

Topical Essays

The 2018 Index departs from the previ-
ous Index themes of strategic, regional, and
functional topics to focus on the domains in
and through which military operations are
conducted. Nearly all discussions of military

power and the forces used to wield it focus on

the forces themselves or the areas of competi-
tion between forces as evolving technologies

are harnessed to gain advantage over an ene-
my. Seldom does one read about the domains

themselves that shape the nature of employ-
ment and the characteristics of the forces used.
The characteristics of the domains both facili-
tate and inhibit operations, impose constraints,
and make demands on time, energy, firepower,
cost, size, and durability associated with mili-
tary actions.

Our authors take on the challenge of de-
scribing the various operating domains avail-
able to military forces—land, sea, air, space,
and cyberspace—and how they inform the
design of platforms, the size and endurance of
forces, and expectations for how easily (or not)
the U.S. military can accomplish objectives.

e Dr. James Jay Carafano leads off with

“America’s Joint Force and the Domains
of Warfare,” an overview of the concept of

“jointness,” an idea much larger than U.S.
forces simply acting in concert with each
other. Per Dr. Carafano, “The future focus
of jointness will be on ensuring that U.S.
armed forces retain the ability to operate
effectively in all domains in a theater...and
to exploit the ability to use advantages in
one domain to operate in another.”

e Dr. David E. Johnson, in “An Overview
of Land Warfare,” notes that “the land
domain has the greatest ability to create
operational friction.” Land is not only
where people live, but also where chal-
lenges to the conduct of war are most ap-
parent. Land forces must contend directly
with cities, forests, mountains, deserts,
and the impact of weather. The physicality
of the land domain makes operations hard,
but once forces are established, dislodging
them is quite difficult as well.

e The vastness of the oceans and the char-

acteristics of water impose their own
challenges on the projection of military
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power via the seas. In “The Naval Warfare
Domain,” Thomas Callender explores how
the breadth, depth, salinity, and physical
properties of the maritime domain affect
naval forces and how they operate. Callen-
der explains how the seas have their own

“terrain” that provides cover and avenues
through which to advance, much as land
does for ground forces, while also impos-
ing obstacles to rapid movement and
sustained presence.

Harry Foster provides a deeply informed
primer on the complexities of air op-
erations with “The Air Domain and the
Challenges of Modern Air Warfare.” “The
speed possible in the air domain shrinks
time” and provides advantages in vantage,
maneuverability, flexibility, and range but
also imposes limitations on payload, per-
sistence, and the ability to mask one’s ac-
tions in such a transparent medium. Foster
provides the “why” for each of these and
concludes with thoughts on the evolving
nature of competition in this domain.

In “Space 201: Thinking About the Space
Domain,” Dean Cheng provides the basis
for understanding how space can be lever-
aged to support the protection of national
security interests and why it is so costly
to do so. Space, arguably the harshest and
most technically challenging of operating
environments, is crucial to modern mili-
tary operations. Cheng helps the reader
understand why maintaining mastery

of it, especially relative to competitors,

is essential.

Finally, Dr. G. Alexander Crowther tackles
the always mentioned but consistently
misunderstood world of cyber in “Na-
tional Defense and the Cyber Domain.” Dr.
Crowther outlines the players, roles, and
infrastructure of the cyber domain but
takes the discussion further in pointing
out that “[hJumans are the weakest link

in the cybersecurity system. Unlike the

physical world, in which potential hu-
man activity is limited by geographic and
space limitations...[e]veryone who has a
desktop, laptop, or smartphone is an actor
and a potential problem.” He concludes by
observing that “[a]lthough military leaders
understand the importance of cyber and
information, not all understand the scope
of the opportunities and challenges that
cyber provides.” This essay should help in
that regard.

Scoring U.S. Military Strength
Relative to Vital National Interests

The purpose of this Index is to make the
national debate about defense capabilities
better informed by assessing the ability of the
U.S. military to defend against current threats
to U.S. vital national interests within the con-
text of the world as it is. Each of the elements
can change from year to year: the stability of
regions and access to them by America’s mili-
tary forces; the various threats as they improve
or lose capabilities and change their behavior;
and the United States’ armed forces them-
selves as they adjust to evolving fiscal realities
and attempt to balance readiness, capacity
(size and quantity), and capability (how mod-
ern they are) in ways that enable them to carry
out their assigned missions successfully.

Each region of the world has its own set of
characteristics that include terrain; man-made
infrastructure (roads, rail lines, ports, airfields,
power grids, etc.); and states with which the
United States has relationships. In each case,
these traits combine to create an environment
that is either favorable or problematic when it
comes to U.S. forces operating against threats
in the region.

Various states and nonstate actors within
these regions possess the ability to threaten—
and have consistently behaved in ways that
threaten—America’s interests. Fortunately for
the U.S,, these major threat actors are current-
ly few in number and continue to be confined
to three regions—Europe, the Middle East, and
Asia—thus enabling the U.S. (if it will do so) to
focus its resources and efforts accordingly.
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As for the condition of America’s military
services, they continue to be beset by aging
equipment, shrinking numbers, rising costs,
and problematic funding: four factors that
have accelerated over the past year at a time
when threats to U.S. interests continue to rise.

These four elements interact with each
other in ways that are difficult to measure in
concrete terms and impossible to forecast
with any certainty. Nevertheless, the exercise
of describing them and characterizing their
general condition is worthwhile because it in-
forms debates about defense policies and the
allocation of resources that are necessary for
the U.S. military to carry out its assigned duties.
Further, as seen in this 2018 Index, noting how
conditions have changed from the preceding
year helps to shed light on the effect that poli-
cies, decisions, and actions have on security
affairs involving the interests of the United
States, its allies and friends, and its enemies.

It should be borne in mind that each annual
Index assesses conditions as they are for the
assessed year. This 2018 Index of U.S. Military
Strength describes changes that occurred dur-
ing the preceding year, with updates current as
of mid-September 2017.

Assessments for U.S. Military Power, Global
Operating Environment, and Threats to Vital
U.S. Interests are shown in the Executive Sum-
mary. Factors that would push things toward

“bad” (the left side of the scales) tend to move
more quickly than those that improve one’s
situation, especially when it comes to the ma-
terial condition of the U.S. military.

Of the three areas measured—U.S. Military
Power, Global Operating Environment, and

Threats to Vital U.S. Interests—the U.S. can

directly control only one: its own military. The

condition of the U.S. military can influence the

other two because a weakened America argu-
ably emboldens challenges to its interests and

loses potential allies, while a militarily strong

America deters opportunism and draws part-
ners to its side from across the globe.

Conclusion

During the decades since the end of the
Second World War, the United States has un-
derwritten and taken the lead in maintaining a
global order that has benefited more people in
more ways than at any other period in history.
Now, however, that American-led order is un-
der stress, and some have wondered whether it
will break apart entirely. Fiscal and economic
burdens continue to plague nations; violent,
extremist ideologies threaten the stability of
entire regions; state and nonstate opportun-
ists seek to exploit upheavals; and major states
compete to establish dominant positions in
their respective regions.

America’s leadership role remains in ques-
tion, and its security interests are under signif-
icant pressure. Challenges are growing, old al-
lies are not what they once were, and the U.S. is
increasingly bedeviled by debt that constrains
its ability to sustain its forces commensurate
with its interests.

Informed deliberations on the status of the
United States’ military power are therefore
desperately needed. This Index of U.S. Military
Strength can help to inform the debate.
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Methodology

he assessment portion of the Index of U.S.

Military Strength is composed of three
major sections that address America’s military
power, the operating environments within or
through which it must operate, and threats to
U.S. vital national interests.

The authors of this study used a five-catego-
ry scoring system that ranged from “very poor”
to “excellent” or “very weak” to “very strong”
as appropriate to each topic. This particular
approach was selected to capture meaningful
gradations while avoiding the appearance that
ahigh level of precision was possible given the
nature of the issues and the information that
was publicly available.

Some factors are quantitative and lend
themselves to discrete measurement; others
are very qualitative in nature and can be as-
sessed only through an informed understand-
ing of the material that leads to a judgment
call. Further, conditions in each of the areas
assessed are changing throughout the year, so
any measurement is based on the informa-
tion at hand and must necessarily be viewed
as a snapshot in time. While this is not entirely
satisfactory when it comes to reaching conclu-
sions on the status of a given matter, especially
the adequacy of military power (and will be
quite unsatisfactory for some readers), we
understand that senior officials in decision-
making positions will never have a compre-
hensive set of inarguable hard data on which
to base a decision.

Purely quantitative measures alone tell
only part of the story when it comes to the
relevance, utility, and effectiveness of hard
power. In fact, assessing military power or the

nature of an operating environment using only
quantitative metrics can lead to misinformed
conclusions. Raw numbers are a very impor-
tant component, but they tell only a part of the
story of war. Similarly, experience and demon-
strated proficiency are often decisive factors in
war, but they are nearly impossible to measure.

This Index’s assessment of the global op-
erating environment focused on three key
regions—Europe, the Middle East, and Asia—
because of their importance relative to U.S.
vital security interests.

For threats to U.S. vital interests, the
Index identifies the countries that pose the
greatest current or potential threats to U.S. vi-
tal interests based on two overarching factors:
their behavior and their capability. The classic
definition of “threat” considers the combina-
tion of intent and capability, but intent cannot
be clearly measured, so “observed behavior” is
used as a reasonable surrogate since it is the
clearest manifestation of intent. The selection
of threat countries is based on their historical
behavior and explicit policies or formal state-
ments vis-a-vis U.S. interests, scoring them in
two areas: the degree of provocative behavior
that they exhibited during the year and their
ability to pose a credible threat to U.S. interests
irrespective of intent.

Finally, the status of U.S. military power
is addressed in three areas: capability (or mo-
dernity), capacity, and readiness. All three are
fundamental to success even if they are not de
facto determinants of success, something we
explain further in the section. Also addressed
is the condition of the United States’ nuclear
weapons capability, assessing it in areas that
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are unique to this military component and
critical to understanding its real-world viabil-
ity and effectiveness as a strategic deterrent.

Assessing the Global
Operating Environment

Not all of the factors that characterize an
operating environment are equal, but each
contributes to the degree to which a particu-
lar operating environment is favorable or un-
favorable to future U.S. military operations.
Our assessment of the operating environment
utilized a five-point scale, ranging from “very
poor” to “excellent” conditions and covering
four regional characteristics of greatest rel-
evance to the conduct of military operations:

1. Very Poor. Significant hurdles exist for
military operations. Physical infrastruc-
ture is insufficient or nonexistent, and
the region is politically unstable. The U.S.
military is poorly placed or absent, and
alliances are nonexistent or diffuse.

2. Unfavorable. A challenging operating
environment for military operations is
marked by inadequate infrastructure,
weak alliances, and recurring political in-
stability. The U.S. military is inadequately
placed in the region.

3. Moderate. A neutral to moderately favor-
able operating environment is character-
ized by adequate infrastructure, a mod-
erate alliance structure, and acceptable
levels of regional political stability. The
U.S. military is adequately placed.

4. Favorable. A favorable operating envi-
ronment includes good infrastructure,
strong alliances, and a stable political en-
vironment. The U.S. military is well placed
in the region for future operations.

5. Excellent. An extremely favorable operat-
ing environment includes well-established
and well-maintained infrastructure;
strong, capable allies; and a stable political

environment. The U.S. military is excep-
tionally well placed to defend U.S. interests.

The key regional characteristics consisted of:

Alliances. Alliances are important for
interoperability and collective defense
as allies would be more likely to lend
support to U.S. military operations. Vari-
ous indicators provide insight into the
strength or health of an alliance. These
include whether the U.S. trains regularly
with countries in the region, has good
interoperability with the forces of an ally,
and shares intelligence with nations in
the region.

Political Stability. Political stability
brings predictability for military plan-
ners when considering such things as
transit, basing, and overflight rights for
U.S. military operations. The overall
degree of political stability indicates
whether U.S. military actions would be
hindered or enabled and considers, for
example, whether transfers of power in
the region are generally peaceful and
whether there been any recent instances
of political instability in the region.

U.S. Military Positioning. Having
military forces based or equipment

and supplies staged in a region greatly
facilitates the ability of the United States
to respond to crises and, presumably,
achieve successes in critical “first battles”
more quickly. Being routinely present

in aregion also assists in maintaining
familiarity with its characteristics and
the various actors that might try to assist
or thwart U.S. actions. With this in mind,
we assessed whether or not the U.S. mili-
tary was well-positioned in the region.
Again, indicators included bases, troop
presence, prepositioned equipment, and
recent examples of military operations
(including training and humanitarian)
launched from the region.
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d. Infrastructure. Modern, reliable, and
suitable infrastructure is essential to
military operations. Airfields, ports, rail
lines, canals, and paved roads enable the
U.S. to stage, launch operations from, and
logistically sustain combat operations.
We combined expert knowledge of re-
gions with publicly available information
on critical infrastructure to arrive at our
overall assessment of this metric.

Assessing Threats to U.S. Vital Interests

To make the threats identified herein mea-
surable and relatable to the challenges of op-
erating environments and adequacy of Amer-
ican military power, Index staff and outside
reviewers evaluated separately the threats ac-
cording to their level of provocation (i.e., their
observed behavior) and their actual capability
to pose a credible threat to U.S. interests on a
scale of 1 to 5, with 1 representing a very high
threat capability or level of belligerency. This
scale corresponds to the tone of the five-point
scales used to score the operating environment
and military capabilities in that 1is bad for U.S.
interests and 5 is very favorable.

Based on these evaluations, provocative be-
havior was characterized according to five de-
scending categories: benign (5); assertive (4);
testing (3); aggressive (2); and hostile (1). Staff
also characterized the capabilities of a threat
actor according to five categories: marginal (5);
aspirational (4); capable (3); gathering (2); and
formidable (1). Those characterizations—be-
havior and capability—form two halves of the
overall threat level.

Assessing U.S. Military Power

Also assessed is the adequacy of the Unit-
ed States’ defense posture as it pertains to a
conventional understanding of “hard power,’
defined as the ability of American military
forces to engage and defeat an enemy’s forces
in battle at a scale commensurate with the
vital national interests of the U.S. The assess-
ment draws on both quantitative and qualita-
tive aspects of military forces, informed by an
experience-based understanding of military

2

operations and the expertise of the authors
and internal and external reviewers.

It is important to note that military ef-
fectiveness is as much an art as it is a science.
Specific military capabilities represented in
weapons, platforms, and military units can be
used individually to some effect. Practitioners
of war, however, have learned that combining
the tools of war in various ways and orches-
trating their tactical employment in series or
simultaneously can dramatically amplify the
effectiveness of the force committed to battle.

The point is that a great number of factors
make it possible for a military force to locate,
close with, and destroy an enemy, but not many
of them are easily measured. The scope of this
specific project does not extend to analysis of
everything that makes hard power possible; it
focuses on the status of the hard power itself.

This Index assesses the state of military af-
fairs for U.S. forces in three areas: capability,
capacity, and readiness.

Capability. Capability is scored based on
the current state of combat equipment. This
involves four factors: the age of key platforms
relative to their expected life span; whether the
required capability is being met by legacy or
modern equipment; the scope of improvement
or replacement programs relative to the opera-
tional requirement; and the overall health and
stability (financial and technological) of mod-
ernization programs.

This Index focused on primary combat units
and combat platforms (e.g., tanks, ships, and
airplanes) and elected not to include the array
of system and component upgrades that keep
an older platform viable over time, such as a
new radar, missile, or communications suite.
New technologies grafted onto aging platforms
ensure that U.S. military forces keep pace with
technological innovations relevant to the mod-
ern battlefield, but at some point, the platforms
themselves are no longer viable and must be
replaced. Modernized sub-systems and com-
ponents do not entirely substitute for aging
platforms, and it is the platform itself that is
usually the more challenging item to field. In
this sense, primary combat platforms serve
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as representative measures of force moder-
nity just as combat forces are a useful sur-
rogate measure for the overall military that
includes a range of support units, systems,
and infrastructure.

In addition, it is assumed that moderniza-
tion programs should replace current capacity
at a one-to-one ratio; less than a one-to-one
replacement assumes risk, because even if
the newer system is presumably better than
the older, until it is proven in actual combat,
having fewer systems lessens the capacity of
the force, which is an important factor if com-
bat against a peer competitor carries with it
the likelihood of attrition. For modernization
programs, only Major Defense Acquisition
Programs (MDAPSs) are scored.

The capability score uses a five-grade scale.
Each service receives one capability score that
is anon-weighted aggregate of scores for four
categories: (1) Age of Equipment, (2) Moder-
nity of Capability, (8) Size of Modernization
Program, and (4) Health of Modernization
Program. General criteria for the capability
categories are:

Age of Equipment
* Very Weak: Equipment age is past 80
percent of expected life span.

*  Weak: Equipment age is 61 percent-80
percent of expected life span.

e Marginal: Equipment age is 41 per-
cent-60 percent of expected life span.

e Strong: Equipment age is 21 percent-40
percent of expected life span.

» Very Strong: Equipment age is 20 per-
cent or less of expected life span.

Capability of Equipment
e Very Weak: Majority (over 80 percent) of
capability relies on legacy platforms.

*  Weak: 60 percent-79 percent of capabil-
ity relies on legacy platforms.

e Marginal: 40 percent-59 percent of capa-
bility is legacy platforms.

e Strong: 20 percent-39 percent of capabil-
ity is legacy platforms.

» Very Strong: Less than 20 percent of
capability is legacy platforms.

Size of Modernization Program

» Very Weak: Modernization program is
significantly too small or inappropriate
to sustain current capability or program
in place.

¢  Weak: Modernization programs are
smaller than current capability size.

e Marginal: Modernization programs are ap-
propriate to sustain current capability size.

* Strong: Modernization programs will
increase current capability size.

e Very Strong: Modernization programs
will vastly expand capability size.

Health of Modernization Program

» Very Weak: Modernization programs
facing significant problems; too far behind
schedule (five-plus years); cannot replace
current capability before retirement;
lacking sufficient investment to advance;
cost overruns including Nunn-McCurdy
breach. (A Nunn-McCurdy breach occurs
when the cost of a new item exceeds the
most recently approved amount by 25
percent or more or if it exceeds the origi-
nally approved amount by 50 percent or
more. See Title 10, U.S.C. § 2433, Unit Cost
Reports (UCRs).)

*  Weak: Facing procurement problems; be-
hind schedule (three-five years); difficult
to replace current equipment on time or
insufficient funding; cost overruns enough
to trigger an Acquisition Program Base-
line (APB) breach.
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e Marginal: Facing few problems; be-
hind schedule by one-two years but can
replace equipment with some delay or
experience some funding cuts; some cost
growth but not within objectives.

e Strong: Facing no procurement prob-
lems; can replace equipment with no
delays; within cost estimates.

* Very Strong: Performing better than
DOD plans, including lower actual costs.

Capacity. To score capacity, the service’s
size (be it end strength or number of plat-
forms) is compared to the force size required
to meet a simultaneous or nearly simultaneous
two-war or two—-major regional contingency
(MRC) benchmark. This benchmark consists
of the force needed to fight and win two MRCs
and a 20 percent margin that serves as a stra-
tegic reserve. A strategic reserve is necessary
because deployment 0of 100 percent of the force
at any one time is highly unlikely. Not only do
ongoing requirements like training or sustain-
ment and maintenance of equipment make it
infeasible for the entirety of the force to be
available for deployment, but committing 100
percent of the force would leave no resources
available to handle unexpected situations.

Thus, a “marginal” capacity score would ex-
actly meet a two-MRC force size, a “strong” ca-
pacity score would equate to a plus-10 percent
margin for strategic reserve, and a “very strong”
score would equate to a 20 percent margin.

Capacity Score Definitions
e Very Weak: 0 percent-37 percent of the
two-MRC benchmark.

*  Weak: 38 percent-74 percent of the two-
MRC benchmark.

e Marginal: 75 percent-82 percent of the
two-MRC benchmark.

* Strong: 83 percent-91 percent of the two-
MRC benchmark.

* Very Strong: 92 percent-100 percent of
the two-MRC benchmark.

Readiness. The readiness scores are from
the military services’ own assessments of
readiness based on their requirements. These
are not comprehensive reviews of all readi-
ness input factors, but rather rely on the public
statements of the military services regarding
the state of their readiness.

It should be noted that even a “strong” or

“very strong” score does not indicate that 100
percent of the force is ready; it simply indicates
that the service is meeting 100 percent of its
own readiness requirements. Often, these re-
quirements assume that a percentage of the mil-
itary at any one time will not be fit for deploy-
ment. Because of this, even if readiness is graded
as “strong” or “marginal,” there is still a gap in
readiness that will have significant implications
for immediate combat effectiveness and the
ability to deploy quickly. Thus, anything short of
meeting 100 percent of readiness requirements
assumes risk and is therefore problematic.

Further, a service’s assessment of its readi-
ness occurs within its size or capacity at that
time and as dictated by the Defense Strategic
Guidance, National Military Strategy, and
related top-level documents generated by
the Administration and senior Defense offi-
cials. It does not account for the size-related

“readiness” of the force to meet national secu-
rity requirements assessed as needed by this
Index. Thus, for a service to be assessed as “very
strong” would mean that 80 percent-100 per-
cent of the existing force in a service meets
that service’s requirements for being “ready”
even if the size of the service is less than that
required to meet the two-MRC benchmark.
Therefore, it is important for the reader to
keep this in mind when considering the actual
readiness of the force to protect U.S. national
security interests against the challenges pre-
sented by threats around the world.

Readiness Score Definitions
* Very Weak: O percent-19 percent of ser-
vice’s requirements.
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Weak: 20 percent-39 percent of ser-
vice’s requirements.

Marginal: 40 percent-59 percent of ser-
vice’s requirements.

Strong: 60 percent-79 percent of ser-
vice’s requirements.

Very Strong: 80 percent-100 percent of
service’s requirements.
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Executive Summary

“The U.S. military is only marginally able to
meet the demands of defending America’s
vital national interests.”

he United States maintains a military

force primarily to protect the homeland
from attack and to protect its interests abroad.
There are secondary uses—for example, to as-
sist civil authorities in times of disaster or to
deter opponents from threatening America’s
interests—but this force’s primary purpose is
to make it possible for the U.S. to physically
impose its will on an enemy when necessary.

It is therefore critical that the condition
of the United States military with respect to
America’s vital national security interests,
threats to those interests, and the context
within which the U.S. might have to use “hard
power” be understood. Knowing how these
three areas—operating environments, threats,
and the posture of the U.S. military—change
over time, given that such changes can have
substantial implications for defense policies
and investment, is likewise important.

Each year, The Heritage Foundation’s Index
of U.S. Military Strength employs a standard-
ized, consistent set of criteria, accessible both
to government officials and to the American
public, to gauge the ability of the U.S. military
to perform its missions in today’s world. The
inaugural 2015 edition established a baseline
assessment on which each annual edition
builds, assessing the state of affairs for its re-
spective year and measuring how key factors
have changed from the previous year.

What the /ndex Assesses

The Index of U.S. Military Strength assesses
the ease or difficulty of operating in key re-
gions based on existing alliances, regional po-
litical stability, the presence of U. S. military
forces, and the condition of key infrastructure.
Threats are assessed based on the behavior and
physical capabilities of actors that pose chal-
lenges to U.S. vital national interests. The con-
dition of America’s military power is measured
in terms of its capability or modernity, capac-
ity for operations, and readiness to handle as-
signed missions successfully. This framework
provides a single-source reference for policy-
makers and other Americans who seek to know
whether our military power is up to the task of
defending our national interests.

Any discussion of the aggregate capac-
ity and breadth of the military power needed
to address threats to U.S. security interests
requires a clear understanding of precisely
what interests must be defended. Three vital
interests have been specified consistently and
in various ways by a string of Administrations
over the past few decades:

¢ Defense of the homeland;

¢ Successful conclusion of a major war
that has the potential to destabilize a re-
gion of critical interest to the U.S.; and

¢ Preservation of freedom of movement
within the global commons (the sea, air,
outer-space, and cyberspace domains)
through which the world conducts
its business.
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To defend these interests effectively on a
global scale, the United States needs a mili-
tary force of sufficient size, or what is known in
the Pentagon as capacity. The many factors in-
volved make determining how big the military
should be a complex exercise, but successive
Administrations, Congresses, and Department
of Defense staffs have managed to arrive at a
surprisingly consistent force-sizing rationale:
an ability to handle two major wars or major
regional contingencies (MRCs) simultane-
ously or in closely overlapping time frames.
This two-war or two-MRC requirement is em-
braced in this Index.

At the core of this requirement is the con-
viction that the United States should be able to
engage and decisively defeat one major oppo-
nent and simultaneously have the wherewithal
to do the same with another to preclude oppor-
tunistic exploitation by any competitor. Since
World War II, the U.S. has found itself involved
in amajor “hot” war every 15-20 years while si-
multaneously maintaining substantial combat
forces in Europe and several other regions. The
size of the total force roughly approximated
the two-MRC model. Accordingly, our assess-
ment of the adequacy of today’s U.S. military is
based on the ability of America’s armed forces
to engage and defeat two major competitors at
roughly the same time.

This Index’s benchmark for a two-MRC
force is derived from a review of the forces
used for each major war that the U.S. has un-
dertaken since World War II and the major de-
fense studies completed by the federal govern-
ment over the past 30 years. We concluded that
a standing (i.e., Active Duty component) two-
MRC-capable Joint Force would consist of:

¢ Army: 50 brigade combat teams (BCTs);

¢ Navy: at least 346 surface combatants and
624 strike aircraft;

¢ Air Force: 1,200 fighter/ground-attack
aircraft; and

e Marine Corps: 36 battalions.

This recommended force does not account
for homeland defense missions that would
accompany a period of major conflict and are
generally handled by Reserve and National
Guard forces. Nor does it constitute the total-
ity of the Joint Force, which includes the ar-
ray of supporting and combat-enabling func-
tions essential to the conduct of any military
operation: logistics; transportation (land, sea,
and air); health services; communications and
data handling; and force generation (recruit-
ing, training, and education), to name a very
few. Rather, these are combat forces that are
the most recognizable elements of America’s
hard power but that also can be viewed as sur-
rogate measures for the size and capability of
the larger Joint Force.

The Global Operating Environment

Looking at the world as an environment
in which U.S. forces would operate to protect
America’s interests, the Index focused on three
regions—Europe, the Middle East, and Asia—
because of the intersection of our vital inter-
ests and actors able to challenge them.

Europe. For the most part, Europe remains
a stable, mature, and friendly environment,
home to America’s oldest and closest allies,
although the migrant and refugee crises are
straining the economies and societies of many
European nations. The U.S. is tied to Europe
by treaty, robust economic bonds, and deeply
rooted cultural linkages. In general, America’s
partners in the region are politically stable;
possess mature (though increasingly debt-
laden) economies; and have fairly modern (but
shrinking) militaries. America’s longtime pres-
ence in the region, Europe’s well-established
basing and support infrastructure, and the
framework for coordinated action provided by
NATO make the region quite favorable for mili-
tary operations. A more muscular, belligerent
Russia has caused a review of U.S. force posture
on the continent, spurring reinvestment of U.S.
military capabilities through programs like the
European Reassurance Initiative.

The Middle East. The Middle East, by
contrast, continues to be a deeply troubled
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Operating Environment: Europe

VERY POOR UNFAVORABLE MODERATE  FAVORABLE  EXCELLENT

Alliances v
Political Stability v
U.S. Military Posture v

Infrastructure v

OVERALL | v I

Operating Environment: Middle East

VERY POOR UNFAVORABLE MODERATE  FAVORABLE  EXCELLENT

Alliances v
Political Stability

U.S. Military Posture v
Infrastructure v

OVERALL I v I

Operating Environment: Asia

VERY POOR UNFAVORABLE MODERATE  FAVORABLE  EXCELLENT

Alliances v
Political Stability v

U.S. Military Posture v
Infrastructure v

OVERALL | v I

Global Operating Environment

VERY POOR UNFAVORABLE MODERATE  FAVORABLE  EXCELLENT

Europe v
Middle East v
Asia v

OVERALL | v I

Global Operating Environment

VERY POOR MODERATE FAVORABLE EXCELLENT
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area riven with conflict, ruled by authoritar-
ianregimes, and home to a variety of terrorist

and other destabilizing entities. Though the

United States does enjoy a few strong part-
nerships in the region, its interests are beset

by security and political challenges, transna-
tional terrorism rooted in the region, and the

maturing threat of a nuclear Iran. Offsetting

these challenges to some extent are the U.S.
military’s experience in the region and the

basing infrastructure that it has developed

and leveraged for nearly 25 years, although

these positive elements are decaying as a con-
sequence of continued upheaval in Syria; Iran’s

pursuit of weapons that threaten both the U.S.
and Europe, as well as its continued support of
such terrorist groups as Hezbollah; and the in-
creasingly problematic political environment

in countries that historically have hosted U.S.
forces (Qatar, for example).

Asia. Though the region includes long-
standing U.S. allies that are stable and possess
advanced economies, the tyranny of distance
makes U.S. military operations in the region
difficult in terms of the time and sealift and air-
lift required, a challenge that is only exacerbat-
ed as the size of the U.S. military continues to
shrink. The region is critical to U.S. economic
interests because Asian markets account for
40 percent of U.S. trade; consequently, the in-
creasingly aggressive postures of China and
North Korea have caused concern. In 2017,
China was more overtly aggressive in pressing
its claims to disputed islands and waters. Both
South Korea and Japan have expressed alarm
over North Korea’s intentions, especially with
respect to its missile program. Combined with
aslight decrease in political stability across the
region, Asia as an operating environment has
trended toward more challenging for the U.S.
in 2017.

Summarizing the condition of each region
enables us to get a sense of how they compare
in terms of the challenge the U.S. would have
in projecting military power and sustaining
combat operations in each one.

As a whole, the global operating environ-
ment currently rates a score of “favorable,”

meaning that the United States should be
able to project military power anywhere in
the world as necessary to defend its interests
without substantial opposition or high levels
of risk, but conditions could easily tip this ag-
gregate score into the “moderate” category if
conditions continue to degrade in both Asia
and the Middle East in 2018.

Threats to U.S. Interests

Our selection of threat actors discounted
troublesome states and non-state entities that
lacked the physical ability to pose a meaning-
ful threat to vital U.S. security interests. This
reduced the population of all potential threats
to a half-dozen that possessed the means to
threaten U.S. vital interests and exhibited a
pattern of provocative behavior that should
draw the focus of U.S. defense planning. This
Index characterizes their behavior and military
capabilities on five-point, descending scales.

All of the six threat actors selected—Russia,
China, Iran, North Korea, and terrorist groups
in the Middle East and Afghanistan—remained
actual or potential threats to U.S. interests over
the past year. All amply demonstrated a com-
mitment to expanding their capabilities to
pursue their respective interests that directly
challenged those of the U.S. All also continued
or increased their aggressive behavior when
compared to the 2016 Index.

Worryingly, all of the six noted threat actors
now rank “high” on the scale of threats to U.S.
interests, with Russia coming close to being el-
evated to “severe” from its past score of “high.”

Russia and China continue to be the most
worrisome, both because of the ongoing mod-
ernization and expansion of their offensive
military capabilities and because of the more
enduring effect they are having within their
respective regions. Russia has maintained its
active involvement in the conflict in Ukraine,
has been more assertive in the Baltic Sea re-
gion, and has continued to insert itselfinto the
Syrian conflict. China’s provocative behavior
continues to include militarization of islands
that it has built in highly disputed interna-
tional waters of the South China Sea. China
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Threats to U.S. Vital Interests

SEVERE

also continues its aggressive naval tactics to
intimidate such neighboring countries as Ja-
pan and the Philippines and continues to bully
other countries that try to exercise their right
to navigate international waters in the region.

North Korea has executed an alarming
number of missile tests: 18 as of early August
2017 compared to 21 for all of 2016. These tests
have demonstrated the commitment of Kim
Jong-un’s regime to fielding a force of short-
range, medium-range, and long-range ballis-
tic, cruise, and submarine-launched missiles,
presumably with the ability to carry nuclear
warheads. The latest tests have hinted at North
Korea’s ability to reach targets in the United
States. These developments, combined with its
increasingly hostile rhetoric toward the West
over the past year, make North Korea the most
volatile threat addressed in the Index.

Terrorism based in Afghanistan continues
to challenge the stability of that country. To the
extent that various groups based in the region
straddling the border with Pakistan remain
potent and active, they also remain a threat
in being to the stability of Pakistan, which is a
matter of concern given Pakistan’s status as a
nuclear power and its sustained frictions with
India, also a nuclear power.

In addition, Iran’s efforts to develop more
advanced military capabilities and its active
support of the various terrorist groups operat-
ing in the Middle East continue to undermine
regional security conditions and therefore to
threaten the regional interests of the U.S.

With these threats taken together, the glo-
balized threat to U.S. vital national interests as
awhole during 2017 remained “high.”

The Status of U.S. Military Power

Finally, we assessed the military power of
the United States in three areas: capability,
capacity, and readiness. We approached this

ELEVATED

GUARDED LOwW

assessment by military service as the clearest
way to link military force size, modernization
programs, unit readiness, and (in general terms)
the functional combat power (land, sea, and air)
represented by each service. We treated the
United States’ nuclear capability as a separate
entity given its truly unique characteristics and
constituent elements, from the weapons them-
selves to the supporting infrastructure that is
fundamentally different from the infrastructure
that supports conventional capabilities.

These three areas of assessment (capabil-
ity, capacity, and readiness) are central to the
overarching questions of whether the U.S. has
a sufficient quantity of appropriately modern
military power and whether military units are
able to conduct military operations on demand
and effectively.

As reported in all previous editions of the
Index, the common theme across the ser-
vices and the U.S. nuclear enterprise is one of
force degradation resulting from many years
of underinvestment, poor execution of mod-
ernization programs, and the negative effects
of budget sequestration (cuts in funding) on
readiness and capacity. While the military has
been heavily engaged in operations, primarily
in the Middle East but elsewhere as well, since
September 11, 2001, experience is both ephem-
eral and context-sensitive. Valuable combat
experience is lost as the servicemembers who
individually gained experience leave the force,
and it maintains direct relevance only for fu-
ture operations of a similar type: Counterinsur-
gency operations in Iraq, for example, are fun-
damentally different from major conventional
operations against a state like Iran or China.

Thus, although the current Joint Force is
experienced in some types of operations, it
lacks experience with high-end, major combat
operations, and it is still aged and shrinking in
its capacity for operations.
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In the aggregate, the United States’ military posture is rated “marginal” and is trend-
ing toward “weak,” a condition unchanged from the 2017 Index.

Overall, the 2018 Index concludes that the current U.S. military force is likely capable
of meeting the demands of a single major regional conflict while also attending to various
presence and engagement activities but that it would be very hard-pressed to do more and
certainly would be ill-equipped to handle two nearly simultaneous major regional contin-
gencies. The limits imposed on defense spending and the programmatic volatility created
by continuing resolutions, passed in lieu of formal budgets approved on schedule, have
kept the military services small, aging, and under significant pressure. Essential mainte-
nance continues to be deferred; the availability of fewer units for operational deployments
increases the frequency and length of deployments; and old equipment continues to be
extended while programmed replacements are either delayed or beset by developmen-
tal difficulties.

The military services have continued to prioritize readiness for current operations
by shifting funding to deployed or soon-to-deploy units while sacrificing the ability to
keep non-deployed units in “ready” condition; delaying, reducing, extending, or cancel-
ing modernization programs; and sustaining the reduction in size and number of military
units. While Congress and the new Administration have taken some positive steps to fund
readiness in 2017 more robustly, they have not overturned the Budget Control Act that
caps defense spending. Without a real commitment to increases in modernization, capacity,
and readiness accounts over the next few years, America’s military branches will continue
to be strained to meet the missions they are called upon to fulfill.

As currently postured, the U.S. military is only marginally able to meet the demands of
defending America’s vital national interests.

clear enterprise on a five-category scale rang-
ing from “very weak” to “very strong,” bench-
marked against criteria elaborated in the full
report. These characterizations should not be
construed as reflecting the competence of indi-
vidual servicemembers or the professionalism
of the services or Joint Force as a whole; nor

We characterized the services and the nu- readiness in some units for current opera-
tions. However, accepting risks in these
areas has enabled the Army to keep only
one-third of its force at acceptable levels
of readiness, and even for units deployed
abroad, the Army has had to increase its
reliance on contracted support to meet

maintenance requirements. Budget cuts

do they speak to the U.S. military’s strength
relative to other militaries around the world.
Rather, they are assessments of the institu-
tional, programmatic, and material health or
viability of America’s hard military power.

Our analysis concluded with these assess-

ments:

Army as “Weak.” The Army’s score
remained “weak” for reasons similar to
those cited in previous editions of the In-
dex. The Army has continued to trade end
strength and modernization for improved

have affected combat units disproportion-
ately: Over the past few years, a 16 percent
reduction in total end strength hasled to a
32 percent reduction in the number of bri-
gade combat teams and similar reductions
in the number of combat aviation brigades.
In summary, the Army is too small for the
tasks it is assigned, its equipment contin-
ues to age, and it struggles to improve the
readiness of its operating forces. Con-
cerned by the prospect of a “hollow force”
(i.e., units that exist on paper but are woe-
fully understaffed), Army officials, instead
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of using a 2017 congressional authoriza-
tion to increase end strength by creating
more units, chose merely to increase the
level of staffing in existing units.

Navy as “Marginal.” The Navy’s readi-
ness score returned to the 2016 Index’s
score of “marginal.” While the Navy

is maintaining a solid global presence
(slightly more than one-third of the fleet
is deployed on any given day), it has little
ability to surge to meet wartime demands.
As in 2016, the Navy’s decision to defer
maintenance has kept ships at sea but
also has affected the Navy’s ability to
deploy. With scores of “weak” in capa-
bility (largely because of old platforms
and troubled modernization programs)
and “marginal” in capacity, the Navy
remained just able to meet operational
requirements in 2017. Continuing budget
shortfalls in its shipbuilding account will
hinder the Navy’s ability to improve its
situation, both materially and quantita-
tively, for the next several years—an even
larger problem considering that the Navy
has revised its assessment of how many
ships it needs to 355 instead of the 308 for
which it has been budgeting in its 30-year
shipbuilding plan.

Air Force as “Marginal.” Although

the Air Force’s overall score remains the
same as last year’s, a clearer picture of the
USAF’s aircraft inventory yielded a signifi-
cant drop in deliverable fighter capacity:
The Air Force possesses 923 combat-cod-
ed tactical fighter aircraft, 236 below last
year’s capacity assessment and 277 below
the Index assessment 0f 1,200 needed

to meet a two-MRC level of military
strength. While the Air Force’s readiness
score remained “marginal,” this assessed
area continues to trend downward due

to increasing evidence of training and
maintenance shortfalls, as well as pilots’
own assessments of their forces obtained
by The Heritage Foundation through

personal interviews. Combined with a
continued capability score of “marginal,”
the Air Force’s overall military strength
score continues to trend downward at a
time when America’s dominance in the
air domain is increasingly challenged

by the technological advances of poten-
tial adversaries.

Marine Corps as “Weak.” The Corps
continues to deal with readiness chal-
lenges driven by the combined effects of
high operational tempo and low levels of
funding. Aviation remained the largest
challenge for the Corps in 2017 as mainte-
nance and flight hour shortfalls combined
with old platforms to cause the service to
self-assess a dire state of readiness. The
Corps’ modernization programs are on
track, but it will take several years for new
equipment to be produced and fielded;
ground combat systems, in particular, are
long overdue for replacement. Unlike

in past years, the Corps did not publicly
provide detailed information about the
status of its active-duty force with respect
to its state of readiness for combat. The
Corps has said the deploy-to-dwell ratio
for its active force has dipped below 1:2,
revealing increased stress on the force.
This, combined with a clear assessment of
poor aviation readiness, drove the Marine
Corps’ overall strength score from “mar-
ginal” to “weak” in 2017, making it the
only service to drop to a lower category.

Nuclear Capabilities as “Marginal.”
Warhead modernization, warhead/system
testing, and adequate investment in the
intellectual and talent underpinnings of
the nuclear enterprise continue to be the
chief problems facing America’s nuclear
capability. Delivery platform moderniza-
tion continued to receive strong support
from Congress and the Administration
during 2017, with major investments in
next-generation bomber and ballistic-
missile submarine programs, but the force
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depends on a very limited set of weapons
(in number of designs) and models that
are quite old, in stark contrast to the ag-
gressive programs of competitor states. Of
continued concern is the “marginal” score
for “Allied Assurance” at a time when Rus-
sia has rattled its nuclear saber in a num-
ber of recent provocative exercises; China
has been more aggressive in militarily
pressing its claims to the South and East

U.S. Military Power

China Seas; North Korea is investing heav-
ily in a submarine-launched ballistic mis-
sile capability; and Iran retains its nuclear
infrastructure program as a key feature of
the Joint Comprehensive Plan of Action
(JCPOA) meant to restrain Iran’s nuclear
program. The aggressive pace of North
Korea’s missile testing, which purport-
edly is tied to its nuclear aspirations, is of
particular concern.
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U.S. Military Power: Air Force
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America’s Joint Force

and the Domains of Warfare

James Jay Carafano, PhD

he term “joint” has been well established

in the U.S. military lexicon for many de-
cades. While the word’s meaning may remain
a constant, its significance for the American
military is changing.

The essays on the dimensions of warfare in
the 2018 Index of U.S. Military Strength reflect
a crucial dynamic that affects thinking about
how militaries ought to be employed. Domi-
nance in war will not be gained through domi-
nation of a single domain. The future focus of
jointness will be on ensuring that U.S. armed
forces retain the ability to operate effectively
in all domains in a theater (land, sea, air, sub-
surface, cyberspace, and space) and to exploit
the ability to use advantages in one domain
to operate in another. For the U.S,, having the
capacity to check an adversary or take the ini-
tiative across all domains will be essential to
establishing a competitive advantage in fu-
ture conflicts.

The Dimensions of War

One of the great truisms of war was ex-
pressed by the British military historian B.
H. Liddell Hart: “The real target in war is the
mind of the enemy commander, not the bodies
of his troops.” This maxim touches the core of
understanding the nature of warfare. War is a
competition. War is a competition between ad-
versaries, a contest of action and counteraction
that concludes or changes based on the agency
of competitors, and this competition unfolds

in the domains accessible to each competitor:
land, sea, air, space, and cyberspace. Dominat-
ing in war is not about dominating a domain. I't
is about dominating an enemy.

In contemporary conflict, as competitors
increasingly gain access to all domains of war-
fare, it becomes more likely that adversaries
will seek to offset a competitor’s dominance
in one domain by acting more aggressively in
another space. As transnational terrorists like
ISIS have lost physical ground in the Middle
East, for example, they have redoubled their
cyber operations to stay in the fight against the
West. Alternatively, competitors might redou-
ble their efforts to defeat an adversary’s capac-
ity to dominate them in a particular domain.
This has become a feature of Chinese military
strategy, which seeks to prevent adversaries
from achieving adominant advantage in space,
air, sea, and cyber operations in the Asia-Pa-
cific theater.

Thus, dominance in one or more domains
is important, but to dominate an enemy, the
ability to conduct operations in more than
one domain at a time, to shift between them,
and to use one domain to affect another is
more important.

The elements of the U.S. armed forces in-
creasingly operate across domains, each ser-
vice specializing in one but increasingly having
an effective presence in the others and/or rely-
ing on the other services to create opportuni-
ties for exploitation and to prevent an enemy
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from using a domain for their own purposes.
No one service bears sole responsibility for

military operations in any domain. Each of the

uniformed military services, for example, uses

cyberspace. All conduct or depend on space op-
erations. Forces from land bases can affect op-
erations at sea. Naval forces can influence land

battles. Air force operations routinely have an

impact on multiple domains.

The nature of contemporary warfare has
implications for how the armed forces address
jointness now and in the future. Further, the
evolution of the joint force and how the U.S.
military thinks about conducting joint opera-
tions has significant consequences for how
national leaders understand military strength
and its utility in securing national interests.

Evolution of the Joint Concept

For the Pentagon, “joint” “[c]onnotes activi-
ties, operations, organizations, etc., in which
elements of two or more Military Departments
participate.”? In the case of the United States,
that means the Army, Air Force, and Navy De-
partments, the last of which includes the Navy
and Marine Corps. The U.S. Coast Guard, when
operating in concert with them, also could be
considered part of the joint force. U.S. Special
Operations Forces (e.g., SEALs and Rangers)
are provided by the services; when they oper-
ate across service components or with conven-
tional forces (e.g., Army brigades), they are also
conducting joint operations.

The U.S. military’s appreciation of jointness
is built on a historical understanding of West-
ern warfare and its own contemporary experi-
ences. While joint operations, the cooperative
use of forces operating in their respective do-
mains, may not be as old as war itself, there are
certainly many antecedents from the times of
ancient warfare. Most notably, histories of the
Peloponnesian Wars, the decades-long struggle
between alliances led by the Greek city-states
Athens (primarily a naval power) and Sparta
(the dominant land power), turned on joint
operations.?

Athens and Sparta. One instructive ex-
ample of joint operations in the ancient world

was the land-sea campaign in Sicily from 415
BC to 413 BC. An Athenian expeditionary force
was dispatched to secure the strategic island
off the coast of Italy that, some of their leaders
argued, would provide a decisive advantage in
the war with Sparta. The Athenian force was
joint, composed of a naval force of some 100
triremes (Greek war galleys, or rowed fighting
ships); numerous transport and cargo ships;
and more than 5,000 hoplite infantrymen and
additional archers and slingers that could con-
duct ground operations.*

Once establishing themselves in Sicily, the
Athenians were slow to advance on their main
objective, the city of Syracuse. This allowed
time for the Spartans to dispatch reinforce-
ments to their Syracusan allies. The Athe-
nians lost the land battle against the superior
combined land force of Sparta and Syracuse.
When they tried to withdraw by sea, the Spar-
tans, having developed their own navy, inter-
cepted the retreating fleet, soundly defeating
the Athenians in a massive sea battle.

Using the Athenian naval assets to maneu-
ver ground units into a superior position was a
classic exercise in joint operations, leveraging
forces that operate in one domain to provide
a competitive advantage to forces operating in
another. But coordinating different forces and
operating in different domains is complex. Ef-
fective command and control of the Athenian
expeditionary force broke down, leaving it vul-
nerable to the Spartan counterstrike.? In this
respect, the operation illustrated both the po-
tential advantages and possible pitfalls of em-
ploying joint forces in a campaign.

Joint operations, principally cooperation
between land and sea forces, have been a fea-
ture of Western warfare through the ages. U.S.
military history also includes exemplars of
joint operations, notably including the defeat
of the British at Yorktown in 1781° and the
siege of Vicksburg in 1863.”

Yorktown. The siege of Yorktown includ-
ed both joint operations and combined op-
erations (operations involving forces of more
than one nation). After a vigorous campaign
in Virginia, British forces withdrew to the
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Yorktown Peninsula to rearm and refit, resup-
plied and protected by British naval forces.
As the Continental Army conducted a forced
march from New York to the Tidewater region
in the Chesapeake Bay to block the British by
land, a French fleet intercepted and destroyed
reinforcements dispatched to the British at
Yorktown by sea. While the Continental Army
laid siege to the garrison by land, the French
Navy blockaded Yorktown by sea. Pressed by
the advance of combined American-French
forces and cut off from reinforcement and re-
supply, the British surrendered, a catastrophic
military defeat that led to the end of the war
and the securing of American independence.

Napoleon in Egypt. The battles of the
American Revolution presaged the transition
from the early modern era of warfare to the
Napoleonic Age, which saw significant inno-
vation in both land and sea warfare in terms
of technology, tactics, and logistics. The prac-
tice of joint operations—such as Napoleon’s
aborted invasion of Egypt in 1798, in which the
future emperor transported an army of over
30,000 by sea only to see the force eventually
cut off and defeated in detail—looked not much
different from the conduct of joint operations
in previous decades.?

In many ways, the American Civil War
continued the practices and tactics of the Na-
poleonic era. One area in which there were
glimpses of change was in the conduct of joint
operations, which indicated the potential
promise of coordinating land and sea opera-
tions to achieve strategic objectives—practices
that would emerge more fully during the two
great world wars of the 20th century.

Vicksburg. The most illustrative battle
was the siege of Vicksburg.’ A joint land-na-
val force isolated and reduced the Confeder-
ate strong point at Vicksburg, Mississippi. The
victory gave the Union control of the Missis-
sippi River, effectively cutting the Confederacy
in two. Not only did the battle preview new
technology, such as armored ships and rifled
cannon, but Union operations demonstrated
the effective coordination, command, and
control of joint forces, with General Ulysses

Grant succeeding where Athens and Napoleon
had failed.

Throughout the evolution of war in the
early modern and Napoleonic eras and into
the modern era, joint operations were a mat-
ter of practice, but there was scant emphasis
on the development of doctrine, tactics, train-
ing, or force development. Even massive joint
operations, such as the Gallipoli campaign of
1915-1916 during World War I, were largely
improvised.*

Gallipoli. While war on the European
Western Front stagnated in trench combat,
operations in the Dardanelles were intended
to knock the Ottoman Empire out of the war
by employing the swift maneuver of forces that
could be achieved by joint operations. A Brit-
ish-led Allied expeditionary force moved to
secure Gallipoli, a strategically important pen-
insula that controlled Mediterranean access to
the Black Sea, but the operation was protracted
and suffered from numerous delays, giving the
Turks time to move adequate defenses into
place, after which the battle devolved into
trench warfare that soon resembled the stale-
mate on the Western Front. Though the Allies
had the means to transport a land force by sea
and support its employment from the sea, and
enjoyed effectively uncontested use of the sea,
their failure to move swiftly, decisively, and in
well-practiced form ceded all of the important
advantages to the Turks, who used their con-
trol of the land to greater effect."

World War II. The modern age of warfare
arrived during World War IT when operations
in several theaters required the integrated use
ofland, sea, and air forces. Most notably in the
Pacific Theater, amphibious operations to sus-
tain land campaigns from the sea, designed to
seize a beachhead in order to conduct more
expanded operations ashore, required joint
operations as a matter of course.

Dramatic advances in airpower during the
1930s added a new dimension to warfare. Forc-
es and supplies could be moved by air, either
air-landed or inserted by glider or parachute
forces. Airpower could also provide airborne
reconnaissance and fire support for both land
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and sea services (e.g., sub hunting and attack
by air of an opposing fleet).

Another but little discussed aspect of
emerging joint warfare was the electromag-
netic dimension, from radio communications
to intercept, radar, and electronic jamming.
Forces had to learn how to operate across a
new dimension of war that did not transit a
geographical space and was not the purview
of any one service. This was a sign of times to
come, as all of the services would find them-
selves operating increasingly in multiple do-
mains, which requires a great degree of coor-
dination and deconfliction.

In response to the demands of the war, the
military services developed operations, com-
mand and control organizations, equipment,
doctrine, and training to facilitate joint opera-
tions. However, while military operations and
campaigning were joint, many other aspects of
military operations including education, intel-
ligence, and logistics were often done as single-
service activities or only loosely integrated.

The Post-World War II Era. Even af-
ter the experience of the Second World War,
military thought continued to focus on the
competition between domains for dominance
in warfare. The classics still mattered. The
Army favored Prussian military theorist Carl
von Clausewitz, who focused his writing on
victory in land battles;'? the Navy had Alfred
Thayer Mahan, who concentrated on control
of the sea;"® and new-to-the-scene airpower
enthusiasts referenced Giulio Douhet, who
championed victory through airpower.** With
the invention of nuclear weapons, strategists
like Bernard Brodie argued for the strategic
dominance of nuclear weapons.'”

Despite the prevalence of joint operations
during World War I1, little was done to insti-
tutionalize joint operations. The Defense Re-
organization Act 0f 1958, under the tutelage of
President Dwight David Eisenhower, drawing
in part on his extensive experience with joint
operations during the war as Supreme Allied
Commander Europe, advanced efforts to es-
tablish unified command for joint forces, but
little more.'®

Goldwater-Nichols. Lack of effective joint
operations at the operational level was one of
the significant criticisms of U.S. military activi-
ties during the Vietnam War. The issue was fa-
mously addressed in Arthur T. Hadley’s book
The Straw Giant.” Among the many reforms
instituted by the Goldwater-Nichols Depart-
ment of Defense Reorganization Act of 1986
was a legislative effort to institutionalize joint-
ness in the armed forces.”® The legislation ad-
dressed the Unified Command Plan (the global
command and control of U.S. forces); educa-
tion, professional development, and training;
and acquisition of weapon systems, platforms,
and related equipment.' Thus, after Goldwa-
ter-Nichols, jointness emphasized integration
of the military services across the full range of
defense activities, not just warfighting.

The case for jointness, introduced by the
Senate Armed Services Committee staff that
spearheaded the Goldwater—-Nichols legisla-
tive effort, was illustrated by the aborted Ira-
nian hostage rescue operation (1980), popu-
larly called the disaster at Desert One.?® All of
the services participated in the ad hoc effort
to put together a special operation to rescue
U.S. embassy employees who had been taken
hostage in Tehran during the Iranian Revolu-
tion. Although the operation was joint, it failed.

In truth, however, the mission’s most criti-
cal shortfalls had little to do with a failure of
joint operations. The Marine helicopters were
operating at the extreme edge of their opera-
tional range; that, combined with bad luck and
some miscues on the ground, doomed the mis-
sion. Nevertheless, the story was one of dra-
matic and embarrassing failure and helped to
galvanize support for the legislation, which
was actively opposed by the Pentagon and the
services, which viewed jointness as an imposi-
tion on their responsibilities for managing and
employing military forces.

Despite opposition from the Pentagon,
the legislation was passed and signed into
law. This effort coincided with the Reagan
defense buildup, which increased the size of
the military force, as well as funding for opera-
tions and training, and greatly advanced the
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modernization of key military platforms (ships,
planes, and armored vehicles).? Flush with re-
sources and responding to the challenge and

demands of jointness imposed by Goldwater-
Nichols, the military responded adroitly.

Goldwater—Nichols largely succeeded in
institutionalizing joint warfare. From profes-
sional military education to operations in the
field, U.S. military activities today are inher-
ently joint. Further, the U.S. military has de-
cades of extensive combat experience in joint
operations at the operational and tactical lev-
els across the spectrum of conflict. Joint inte-
gration has been so successful that when major
defense reforms (e.g., Goldwater-Nichols IT)
are suggested, they rarely substantively ad-
dress joint matters.??

Of course, innovations in jointness did
not erase the intellectual debate about which
dimensions of war ought to be considered
the most important and which service forces
would dominate future conflict. The debate
was renewed in the wake of the First Gulf War
(1991). Air Force advocates, with the intro-
duction of the proliferated use of precision-
guided weapons, argued that post—-Cold War
military operations would be dominated by
airpower. This vision was reflected in the Air
Force-sponsored Gulf War Air Power Survey.*
In contrast, the official Army history, Certain
Victory, argued for the returned dominance of
land power.?* The Navy, which played a subor-
dinate role in the conflict, looked beyond the

“lessons” of the war to make the case that U.S.
security in the post-Cold War world would be
protected by sea-centric military dominance.?

The renewed debate about domain domi-
nance that emerged after the Gulf War was as
likely a reflection of competition between the
services for scarce defense dollars as it was in-
fluenced by new technologies and warfighting
concepts. In the wake of the war, the Pentagon
suffered from an end-of-the-Cold War “peace
dividend” that saw a reduction in forces and
military spending throughout the 1990s.%¢ In-
creasingly, the services squabbled over pieces
of an increasingly smaller budget pie, with
each service arguing in part that it delivered

more bang for the buck because of its capacity
to dominate battle space in its domain.

Despite the renewal of interservice intel-
lectual rivalry, in practice, the trend toward
increasing jointness in the development and
employment of forces continued. There were
many controversial aspects to military opera-
tions in Afghanistan and Iraq following the
terrorist attacks of September 11, 2001, but
shortfalls in the capacity to undertake joint op-
erations were far down the list of items noted
by critics.

Joint Future

While some military reformers and theo-
rists continue to propose ways of war predi-
cated on dominance of particular domains,
most modern military thinking envisions fu-
ture operations that are inherently joint. In
recent years, for example, the U.S. Army and
Marine Corps have advanced the concept of
Multi-Domain Battle, the notion that the U.S.
should be prepared to fight in an environment
in which all domains are contested.?”” Whether
the Army-Marine concept is useful remains a
subject of some debate (and would eventually
have to be proven in battle anyway), but it does
reflect mainstream military thinking: The U.S.
armed forces must have the expertise, capa-
bilities, and capacity to operate in all domains
in a contested theater and to leverage those
domains more effectively than the enemy can.
Developing and sustaining that capacity will
be the key goal of joint future.

As previewed by Multi-Domain Battle, joint
future will likely focus on the challenge of
employing the armed forces in environments
where operations are contested in multiple do-
mains. Planning for military operations may
likely be based on assumptions that the U.S.
will not enjoy superiority,?® much less suprem-
acy,”” in one or more domains. The services will
likely focus more on what they can contribute
to operations across the dimensions of war
rather than arguing the unique contributions
of their capabilities in a single domain. The
U.S. military will likely continue to look at a
mix of operational practices, technologies,
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force structure, and capacity to achieve and
sustain a competitive edge across the dimen-
sions of warfare.

Most likely, other aspects of jointness will
fade in priority: Logistics, infrastructure, ed-
ucation, planning, and training will become
more inherently joint as a matter of practice.
Joint future will focus on inter-domain de-
pendencies and cross-dimension operations
and effects.

A careful reading of the domain essays
in this edition of the Index of U.S. Military
Strength suggests both the challenges and op-
portunities involved in building U.S. military
strength for the next fight. These range from
human resources to warfighting systems, from
alliances to enemies, from technological im-
provement to intellectual innovation. The es-
says raise important questions for the future of
the joint force concept and its role in protect-
ing the vital interests of the United States.
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An Overview of Land Warfare

David E. Johnson, PhD

“The past is never dead. It’s not even past.”
—William Faulkner!

ince the dawn of time, as historian T. R.

Fehrenbach wrote in This Kind of War, “the
object of warfare [has been] to dominate a por-
tion of the earth, with its peoples, for causes
either just or unjust. It is not to destroy the
land and people, unless you have gone wholly
mad.”? Fehrenbach was analyzing U.S. involve-
ment in the Korean War, and in his preface, he
draws alesson from that war—fought in a time
of great-power competition between nuclear-
armed adversaries—that bears revisiting today:

The great test placed upon the United States
was not whether it had the power to dev-
astate the Soviet Union—this it had—but
whether the American leadership had the will
to continue to fight for an orderly world rather
than to succumb to hysteric violence.... Yet
when America committed its ground troops
into Korea, the American people committed
their entire prestige, and put the failure or suc-
cess of their foreign policy on the line.2

Over the past 15 years, the United States
has become an expeditionary power, largely
based in the Continental United States, ac-
customed to projecting power by dominating
the air, maritime, space, and cyber domains.
U.S. superiority was routinely contested only
in the land domain, albeit largely by irregular
adversaries, insurgents, and terrorists. U.S.
domain supremacy is eroding, if not ending,
with the renewal of great-power competition

with state actors—principally China and Rus-
sia—that can contest U.S. operations to some

degree in all domains. This reality will shape

how land forces contribute to U.S. security now
and into the future.

Where We All Live

Of all the domains, the land domain has the
greatest ability to create operational friction. It
is the environment that informed Clausewitz’s
admonition that “Everything in war is very
simple, but the simplest thing is difficult.”* Sol-
diers and Marines cannot “slip the surly bonds
of earth.”® It is the domain where humans live,
and operating there almost certainly results in
human interaction—for good or ill.

The Inherently Complex Physical As-
pects of Terrain. The land domain, unlike
other physical domains (air and maritime) is
highly variable, and its very nature forces ad-
aptation by ground forces. According to the
Army’s 2005 working definition:

[“Complex terrain” is comprised of] those ar-
eas that severely restrict the Army’s ability to
engage adversaries at a time and place of its
choosing due to natural or man-made topog-
raphy, dense vegetation or civil populations,
including urban, mountains, jungle, subter-
ranean, littorals and swamps. In some locales,
such as the Philippines, all of these features
can be present within a ten-kilometer radius.®

Retired Army Lieutenant General Patrick M.
Hughes succinctly summed up the implications
of operating in complex terrain: “It is dam (sic)

The Heritage Foundation | heritage.org/Military 31



hard to find a vacant lot to hold awar in...and in

this new era of warfare, that’s the last thing the

enemy wants anyway.”” Additionally, superior-
ity in the other domains does not simplify the

demands that land places on ground forces.

Operations in Afghanistan, both now and
during occupation by the Soviet Union, show
the effects of complex terrain. The absence
of roads and the mountainous terrain make
helicopters important in movement of forces,
medical evacuation, and resupply. However,
the weather and terrain (cool and thin air at
high altitudes affecting lift) also make flying
helicopters much more difficult than in Iraq
(hot air at low altitudes with good lift).

The continued global trend toward urbaniza-
tion means that dense urban terrain is a likely
future operational environment. “In the future,”
Army Chief of Staff General Mark Milley noted in
October 2016, “I can say with very high degrees
of confidence, the American Army is probably
going to be fighting in urban areas.” While dense
urban terrain can affect all of the domains, it cre-
ates particularly difficult challenges for land
forces, as recent U.S. experiences in Mogadishu,
Fallujah, Baghdad, and Mosul demonstrate.

Dense urban areas enable an adversary to
hide, both physically and among the popula-
tion, move unobserved, and achieve positions
of advantage over friendly forces. Dense urban
terrain occludes target acquisition by reducing
targetable signatures and target exposure times.
Beyond slowing the advance of ground forces,
urban areas have a canalizing effect on mobility
that not only affects approach speed, but signifi-
cantly increases the risk to maneuver elements.
It slows ground operations and often involves
clearing buildings one by one, putting friendly
ground forces at risk. Subterranean features like
subways and sewer tunnels, multistory build-
ings, and “urban canyons” only further com-
plicate operations in cities, as experienced by
Germany in Stalingrad during World War IT and
by Russia in Grozny during its Chechen Wars.°

Weather. Weather, notoriously unpredictable
and ever changing, can conspire with terrain to
complicate the inherent challenges of land do-
main operations. Weather can impede the ability

to employ maritime and air domain capabilities
in support of ground operations and can make
ground maneuver difficult. A sandstorm caused
apause in ground maneuver during the coalition
drive to Baghdad in 2003." Furthermore, as the
Germans realized during Operation Barbarossa,
winter in Russia can be a formidable adversary.
Weather and tides were critical decision points
for the invasion of Normandy in June 1944 and
Incheon in September 1950. Bad weather enabled
the German offensive in the Ardennes in late 1944
by grounding Allied air support.

Fog, rain, dust storms, sandstorms, and
darkness can affect the ability to see the enemy
and employ air support and can limit the effec-
tive range of weapons that require line of sight
to the target. In addition, cold and heat can af-
fect the performance of soldiers and increase
logistical demands: Hot weather, for example,
increases the demand for water.

Opportunities and Challenges. The prin-
cipal opportunity that land forces offer is the
ability to impose a decision on adversaries that
the other domains cannot: taking and holding
ground, destroying enemy forces in detail, and
controlling and protecting populations. Many
of the types of military operations required by
U.S. policy and joint doctrine shown in Table 1
can be accomplished, in whole or in part, only
with elements operating in the land domain.

Politically and strategically, operations in
the land domain signal U.S. commitment be-
cause land forces, once deployed, can be diffi-
cult to extract. They are there for the duration.
Ground forces are also essential for deterrence,
even in relatively small numbers. As Charles
Krauthammer has noted:

Today we have 28,000 troops in South Korea....
Why? Not to repel an invasion. They couldn’t.
They’re not strong enough. To put it very
coldly, they’re there to die. They’re a deliberate
message to the enemy that if you invade our
ally you will have to kill a lot of Americans first.
Which will galvanize us into a full-scale war
against you.?

At the tactical and operational levels, the
physical qualities of the land domain can
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TABLE 1

Examples of Military Operations and Activities

 Stability activities * Countering weapons of mass » Counterinsurgency

+ Defense support of civil destruction

* Homeland defense

authorities . Chemical, biOlOgical, ¢ Mass atrocity response

» Foreign humanitarian

assistance response

radiological, and nuclear .

Security cooperation
 Military engagement

* Recovery » Foreign internal defense

* Noncombatant evacuation

e Counter-drug operations

+ Peace operations » Combating terrorism

SOURCE: U.S. Department of Defense, Joint Chiefs of Staff, “Joint Operations, Joint Publication 3-0,” January 17, 2017, p. V-2,
http://www.dtic.mil/doctrine/new_pubs/jp3_0.pdf (accessed August 14, 2017).

X heritage.org

provide opportunities that other domains do
not, such as physical protection. Adversaries and
friendly forces can hide from observation and
avoid accurate attack from the other domains,
particularly the air domain. Fortifications, fox-
holes, barriers, gullies, subways, buildings, etc.,
all provide the ability to avoid the effects of en-
emy weapons. There are no foxholes in the sky."*

This was the case in the 2006 Lebanon War,
when Hezbollah hid rockets and other systems
in forested areas and in bunkers to avoid detec-
tion by and attack from Israel’s air force. Simi-
larly, the Islamic State (ISIS) went to ground in
Mosul, using congested, dense urban areas and
hiding among the people to avoid destruction
from the air and to force Iraqi ground forces to
clear the city block by block. The Germans used
the “impassable” Ardennes Forest to marshal
forces for their attack and achieved surprise over
Allied forces. Similarly, the North Vietnamese
used the cover of thick jungles to move troops
and supplies into South Vietnam throughout the
Vietnam War, despite U.S. air supremacy.

The land can also be used to conceal hazards
like mines, booby traps, and obstacles that im-
pede movement. There are also other inherent
advantages for land forces in comparison with
forces from other domains because they can:

e Maneuver on the land and take advantage
of terrain;

Counter adversary maneuver and pro-
tect against adversary special operations
forces (SOF) activities;

Build partner capacity by training
and advising;

Operate more easily without the highly
“nodal” structures of air and mari-
time forces;

Harden, conceal, and disperse
their capabilities;

Network with terrestrial links (e.g., bur-
ied fiber optics) that are hard to access
and disrupt;

Stockpile relatively large amounts of am-
munition that can be protected;

Reload, resupply, and refuel in theater and
away from large, vulnerable bases;

Maneuver in the absence of overhead intel-
ligence, surveillance, and reconnaissance
(ISR) and global positioning system data with
analog systems and target enemy forces; and

Enable operation in the other domains
from ground positions (e.g., counter inte-
grated air defense fires).

The Heritage Foundation | heritage.org/Military 33



These advantages, however, are not without
their challenges. The forces and capabilities
have to be in place on the ground with suffi-
cient capacity to turn the land force element
into more than a speed-bump deterrent. Fur-
thermore, as noted, the land domain’s princi-
pal challenges are posed by its inherent nature.
Movement, the sustainment of forces, protec-
tion from the elements—and the adversary—all
make land operations different from those in
the other domains.

The nature of operations on land, shaped by
the ability of land forces to traverse expanses
of varied terrain quickly, makes the position-
ing of forces a critical matter. Being close to an
expected area of action confers important ad-
vantages over a competitor who is farther away.
Consider the physical posture of U.S. forces
in Europe just three decades ago. During the
Cold War, U.S. ground forces were essentially
toe-to-toe with the Warsaw Pact along the Ger-
man border, with substantial forces prepared
to reinforce from the United States. Since the
end of the Cold War, U.S. ground forces have
been based mostly in the Continental United
States. The difference between U.S. levels in
Europe toward the end of the Cold War and
those maintained there today are startling.

Until the resurgence of Russia, a reduced
posture seemed adequate to protect U.S. in-
terests while minimizing the costs of over-
seas bases. The current U.S. posture in NATO,
however, is now problematic, particularly
in Eastern Europe in the face of recent Rus-
sian adventurism.

The Baltic States, made members of NATO
in its post-Cold War expansion, are vulnerable
with little U.S. or NATO presence to provide
a deterrent. The lone rotational U.S. Army ar-
mored brigade combat team in Poland and the
Baltics is the only capability on the ground to
deter Russia, aside from the modest Polish and
Baltic State defense forces. War games held
by a variety of organizations have repeatedly
demonstrated that Russian forces could likely
reach the outskirts of Baltic capital cities in 60
hours or less, leaving U.S. and allied forces little
time to deploy.™* Although the armed forces of

the Russian Federation are much smaller than

those maintained by the Soviet Union during

the Cold War, they are physically located on

NATO’s eastern flank. Today, the two perma-
nently stationed U.S. brigades, neither of which

is armored, are distant from the Baltics in Ger-
many and Italy. Geography alone thus suggests

a high probability that the Russians could rap-
idly present NATO with a fait accompli if they

chose to invade the Baltics.

Restoring a credible deterrent in Europe
is an expensive proposition. It would require
stationing more forces in Europe (particularly
in NATO’s frontline states), negotiating basing
rights, establishing prepositioned equipment
sets in sufficient quantities, and a host of other
tasks to convince the Russians that military ag-
gression is not a good option while restoring Al-
lied confidence in American resolve. Deterring
in Eastern Europe is different from defending
along the German border during the Cold War.
The distance from the United States is greater,
and reinforcements would have to come across
land from Western Europe or risk attempting to
arrive by air or sea under a formidable Russian
anti-access/area-denial (A2/AD) complex that
covers much of Eastern Europe and the Baltic Sea.

Today, U.S. forces deploy from bases at
home to conduct operations globally, which in-
clude rotational forces in Afghanistan and Iraq
and modest forward-stationed ground forces
in South Korea and those already mentioned
in Europe. This view that forces were better
maintained at home but kept available for
global deployment was a logical consequence
of the collapse of the Soviet Union. It was fur-
ther buttressed by the conclusion that China’s
military rise was principally a challenge for the
air, maritime, space, and cyber domains, even
though ground forces could contribute with
maneuver forces, SOF, long-range fires, and
complementary capabilities in electronic war-
fare, cyber, and intelligence, reconnaissance,
and surveillance.

As important as the physical positioning
of forces is the ability of those forces to win in
battle, which depends in no small measure on
their technological edge when compared with
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the enemy’s forces. Investments in ground force

modernization are urgently required to reverse

the situation described by Lieutenant General

H. R. McMaster in testimony before Congress

in 2016: “We are outranged and outgunned by
many potential adversaries.”® After a decade of
relative peace followed by 15 years of counter-
insurgency operations, modernization of U.S.
Army capabilities for high-end conventional

combat has repeatedly been shelved in favor of
other priorities.

The Nature of Adversaries and
Implications for Operations

The characteristics of the adversary, like
terrain, create an inherent complexity that
determines what can be done, what cannot be
done, and the difficulty of the operation. As the
old saying goes, the enemy always gets a vote.

Understanding enemy strengths, capabili-
ties, locations, activities, and possible courses
of action are key questions for commanders
to understand as they frame their own plans."”
What has become increasingly apparent since
the 2006 Lebanon War is that there are three
broad categories of adversaries that the United
States could confront in the future: non-state ir-
regular, state-sponsored hybrid, and state forces.

Importantly, the nature of the enemy
and his will to continue fighting often can be
countered and defeated only by ground forces.
Protracted air operations can be costly and
eventually result in diminishing returns. Na-
val power has little, if any, ability to overturn
enemy seizure or control of land. This is also
true for cyber and space.

Non-State Irregular Adversaries. These
are the main types of adversaries the United
States has fought since 9/11, including the
Taliban, al-Qaeda, and now the Islamic State.
The Russians faced this type of adversary in
the mujahedeen during the early stages of its
Cold War-era war in Afghanistan, as did the
Israelis during the intifadas in the West Bank
and Gaza. These adversaries are generally
limited to small arms; rocket-propelled gre-
nades (RPGs); improvised explosive devices
(IEDs); and the occasional mortar, rocket, or

man-portable air defense system (MANPADS).
Their activity is limited primarily to opera-
tions in the land domain.

Operations to counter non-state/irregular
forces often require large numbers of ground
forces for protracted periods, as seen in Af-
ghanistan and Iraq. The luster of rapid vic-
tories in Afghanistan (2001) and Iraq (2003)
quickly faded as insurgencies grew in both
countries. U.S. counterinsurgency doctrine de-
mands forces on the ground to augment, train,
and advise the supported government and its
security forces until they can take the lead with
less direct U.S. assistance, and operational de-
mands can be significant:

Counterinsurgents can apply pressure on an
insurgency by conducting raids on cell mem-
bers; recovering enemy caches; interdicting
supply routes; searching or seizing resources
from cars, homes, and personnel entering the
area of operations; isolating the insurgents
from access to markets, smugglers, and black-
market goods; and by conducting offensive
operations that diminish guerrilla numbers.!8

These activities, focused on protecting the
population, require significant numbers of
ground forces, as seen in the 2006 U.S. Army
and Marine Corps counterinsurgency doc-
trine: “Twenty counterinsurgents per 1,000
residents is often considered the minimum
troop density required for effective COIN op-
erations; however as with any fixed ratio, such
calculations remain very dependent upon the
situation.”” The Surge in Iraq succeeded in
large part because it “achieved a 50 per thou-
sand ratio in Iraq, with 30 million people be-
ing protected by 600,000 counterinsurgents
(160,000 coalition troops, 340,000 Iraqi secu-
rity forces, and 100,000 Sons of Iraq).”?°

Conventional ground forces are augmented
by special operations forces that “provide con-
ventional forces with important cultural and
advising capabilities. They also provide impor-
tant offensive capabilities. SOF capable of con-
ducting direct action might be able to conduct
raids and gain intelligence that conventional
forces cannot execute.”
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Insurgents are often fixed in the close fight
and defeated using direct and indirect fires (ar-
tillery and air strikes). Rarely is a U.S. platoon
or larger formation at risk.?

If the objective of U.S. policy is to change
conditions on the ground in an enduring way,
large numbers of ground forces are likely to be
needed.? Nevertheless, over time, the goal is
that most (eventually all) land forces will be in-
digenous, with U.S. land forces providing train-
ers and advisers and supporting the operations
oflocal forces by employing enablers from the
other domains. This transition is occurring
now in Iraq in the fight against ISIS, and it is
amajor goal of the International Security As-
sistance Force in Afghanistan.

One of the most difficult aspects of coun-
tering an insurgency is maintaining the po-
litical will to endure the costs in blood and
treasure of a protracted conflict. As that will
fades, political restrictions on force levels
and engagements may result, easing the pres-
sure on insurgent groups. The burden on the
counterinsurgent is that he must win, while
the insurgent need only avoid losing to main-
tain influence.

State-Sponsored Hybrid Adversaries.
State-sponsored or other hybrid forces may
reflect many of the attributes and behaviors
of an insurgent force yet possess a significant-
ly higher level of lethality and sophistication.
Russian-backed separatists in Ukraine and He-
zbollah represent two modern hybrid forces,
and U.S.-backed anti-Soviet mujahedeen in
Afghanistan were an early example.

The challenge posed by these adversaries
is qualitatively different from the challenge
posed by irregular opponents—similar to ma-
jor combat operations but at a lower scale and
with a mix of niche but sustainable high-end
capabilities such as anti-tank guided missiles
(ATGMs), MANPADS, and intermediate-range
or long-range surface-to-surface rockets pro-
vided by a state actor that may allow hybrid
forces to employ lethal force from greater range
and with greater survivability.>* Hybrid adver-
saries not only attempt to hide from overhead
ISR systems by using terrain or mixing with the

civilian population, but also may seek to jam or
otherwise counter key ISR capabilities directly.

Land forces, using combined arms maneu-
ver, are required to make these adversaries
visible and then defeat them in close combat
augmented by indirect fires (artillery and air
strikes). The United States has not fought ad-
versaries approximating the hybrid capabili-
ties of Hezbollah or the Ukrainian separatists
since it confronted North Vietnamese main
force units during the Vietnam War. These
types of adversaries can also inflict substantial
casualties, as seen in the destruction of Ukrai-
nian battalions by separatist rocket fire.>

The U.S. military has not suffered mass ca-
sualties of the kind these systems could impose
since the Korean War, and the U.S. Army, in par-
ticular, is increasingly aware that it needs new
capabilities (e.g., active protection for combat
vehicles against RPGs and ATGMs) to operate
against state-sponsored hybrid adversaries. As
Acting Secretary of the Army Patrick J. Murphy
and Army Chief of Staff General Mark A. Milley
acknowledged in their 2017 posture statement,

“While we are deliberately choosing to delay sev-
eral modernization efforts, we request Congres-
sional support of our prioritized modernization
programs to ensure the Army retains the neces-
sary capabilities to deter and if necessary, defeat
an act of aggression by a near-peer.”2¢

Beyond military capabilities, hybrid adver-
saries may also enjoy political advantages that
make wholly defeating them difficult. Hybrid
forces may have cross-border sources of supply
that are difficult to interdict. Further, they may
enjoy the support of the local populace, as Hez-
bollah does in Lebanon. If they are seen as the
legitimate government or at least as a strong
political actor, their defeat could be region-
ally destabilizing.

State Adversaries. Events in Ukraine,
Syria, and the Pacific have drawn U.S. atten-
tion once more to high-end state adversaries
(Russia, China, North Korea, and Iran) that
have capabilities ranging from small arms to
nuclear weapons. They have long studied U.S.
capabilities and are modernizing their mili-
taries to contest the United States across all
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FIGURE 1

Phasing an Operation Based on Predominant Military Activities
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NOTE: Figure is illustrative only.
SOURCE: U.S. Department of Defense, Joint Chiefs of Staff, “Joint Operations, Joint Publication 3-0,” January 17, 2017, p. V-13,

http:/www.dtic.mil/doctrine/new_pubs/jp3_0.pdf (accessed August 14, 2017).
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domains, seeking in particular to undermine
the advantages that the U.S. military has en-
joyed since Operation Desert Storm, including
but not limited to uncontested use of close-in
air bases and logistics facilities, overhead and/
or persistent ISR, and relatively unprotected,
high-bandwidth communications.

Again, the Russians present a particularly
difficult challenge because of their proxim-
ity to Eastern European NATO members, the
lack of NATO forces on the ground in Eastern
Europe, and the comparatively small militar-
ies of the NATO frontline states. As noted, this
situation is different from the U.S. speed bump
in South Korea, where substantial Republic
of Korea forces deter North Korean action.

Although land forces in the Pacific can make
contributions in many areas, they are central
to deterring Russian activity in NATO. This
will require forward-positioned land forces
that are large enough and capable enough to
convince Russia that the game is not worth
the candle—a case not made clearly in Georgia,
Ukraine, and Syria.

Old Concepts and Better Adversaries

Complicating deterrence demands in East-
ern Europe and the Pacific is the advent of a
tough, layered A2/AD environment designed
to thwart U.S. operations.?” This challenges the
long-standing U.S. operational phasing model
shown in Figure 1.
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What is important in this figure is the re-
quirement for a steady increase of military ef-
fort during Phase I (deter) and Phase I1 (seize
the initiative) before reaching Phase III (domi-
nate). In large-scale operations since the end
of the Cold War, Phase II and Phase III have
required moving the majority of forces, partic-
ularly land forces and their sustainment, from
the Continental United States (CONUS) to the
theater of operations.

Operations Desert Shield and Desert Storm
are good examples of how the United States
has employed this phasing construct since the
end of the Cold War. While the President and
the executive branch of the U.S. government
worked to establish coalitions, basing rights,
and other agreements, the Department of De-
fense began to move forces forward to deter
Saddam Hussein from attacking Saudi Arabia.
This involved activity across the domains, with
significant air and maritime components rush-
ing to theater and a quickly deployable buffer
force on the ground, initially provided by the
rapidly deployable 82nd Airborne Division,
backed by overwhelming U.S. superiority in
all other domains.

Over the next five months, the U.S. coalition
built up sufficient forces and sustainment ca-
pacity to seize the military initiative and then
dominate in air and ground offensive opera-
tions against the Iraqi force occupying Ku-
wait. What is extremely important from this
example—and from the initial operations in
virtually all large-scale U.S. operations since
World War I1—is the fact that the United States
initially had unchallenged supremacy in all but
the land domain, and this dominance enabled
a sanctuary for the buildup of forces sufficient
to win in Phase II1.

This will not be the case against near-peer
regional adversaries. U.S. abilities to project
power into their regions or steadily build up
combat power and sustainment capacity will
be confronted by formidable A2/AD capabili-
ties that could interdict reinforcements as
they close on the conflict zone. Thus, there is
likely to be greater emphasis in the future on
having greater combat power forward not just

for deterrence, but to also conduct the initial
stages of a conflict while the joint force seeks to
regain freedom of maneuver, an arduous pro-
cess of methodically degrading or defeating the
enemy’s efforts to impede U.S. operations.

This rising challenge of reinforcement
stems from the emergence and adoption of
new technologies across all domains that are
contesting U.S. capabilities to deploy and oper-
ate. Secretary of Defense James Mattis testi-
fied in June before the House Armed Services
Committee that:

For decades, the United States enjoyed un-
contested or dominant superiority in every op-
erating domain or realm. We could generally
deploy our forces when we wanted, assemble
them where we wanted, and operate how

we wanted. Today, every operating domain

is contested.?8

Furthermore, getting to the operational
area is only half of the problem; operating
there will also be heavily contested. In his
written testimony, Secretary Mattis elaborat-
ed, noting that “the introduction of long-range
air-to-surface and surface-to-surface guided
weapons, advanced armored vehicles and anti-
tank weapons, and tactical electronic warfare
systems” threatens U.S. dominance on land.*

General Joseph Dunford, Chairman of the
Joint Chiefs of Staff, shares Mattis’s concern,
testifying in the same session that “[i]n just
afew years, if we don’t change our trajectory,
we will lose our qualitative and quantitative
competitive advantage.” He also said that the
Budget Control Act denies the U.S. military
the “sustained, sufficient and predictable fund-
ing” that it needs. If this situation is not recti-
fied, Dunford warned, the United States will
lose “our ability to project power,” and the U.S.
military will be “much smaller” or “a hollow
force.”®® The Army’s Future Force Development
Strategy sums up what this means for a service
whose role is sustained land combat:

The Army faces the triple effect of a reduced
force combined with an aging combat fleet
and a severe reduction of research and
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development spending. This reduction comes
just as revisionist powers are aggressively
challenging the world order and modernizing
their own militaries. Modernization resources
are close to historic lows since 1945. The
Army requires resources in order to maintain
tactical overmatch.®!

Thus, there is an urgent need for new con-
cepts and capabilities across the U.S. armed
forces that can be used to solve the access
challenge. For land forces, these concepts and
modernization initiatives will need to assist
the U.S. Army and Marine Corps to operate
and win in increasingly contested land envi-
ronments while under threat from combined
arms fires that include missile, air, and other
potential challenges.

Air and naval forces can mitigate the access
challenges posed by increasingly capable com-
petitors, but only to the extent that they can
get enemy targets within range of the weapons
they carry (increasingly a problem for naval
forces in particular) and sustain an effective
posture overhead (a growing problem for air
forces). Thus, the Army must have better or-
ganic capabilities that are relevant to conduct-
ing land warfare in the modern age. To improve
warfighting capabilities for these future battle-
fields, the Army has established modernization
priorities to close the capability gaps that U.S.
land forces face against capable adversaries:

1. Air and Missile Defense (SHORAD, short-
range air defense);

2. Long-Range Fires such as improvements
to multiple launch rocket systems (MLRS)
and advanced weapons like the Army Tac-
tical Missile System (ATACMS);

3. Munitions;

4. Mobility, Lethality, and Protection of bri-
gade combat teams (BCTs);

5. Active Protection Systems, Air
and Ground;

6. Assured position, navigation, and timing
(PNT);

7. Electronic Warfare/Signals Intelligence;
8. Cyber (offensive and defensive);

9. Assured Communications (i.e., protected
from enemy compromise or denial); and

10.Vertical lift (e.g., next-generation helicop-
ters or tiltrotor aircraft).>?

Together, these capability areas will help
to improve Army resiliency in the event joint
control of other enabling domains is disrupt-
ed. Further, they would provide the Army
(and the Marine Corps) with the ability to im-
pose cross-domain effects on an adversary in
support of joint operations, such as through
ground-based counter-air and electromagnet-
ic warfare systems. As air and naval forces can
enable land operations, so too can land forces
facilitate operations in other domains by le-
veraging their ability to bring “fires” to bear
against targets that threaten platforms and
forces operating in the air and naval domains.
It is not enough just to develop next-gener-
ation systems, however. The Army and Ma-
rine Corps must integrate these capabilities
together in functional warfighting concepts,
exercise those concepts, and then prepare to
fight that way in the field.

How Are the Domain and Related
Warfare Concepts Changing?

The resurgence of Russia has brought the
role of land operations to the fore again, back
to the war Fehrenbach described in This Kind
of War, which highlighted the centrality of the
land domain and the need to put boots (and fires,
electronic warfare, and other land-based capa-
bilities) on the ground to achieve policy objec-
tives and enable success in the other domains:

Americans in 1950 rediscovered something
that since Hiroshima they had forgotten: you
may fly over a land forever; you may bomb
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it, atomize it, pulverize it and wipe it clean of
life—but if you desire to defend it, protect it,
and keep it for civilization, you must do this

on the ground, the way the Roman legions did,
by putting your young men into the mud.®?

Technology and special operations forces
will not provide universal solutions. These are
the central points that make land forces a key
component of a force that deters adversaries,
as U.S. ground forces have done on the Ko-
rean Peninsula since the Korean War and did
in NATO during the Cold War. Ground forces
are also important to compel adversaries if de-
terrence fails; Operation Desert Storm accom-
plished this by physically forcing Iraqi forces
out of Kuwait.

Arguments abound that dominance in new
domains—airpower following World War II or
cyber today—can render land power all but ob-
solete by deterring or defeating adversaries or
atleast sufficiently degrading their capabilities
to the point that they are no longer a significant
threat to the interests of the United States or
its partners. The protracted aftermaths of the
initial “victories” in Afghanistan and Iraq, both
states with only limited capabilities to contest
U.S. operations in other domains, have not yet
put these arguments to rest, despite the diffi-
culty with which the United States pursued its
policy objectives. Possible future conflicts with
peer competitors, who will possess far more
sophisticated domain-denial capabilities, will
likely bear little resemblance to recent U.S.
warfighting experiences and reflect the diffi-
culties of achieving victories through a single
dominant domain.

Additional arguments similar to those ex-
tolling the primacy of technology have risen
in the post-9/11 world as the United States
has begun to rely on relatively small numbers
of highly trained special operations forces
in its fight against disparate insurgent and
terrorist organizations. Special forces have
enormous utility because they can direct
precision attacks by air and maritime forces
and can also conduct precision raids to kill
or capture high-value targets. Both special
forces and small detachments of conventional

ground forces can deploy to train and advise

partner forces and enable their use of our ca-
pabilities without becoming directly engaged

in combat themselves. Yet special forces can-
not hold terrain against determined adversar-
ies and cannot retake land seized through acts

of aggression.

Thus, an assessment of the continued re-
lationship between ground forces and the
attainment of U.S. policy objectives is fun-
damental to understanding the full portfolio
of capabilities and capacities that the United
States will likely require in the future. Land
forces will continue to be a vital part of future
conflicts, whether they are the supported ele-
ment of a principally land-based war or serve
as an enabling force assisting other elements
to retake control of the skies and seas of a
littoral conflict. Many elements of military
competition in the 21st century will be de-
fined by air, naval, and cyber forces, but the
fate of lands and peoples will continue to be
determined principally by the staying power
of land forces.

The Nature of the Competition

The global military challenges that con-
front the United States are evolving, and they
are doing so in different ways. Managing these
disparate challenges will be an added compli-
cation for the joint force. Today, just as Japan
and Nazi Germany represented unique chal-
lenges in the 1930s and 1940s, a rising China
and resurgent Russia pose problems that are
dramatically different from anything else that
the United States has faced since the end of the
Cold War. Coupled with these near-peer com-
petitors are the continued challenges posed by
North Korea, Iran, turmoil in the Middle East,
and global terrorism.

Concepts and capabilities that work in one
setting and the mix of land with other forms
of military power may have little relevance in
other settings. What is clear is that capabilities
that put the joint force at risk against even mid-
tier competitors are proliferating. The need
for force modernization to restore overmatch
in the land domain is urgent. Also needed are
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new concepts for how to employ these modern-
ized forces—with the understanding that what

might work against one adversary might not

work against another.

Understanding the problem is the first step
in developing solutions. In the land domain, as
already discussed, distance, terrain, weather,
and the nature of our adversaries combine to
create complex problems that often only land
forces can solve.

In the 2017 Index of U.S. Military Strength,
Antulio Echevarria discussed the central
importance of and challenges involved in
crafting new operational concepts to “pro-
vide a way to convert military strength into
military power: the ability to employ military
force where and when we want to employ it.”**
While noting the success of some U.S. con-
cepts like Air-Land Battle, he highlights the
failure of Effects-Based Operations and the
incomplete nature of Air-Sea Battle.>> What
all of these concepts share is that they began
as away that U.S. forces wanted to fight and
then later evolved into general-purpose solu-
tions for confronting any adversary.

The recently published Army-Marine
Corps white paper, “Multi-Domain Battle:
Combined Arms for the 21st Century,” recog-
nizes the military problem that the current
and future operating environments pose for
the United States across the domains: “U.S.
ground combat forces, operating as part of a
joint, interorganizational, and multination-
al teams [sic], are currently not sufficiently
trained, organized, equipped, nor postured to
deter or defeat highly capable peer enemies to
win in future war.”?¢ The paper also includes a

“Solution synopsis”:

Multi-Domain Battle: Combined Arms for the
2Ist Century requires ready and resilient Army
and Marine Corps combat forces capable of
outmaneuvering aaversaries physically and
cognitively through the extension of combined
arms across all domains.... Through credible for-
ward presence and resilient battle formations,
future Army and Marine Corps forces integrate
and synchronize capabilities as part of a joint
team to create temporary windows of superior-
ity across multiple domains and throughout the
depth of the battlefield in order to seize, retain,
and exploit the initiative: defeat enemies; and
achieve military objectives.®”

While a good starting point, however, the
Multi-Domain Battle concept is just the be-
ginning. Much work remains to be done as the
United States is now in a competition for the
first time since the Cold War with adversaries
who can challenge, and perhaps defeat, Amer-
ica’s armed forces in their local regions.

Conclusion

For the first time since the 1940s, the United
States faces the prospect of peer competitors
in the Pacific and Europe that can challenge
U.S. capabilities in their regions. Coupled with
these high-end adversaries are other actors,
ranging from rogue states (North Korea and
Iran) to hybrid adversaries (Hezbollah) to ir-
regular terrorist threats (al-Qaeda, the Taliban,
and ISIS). In this evolving security environ-
ment, the land domain will be particularly im-
portant both in crafting concepts and capabili-
ties to support U.S. deterrence regimes and in
defeating America’s enemies if deterrence fails.

Time and current resourcing levels, how-
ever, are not on our side. If the United States
does not approach these challenges with the
urgency required, it will forfeit its credibility
as agreat power.
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The Naval Warfare Domain

Thomas Callender

he maritime domain, in and through which

operations on and under the oceans and
seas are conducted, presents unique challeng-
es as well as advantages to maritime nations
and military forces. The domain is generally
subdivided into two primary categories: lit-
toral (coastal) and open ocean (“blue-water”).
The littorals are defined by relatively shallow
waters and close proximity to the coasts and
include the territorial waters of coastal nations.
Open-ocean operations, as the name suggests,
are marked by waters beyond the maritime
boundaries of nations, with their extreme
depths and vast spaces.

While the maritime domain demands some
common capabilities and operational concepts
for all naval forces, littoral and blue-water en-
vironments require very different forces and
warfighting strategies. The maritime domain
drives some common characteristics for na-
val vessels: relatively large size and payloads
compared to land and air platforms, slow speed,
limited organic sensor range, long-range com-
munications requirements, and naval logistics.
In addition, the maritime domain shapes na-
val concepts of operations with tactics such
as layered defense, forward presence, and
sea control.

Importance of the Maritime Domain

Since prehistoric times, the world’s oceans
and seas have played a critical part in the devel-
opment of mankind and many of man’s domi-
nant civilizations. Evidence suggests that the
earliest man-made boats date back as far as

45,000 years.' Initially, these vessels were used
for coastal fishing, but as they became larger
and more sophisticated, people used them to
trade with other coastal civilizations. Once
man learned to navigate beyond sight of land
and to harness the wind, exploration and trade
routes developed across the Mediterranean
Sea, the Arabian Sea, the Indian Ocean, and
the Pacific Ocean. Maritime exploration also
led to human migration between continents
and island archipelagos.

The development of larger vessels made
it possible to transport greater quantities of
commodities both faster and more cheaply
than was possible over land routes. These
maritime trade routes eliminated the need to
transit through the sovereign territory of other
nations and pay often exorbitant tolls. How-
ever, the movement of large amounts of pre-
cious commodities by sea soon led to the rise
of piracy. Just as land armies arose to defend
national borders and trade routes, armed naval
vessels soon arose to help protect these mari-
time trade routes. From the Ancient Egyptians
to the Greeks and on to the rise of the British
Empire, dominant maritime trade and naval
power were critical to the rise and expansion
of these empires.

The oceans and seas still play a vital role in
the prosperity and protection of most of the
world’s population. Of the world’s 195 nations,
147 border an ocean or sea, and 40 percent of
the world’s population lives within 100 kilome-
ters (62 miles) of an oceanic coast.? In addition,
maritime trade through international shipping
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lanes comprises over 90 percent of global com-
merce.® In a modern world that appears to be
dominated by wireless communications and
satellite broadcasts, 99 percent of all inter-
national data (phone, texts, and Internet) is
transported over approximately 200 undersea
fiber optic cables at speeds eight times faster
than satellites.* While typically very robust,
these submarine cables are susceptible to land-
slides and other seismic events.

Challenges and Advantages
of the Maritime Environment

For those whose experience with the oceans
is limited to the coasts, the vastness of the
world’s oceans is difficult to convey. The five
recognized oceans (Atlantic, Pacific, Arctic,
Indian, and Southern) cover 71 percent of
the Earth’s surface with an average depth of
13,000 feet.® The Atlantic Ocean covers “ap-
proximately 41,105,000 square miles,” and
the Pacific Ocean covers “more than 60 mil-
lion square miles,” or approximately 20 per-
cent and 46 percent, respectively, of the Earth’s
surface.® For comparison, the Pacific Ocean is
larger than all of the Earth’s land masses com-
bined;” the continental United States covers
only 3,120,426 square miles (1.58 percent) of
the Earth’s surface.®

The vastness of the world’s oceans presents
both advantages and challenges. The immense
oceanic distances and limited speed of ships
(10-15 knots on average for transoceanic trav-
el) create natural barriers of time and space.
For example, these barriers prevented trans-
oceanic exploration and colonization for cen-
turies until shipbuilding technology and sea-
faring techniques became advanced enough
to withstand storms, navigate safely, and carry
sufficient supplies to survive weeks or months
of travel. While land forces can resupply along
their route with local fresh water and food,
transoceanic vessels must be self-sufficient for
extended periods, carrying or making adequate
fresh water, food, and fuel.

The limited speed of naval vessels limits
their rapid responsiveness or reposition-
ing. For example, the great circle route (the

shortest distance between two points on the
curved surface of the Earth) between Norfolk,
Virginia, and the Strait of Gibraltar at the
entrance to the Mediterranean Sea is 3,326
nautical miles. For a ship traveling at an aver-
age speed of 12 knots—a common economi-
cal speed for commercial shipping—it would
take 11.5 days to make this transit, while a
modern jet passenger aircraft traveling at 500
knots would take approximately six hours and
40 minutes.

This time and distance effect requires pre-
planning or prepositioning of naval forces if a
nation desires a timely transoceanic response
to maritime crises. For the United States, this
has meant development of a forward-deployed
blue-water Navy. Maintaining a credible deter-
rent force constantly deployed near potential
naval adversaries enables the U.S. to respond
rapidly to maritime security crises before they
approach America’s shores. This could not be
accomplished with naval forces that remain
predominantly in their home ports or near
territorial waters.

The expanse of the oceans and the lack of
landmarks once a sailor gets beyond sight of
land present unique navigational challenges
when traversing thousands of miles of ever-
changing ocean surface. The fact that the
ocean’s surface varies from one second to the
next and does not offer any geographical ref-
erence points has led to the development of
rather sophisticated navigation techniques
and technologies. Satellite navigation systems
such as the Global Positioning System (GPS)
provide a highly accurate real-time ship’s posi-
tion for both military and commercial vessels.
GPS and related technologies have afforded
military naval vessels the required positioning,
navigation, and timing (PNT) accuracy that en-
ables use of precision-guided munitions and
coordinated military operations.

With the advent and subsequent prolifera-
tion of GPS-denial or degradation technolo-
gies, it has become essential for modern mili-
tary vessels to have backup navigation systems
that are resilient and reliable even in the face
of enemy actions. Celestial navigation—the
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determination of one’s position on the Earth’s

surface based on the position of celestial bod-
ies, typically the sun, moon, or specific stars—is

one such technique that relies on a clear sky
and a highly accurate chronometer. An essen-
tial skill for sailors across the centuries, celes-
tial navigation is again being taught to young

sailors as navies recognize that they cannot

rely solely on GPS. Another critical GPS-de-
nied navigation method is inertial navigation,
which provides the speed and position of a ship

or other platform by measuring its accelera-
tion in all three dimensions. Once extremely
large and expensive, current solid-state iner-
tial navigation units are getting smaller and

cheaper, enabling their use on small surface

vessels and even on unmanned undersea ve-
hicles (UUVs).

The vast ocean expanses have also provided
ameasure of stealth for naval vessels, although
this is becoming less and less true. For years,
most modern naval vessels relied primarily on
organic radar and electronic support measures
(ESM) systems to locate and target adversary
naval vessels at over-the-horizon (OTH) rang-
es beyond the line of sight. Maritime patrol
craft and carrier aviation early-warning air-
craft were able to extend the ability of these
warships to locate and engage adversaries, but
the ocean is a very big place, and even with ra-
dar, finding a comparatively small ship was still
achallenge.

With the rise of intelligence, surveillance,
and reconnaissance (ISR) satellites, this

“stealth via vastness” was further reduced.
The limited number of ISR satellites, however,
precluded continuous coverage of any spe-
cific area, affording naval vessels opportuni-
ties in specific time and location windows to
avoid detection.

The current proliferation of commercial
and military electro-optic/infrared, radar,
and electronic intelligence (ELINT) satellites
is providing greater coverage of and more fre-
quent revisit rates to the world’s oceans. In
addition, maritime domain awareness tech-
nologies such as the Automatic Identification
System (AIS) provide the location and identity

of commercial shipping, thereby helping to

clarify the maritime picture. The proliferation

of ISR unmanned aerial vehicles (UAVs) is also

changing maritime surveillance by greatly in-
creasing the capacity for real-time OTH ISR
and targeting information for naval platforms.
Not only can long-range land-based UAVs

provide ISR coverage hundreds of miles from

shore for 12 hours or more at a time, but small-
er UAVs are being fielded that can be launched

and recovered from naval platforms, providing

naval fleets with organic ISR and cueing,.

While these systems still have gaps in cover-
age and some require complex algorithms to
scour the vast amounts of imagery required for
open-ocean searches, it is getting harder for a
large surface naval vessel such as an aircraft
carrier to hide in the open ocean. To this end,
many modern navies are regularly practicing
electromagnetic emission control (EMCON)
operations as well as developing technologies
and tactics to deny or degrade ISR satellites
and related platforms.

The ocean’s depths provide their own condi-
tion of stealth for submarines and other under-
sea platforms such as UUVs, enabling undersea
forces to move unseen and relatively unde-
tected by adversary forces. This is because the
environment below the ocean’s surface is dras-
tically different from the world above it. While
light and radio waves can travel thousands of
miles through the Earth’s atmosphere, they
penetrate the ocean’s depths only from several
inches to a maximum of several hundred feet
depending on the frequency of the electromag-
netic wave (light or radio waves). For example,
only a minuscule fraction of sunlight penetrates
the ocean’s depths beyond approximately 650
feet, and for much of the ocean’s depths, vis-
ibility is less than 100 feet in any direction. Ra-
dar and other radio transmissions cannot be
used to search for objects or to communicate
with submerged submarines or other under-
sea platforms. Although this limits the ability
of submarines or other undersea platforms to
communicate with ships, aircraft, or land-based
headquarters, it also hides them from all but the
most advanced search techniques.
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While the air is the domain of radio waves
and light, the ocean’s depths are the domain
of sound. Sound is the most effective means
to communicate or to detect objects across
the vast expanse of the oceans. Compared to
light and radio waves, sound can travel from
thousands of yards up to thousands of miles
in water. For example, the vocalization of
blue whales (at frequencies as low as 14 Hz)
has been detected thousands of miles away.’
Sound also travels eight times faster in wa-
ter than in air, and sound waves travel faster
as temperature, water pressure, and salinity
increase. The deeper, warmer, and saltier the
water, the faster sound travels.

The variance in ocean temperature and
pressure with depth and geographic location
can be exploited to benefit naval operations.
Differences in temperature and pressure cause
sound waves to bend (or refract) toward the
area of slower speed of sound. This bending of
sound waves can create “acoustic blind spots”
as well as deep-sea sound channels where
sound energy is easily transmitted for long
distances. Lower-frequency sound travels
further in water than higher-frequency sound
does. Submarines, surface ships, and aircraft
hunting for submarines, as well as land-based
command centers communicating with sub-
marines, will use these characteristics to hide
from acoustic search or to pulse acoustic en-
ergy into the water to affect communications
or locate an object.

Background ocean noise can mask quieter
noise sources such as submarines. The prima-
ry factors contributing to ocean background
noise are the sea state (how big the waves are);
the amount of local shipping traffic; seismic
events such as undersea earthquakes, volcanic
eruptions, rock slides, and thermal vents; other
noisy maritime evolutions such as fishing and
offshore drilling; and even the animal life of the
ocean including clicking shrimp, whales, and
other marine mammals like porpoises.

Finally, undersea topography can affect the
transmission of sound. The ocean’s bottom
varies from extraordinarily deep trenches to
broad plains and undersea mountains, with the

floor rising dramatically at times to form walls
that stretch upward to the continental shelves.
Acoustically, the shallow littoral waters behave
differently from the deep oceans as sound
waves repeatedly bounce off rocky bottoms
and the ocean’s surface or are attenuated by
muddy sea floors. As on land, these undersea
terrain features can affect the transmission of
sound and the flow of currents, which in turn
can affect temperature gradients as water flows,
rises, and falls. The complexity and variability
of ocean waters drives undersea naval forces
to monitor these changes continuously and
alter their tactics and operating profile to
exploit any acoustic advantage as effectively
as possible.

There are two main types of sound navi-
gation and frequency ranging (SONAR) that
provide an acoustic “picture” of the under-
sea world. The first is passive sonar, which
essentially is listening for any noise sources
on or below the ocean’s surface. Passive sonar
provides only the direction from which the
sound came.

Active sonar provides a much more com-
plete picture of the undersea environment.
Like bats and whales, ships and submarines
can transmit sound and then listen for the
return echo as the sound wave bounces off an
object. Most surface vessels, from small plea-
sure boats to large commercial transports and
naval vessels, use high-frequency active sonar
(tens to hundreds of kHz) “depth sounders”
to determine the ocean depth beneath them.
Active sonars used by submarines and other
naval vessels are typically in the 1 kHz to 10
kHz range, with some high-definition sonars
in the 100 kHz to 1 GHz or higher range. While
the higher frequencies give better resolution of
the ocean bottom and other undersea objects,
their effective range is less than 100 meters.
Conversely, low-frequency active sonars (less
than 1,000 Hz) can potentially detect subma-
rines at tens of thousands of yards in proper
acoustic conditions.

The disadvantage of active sonar is that the
transmitting platform gives away its own pres-
ence and position. Since they do not want to
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surrender their acoustic stealth, U.S. subma-
rines therefore operate their active sonar only
in very select tactical situations.

The global maritime commons differ greatly
from land, where nations have very visible geo-
graphic boundaries, and long-standing proto-
cols—codified in laws, treaties, and recognized
practices—govern how countries interact with
each other. Whereas almost all of the Earth’s
land masses are claimed by one nation or an-
other, the vast majority of the 139.7 million
square miles of its oceans are international wa-
ters and not subject to any one nation’s laws or
control.’® This means that ships can sail almost
anywhere without needing the permission of
or being subject to restrictions or obligations
imposed by any one nation.

The 1982 United Nations Convention on
the Law of the Sea (UNCLOS) defines a na-
tion’s territorial sea as a belt of coastal waters
extending at most 12 nautical miles from its
coast. The United States has not ratified UN-
CLOS because of concerns about some of its
provisions, but it does recognize the agree-
ment’s conventions on territorial limits and
freedom of navigation as customary interna-
tional law and has established similar sover-
eignrights in U.S. law. While territorial waters
are regarded as the nation’s sovereign territory,
foreign ships (both military and civilian) are
allowed innocent passage through them, or
transit passage for straits, under specific guide-
lines. This sovereignty extends to the airspace
and seabed.

UNCLOS also establishes an Exclusive
Economic Zone (EEZ) in which a coastal state
assumes jurisdiction over the exploration and
exploitation of marine resources in its adjacent
section of the continental shelf, taken to be a
band extending 200 miles from the shore. An-
other important aspect of UNCLOS and inter-
national maritime law is freedom of navigation,
according to which ships flying the flag of any
sovereign state shall not be subject to interfer-
ence by other states.

Since no one nation’s laws apply to these in-
ternational waters, they are governed by sev-
eral multilateral treaties. The most important

is the 1972 Convention on the International
Regulations for Preventing Collisions at Sea,
which establishes among other things the
“rules of the road” or navigation rules to be
followed by ships and other vessels at sea to
prevent collisions between vessels. Since there
are no marked traffic lanes or stoplights on the
open seas, all ships must remain vigilant with
respect to the course and speed of other vessels.
As the USS Fitzgerald’s June 2017 fatal colli-
sion with a Philippine container ship demon-
strates, even routine at-sea training operations
are dangerous and require a minimum safe
level of proficiency."

In short, international maritime laws afford
the U.S. Navy the ability to project power in re-
sponse to crises or attempt to deter potential
adversaries by sailing U.S. warships anywhere
around the globe without having to obtain
the permission of any other nation. In similar
manner, they also afford maritime competitors
the opportunity to sail their naval platforms off
the U.S. coast. Visible examples of this are the
recent periodic deployments of Russian sub-
marines off the east coast of the U.S. near U.S.
naval bases (e.g., Kings Bay, Georgia).

While some nations focus their navies on
coastal defense against adversaries operating
near their coasts and territorial waters, the
U.S. Navy has taken a different approach. The
Navy’s maritime strategy since World War
IT has focused on maintaining a continuous
forward naval presence that strives to deter
adversaries and, if necessary, engage them in
the open ocean or near their own coasts, keep-
ing the fight and threat far from U.S. shores. At
present, no other nation can conduct routine,
sustained naval operations far from its home
waters as does the U.S. However, some near-
peer competitors like Russia could attempt
to deploy small numbers of nuclear-powered
submarines off the U.S. coast to launch missiles
armed with conventional explosives against
targets of vital importance to the U.S. In light
of this threat, the U.S. Navy and U.S. Northern
Command (USNORTHCOM) maintain the
ability to find and target adversary undersea
forces closer to the U.S. homeland.
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Implications of the Maritime
Domain for Naval Forces

The ocean and its unique characteristics
place demands on and drive the design of a
nation’s navy. This is most readily apparent
in the difference between a littoral or coastal
defense navy and a blue-water or global open-
ocean navy.

A coastal navy is focused on protecting a
country’s territorial waters and adjacent in-
ternational waters. How far a nation’s mari-
time area of concern extends from its coast
will depend on the nation’s strategic focus
and the size of its navy. A coastal navy that
operates within several hundred miles from
the coast can consist of smaller vessels such
as fast attack craft, frigates, and diesel subma-
rines. Since they generally will operate at sea
for days to weeks rather than months, they do
not require the size and ability to carry large
amounts of supplies, fuel, and ammunition.

Coastal waters typically are more protected
from severe storms and seas; as a result, coastal
naval vessels can be smaller and less robust
than open-ocean warships. Also, since they
operate closer to shore, these naval vessels will
be less dependent on satellite communications
and long-range ISR than are their blue-water
counterparts, which operate thousands of
miles from their military commanders. If nec-
essary, these navies can use line-of-sight UHF
or VHF communications with aircraft or other
surface vessels to pass urgent communications.
Smaller fast attack craft employ shorter-range
(tens of miles) OTH anti-ship missiles that can
receive targeting information from onboard or,
in some cases, even shore-based radars. Larger
frigates will operate farther from shore and
can support longer-range OTH weapons that
can engage adversary surface vessels at ranges
in excess of 100 miles, requiring timely and ac-
curate targeting information from other ships,
aircraft, or space-based ISR.

Diesel submarines are perfectly suited to
the coastal defense mission. Usually operating
in a defensive posture off a strategic area of the
coast or near a choke point, diesel submarines
can operate at very slow speeds (five knots or

less) that allow them to conserve their battery
energy, which provides propulsion and electri-
cal power while submerged. In areas where the

continental shelf extends into diesel subma-
rine patrol areas, modern diesel submarines

can even bottom themselves to conserve en-
ergy even further.

Amodern diesel submarine operating on its
battery or Air Independent Propulsion (AIP)*?
is extremely quiet and difficult to detect by pas-
sive sonar, especially when operating in or near
congested coastal waters. A modern diesel sub-
marine armed with wake-homing torpedoes
requires only a moderately proficient crew to
attack an adversary’s surface ship as it tran-
sits through a choke point. A coastal defense
approach can be supported by land-based air-
craft (fighters, maritime patrol craft, and he-
licopters); OTH radars; and anti-ship cruise
missiles. A coastal navy also does not require
alarge fleet of logistics ships, because its ships
and submarines can return quickly to port for
fuel, supplies, and weapons.

Naval mines are extremely well suited to a
coastal defense strategy whose primary mis-
sion is to keep potential adversaries out of its
area of concern or far enough away that they
are unable or degraded in their ability to con-
duct maritime strikes ashore. Naval mines are
relatively cheap compared to modern preci-
sion-guided munitions, and a littoral minefield
can easily be laid by small naval vessels or even
by militia vessels (civilian vessels that can be
used for some low-end military missions). Just
one ship hitting a mine effectively shuts down
a choke point or area of concern until it can
be confirmed that all mines are cleared. Since
the high-frequency sonars required to detect
undersea mines have limited range, it can take
weeks or months to survey and clear a suspect-
ed minefield. This mission gets even harder if
the local adversary has surface dominance over
the minefield area, thus preventing the use of
mine countermeasure ships.

Since the transit time to and from coastal
navy’s bases to desired operating areas is rela-
tively short (hours to days), a smaller force
can maintain a specific defensive posture.
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Additionally, coastal navies can surge addi-
tional forces quickly if needed and have them
on station within hours. Finally, coastal de-
fense navies can use undersea acoustic arrays
in or near their territorial waters to provide
early warning of adversary submarines or un-
manned undersea vehicles approaching their
coastlines or critical undersea infrastructure.

ADblue-water or global open-ocean navy like
the U.S. Navy has very different demands that
drive the design of its vessels as well as the
overall structure of the force. Since these war-
ships operate thousands of miles from their
nearest naval base for months at a time, they
must be larger than their coastal counterparts
for avariety of reasons. First, blue-water naval
vessels must be large enough to withstand the
worst possible storms and seas; a ship with a
maximum speed of 20-30 knots may not be
able to outrun a hurricane or other large storm.
They must also have larger crews to support
sustained 24-hour operations for months on
end and perform preventive maintenance to
ensure maximum operational readiness.

Since forward-deployed warships can-
not count on getting supplies from a port in
their forward operating areas during a time of
conflict, they must be able to carry sufficient
supplies (food, spare parts, etc.) to operate for
several months if necessary and must carry
sufficient fuel for an operating range of several
thousand miles to enable transoceanic cross-
ings without refueling. Blue-water naval ves-
sels also require weapons magazines that are
large enough for them to perform their initial
warfighting missions.

These warships are usually multimission,
since operational commanders must have the
flexibility to respond rapidly to numerous mili-
tary contingencies without waiting weeks for the
warship with the “right mission capability” to
arrive. While not every ship can perform every
mission, having a mix of numerous multimission
ships forward deployed enables these naval forces
to respond to the vast majority of contingencies.
Blue-water navies also require a large logistics
fleet to resupply warships with food, fuel, repair
parts, and ammunition while underway, thereby

enabling them to remain forward deployed and
on station for months on end.

The level of training required for blue-water
sailors to attain the required proficiency to op-
erate safely and effectively in the harsh open-
ocean environment is significantly greater
than the level needed for short-duration lit-
toral operations. This training must include
at-sea local area operations to simulate the
conditions they will face on deployment to en-
sure that the crew is proficient in all potential
missions they could be called on to perform.

An open-ocean global navy requires a much
larger force structure than its coastal coun-
terpart. The typical rule of thumb for naval
force structure is that it takes a minimum of
four ships of a given class to have any one of
those ships deployed. This accounts for one
vessel in major extended maintenance, one on
deployment, one just returned from deploy-
ment, and one preparing for deployment. Since
it takes weeks for a ship to transit to a forward-
deployed area, the geographic combat com-
manders must maintain a specific minimum
number of deployed ships and submarines of
various classes so that they can respond im-
mediately to a major combat operation. Even
in peacetime, the strategic deterrent provided
by a sufficiently large forward naval presence
can cause potential adversaries to refrain from
taking hostile or other undesirable actions.

Blue-water submarines also have differ-
ent demands on their designs compared with
their coastal counterparts. Nuclear propulsion
is more advantageous for a blue-water subma-
rine than diesel electric or an air-independent
battery recharge method.

¢ Asnoted, it can take weeks to transit an
ocean even at an average speed of 12-15
knots. A diesel submarine can transit at
that average speed for less than one day
before it must slow and come near the
surface to recharge its battery. A nuclear
submarine, however, can operate at its
maximum speed for days or weeks with-
out surfacing if required to transit rapidly
across the globe.
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e With its greater propulsion power
(~40,000 shaft horsepower compared to
4,000 for a diesel boat), a nuclear sub-
marine can be much larger (~7,800 tons
submerged) than a diesel submarine (less
than 2,000 tons submerged) and therefore
carry more weapons and a larger crew.

¢ Anuclear submarine’s greater available
power also enables it to have sufficient
atmosphere control and fresh water-pro-
ducing equipment to allow lengthy sub-
merged operations.

The key drawback of a nuclear submarine
compared to a diesel submarine is the noise
generated by its power plant. The reactor sup-
port equipment and steam plant are inherently
much louder than a diesel submarine operating
an electric motor on the battery. These systems
can be made extremely quiet and more closely
approach the minimal noise levels of a diesel
submarine, but the engineering is much more
complicated and expensive. For example, it
took the Russian/Soviet Navy and now the Chi-
nese People’s Liberation Army Navy (PLAN)
decades to develop the expertise to quiet their
nuclear submarines so that they could not be
heard tens of thousands of yards away.

Similar demands drive the design of open-
ocean aircraft carriers. Most immediately
noticeable is the size of a modern carrier. For
an aircraft carrier to provide sufficient power-
projection capability anywhere on the globe, it
must be able to store, launch, and maintain a
variety and large quantity of aircraft in a car-
rier air wing. For example, a U.S. Navy carrier
air wing typically consists of 68 aircraft of six
different types.!® Steam-driven catapults to
launch aircraft and an arrested landing system
to enable their recovery aboard ship provide
significant decreases over traditional run-
ways, but a minimum distance is still needed
for aircraft to take off and land on the carrier’s
deck (modern U.S. carriers are more than 1,000
feet long). The carrier must also hold sufficient
aviation fuel and ordnance to support car-
rier flight operations for several days without

resupply, and the manpower required to oper-
ate both the carrier and the carrier air wing is

substantial: A typical U.S. carrier deploys with

over 5,000 personnel.

All of these requirements result in a vessel
that is 60,000 tons to over 100,000 tons for the
Nimitz class. The large size, need for extended
periods of high speed for carrier operations,
and power requirements of support equipment
(especially the catapult system) make nuclear
power attractive for modern carriers.

A credible blue-water or global open-ocean
navy is expensive to build, train, and maintain,
but it provides the capability for global power
projection and enduring forward presence.

Increasing Maritime Competition
and Threats

The world’s oceans have never been more
critical to its prosperity and security. Global
maritime traffic has increased almost fourfold
over the past 20 years,"” with even more dra-
matic increases in the Indian Ocean and the
East and South China Seas. The sea-lanes con-
necting Asia with North America, the Mediter-
ranean, and Northern Europe flow through the
Suez Canal and account for over 15 percent of
today’s global shipping traffic.’® These global
shipping lanes are extremely congested and
subject to increased risk of collisions, terror-
ism, or piracy as they pass through critical
choke points. Each year, for example, 50,000
ships transit the Strait of Malacca, averaging
more than 135 per day, and the Suez Canal
handles upwards of 75 ships per day."” World
seaborne trade accounts for 80 percent of glob-
al merchandise trade, some 10 billion tons of
cargo.”®

Although global maritime piracy has de-
creased significantly over the past few years
due to the efforts of multinational naval task
forces such as Combined Task Force 151 off the
east coast of Africa and actions by the commer-
cial shipping industry, piracy remains a preva-
lent concern. Some areas such as the Gulf of
Guinea are seeing increased activity. The
threat of maritime piracy affects shipping costs
by causing commercial shipping companies
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to route their ships farther out into the open
ocean to avoid these small pirate vessels, thus
creating longer and less efficient routes; to
deploy armed guards and other self-defense
measures; and to transit areas of increased
threat at faster speeds that burn more fuel per
distance traveled.

The search for oil, gas, and mineral resourc-
es has fueled an unprecedented increase in
undersea exploration. The commercial use of
remotely operated vehicles (ROVs) and UUVs
to explore the ocean’s bottom and to inspect
and maintain deep-sea oil rigs has helped drive
the technological maturation and increasing
capabilities of small to medium-sized UUVs.
Rapidly improving UUV and ROV technology
also makes it possible for a growing number of
state and non-state actors to find and cut un-
dersea cables clandestinely.

The 2006 magnitude 7.0 Taiwan earthquake
severed eight submarine cables in multiple
places, resulting in a severe Internet disrup-
tion in China. It took 11 special cable-laying
ships 49 days to repair the damage.” If an ad-
versary or natural disaster cut the majority of
cables to the continental United States or even
to Hawaii, where U.S. Pacific Command Head-
quarters is located, it would likely take months
to find and repair the damage. Trillions of dol-
lars of international financial transactions
would be affected, and secure military com-
munications would be dangerously reduced.
It should be noted that of the 56 commercial
cable-laying/repair ships in operation world-
wide, only one is registered in the U.S., and the
U.S. government owns only one cable-repair
ship, the USNS Zeus.?° Just how many repair
ships the commercial undersea industry would
dedicate to such U.S.-focused repairs is there-
fore uncertain at best.

The search for undersea natural resources
has political and legal implications. Accord-
ing to the United States Geological Survey, as
much as one-fifth of the planet’s undiscovered
petroleum reserves may reside in the Arctic:
roughly 90 billion barrels of oil and 1,670
trillion cubic feet of natural gas.* Under in-
ternational maritime law, Canada, Denmark,

Norway, Russia, and the United States all have

alegal claim to this valuable seafloor territory.
UNCLOS allows these nations to file claims for

additional territory out to 350 nautical miles

if they can prove their continental shelves ex-
tend into the Arctic seabed. To date, Russia,
Denmark, and Norway have submitted claims

to an extended continental shelf in the Arctic,
providing yet another potential source of mari-
time conflict.

In the South China Sea, China has staked
claims to maritime territory that includes the
Spratly Islands, Paracel Islands, and Scarbor-
ough Shoal. These claims overlap with the EEZ
claims of Brunei, Indonesia, Malaysia, the Phil-
ippines, and Vietnam. In addition to fishing
rights, potentially lucrative oil and natural gas
deposits are at stake. In the past few years, the
Chinese have begun island-building projects
on the Subi, Mischief, and Fiery Cross reefs
to advance their disputed territorial claims.
While the Chinese have claimed that these
islands are being built for civilian purposes,
to increase safety for ships transiting the wa-
terway, analysis of recent construction shows
airfields, radars, and hardened shelters that
indicate a military focus.

Key Naval Warfare Competitors and
Challenges for the U.S. Navy

The rapid maturation and proliferation of
certain technologies have affected the mari-
time environment and security challenges for
the U.S. The proliferation of commercial satel-
lites has greatly improved the ability of many
nations to conduct open-ocean command, con-
trol, communications, computers, intelligence,
surveillance, and reconnaissance (C4ISR).
Space-based electro-optical and synthetic aper-
ture radar sensors permit wide-area search for
surface vessels because, unlike the land with its
forests, mountains, and other masking terrain,
there is nowhere to hide on the ocean’s surface.
Commercial satellite communications provide
global communications capabilities to nations
and navies that do not possess their own, as
well as redundant communications for near-
peer adversaries.
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Forty of the world’s coastal nations current-
ly possess submarines.?* The capabilities and
proficiencies of these submarine fleets vary
significantly from nation to nation, but mod-
ern export submarines and weapon systems
provide even a very small navy with a credible
naval threat. The vast majority of these subma-
rines are quiet diesel submarines that operate
in coastal defense missions.

Since the passive radiated noise of modern
diesel submarines is extremely low when op-
erating on the battery, resulting in exception-
ally short passive sonar detection ranges of
less than 2,000 yards, active sonar is the most
effective means by which to search for and lo-
cate diesel submarines. Their limited speed
and endurance (imost can sprint at speeds
in excess of 20 knots only for less than one
hour) prevent them from effectively evading
a searching platform using active sonar. In
addition, efforts by Russia and China to quiet
their nuclear submarines have reduced their
passive detection ranges, making open-ocean
search and localization by U.S. naval forces
more difficult and requiring the use of mul-
tiple anti-submarine warfare (ASW) assets,
such as the Surveillance Towed Array Sensor
System (SURTASS), maritime patrol aircraft,
and destroyers.

Underwater acoustic arrays have become
more prevalent in the littoral areas of most of
the world’s continents. Although the vast ma-
jority of these arrays are for oceanographic re-
search, submarines operating in their vicinity
could possibly be detected. Modern air-based
and space-based surface search radars also
have the ability to detect submarines operat-
ing at periscope depth, provided one knows ex-
actly where to look or can apply sophisticated
data analysis techniques designed to detect the
unique radar signature of an exposed subma-
rine periscope or antenna mast as it interacts
with a constantly changing ocean surface.

Some argue that advancing non-acoustic
anti-submarine warfare (NAASW) capabili-
ties will soon make the oceans transparent,
but the laws of physics and projected technolo-
gies do not support this assessment. While the

probability of detecting a submarine either
acoustically or by means of NAASW increases
significantly for a submarine operating in the
littorals off near-peer adversaries, especially
at periscope depth, a submarine or other un-
dersea platform remains comparatively much
harder to detect than even the stealthiest air-
craft. The undersea environment continues
to provide a significant military advantage to
navies that are able to operate in it effectively.

The proliferation of precision-guided mu-
nitions, especially land-based and sea-based
anti-ship cruise missiles (ASCMs), and other
advanced weapons technologies provides an
increasing threat to U.S. naval forces, espe-
cially when operating in choke points and the
littorals. Just as the flat ocean expanses make
it easy to see surface ships, they also provide an
unobstructed field of fire for adversaries with
the ability to field ASCMs. Since ships cannot
hide at sea, they must have the capability to de-
fend against these increasingly capable weap-
ons. Although unsuccessful, the October 2016
Houthi missile attack from land-based launch-
ers in Yemen against the USS Mason while it
was operating in the Red Sea clearly illustrates
the reality of this threat.>* The development of
long-range (greater than 1,000-mile) anti-ship
ballistic missiles presents a potential threat
to carrier strike groups and other surface na-
val forces.

Rapidly maturing UAV technologies and
their proliferation to both state and non-state
actors presents another growing maritime
threat. Small military and commercial micro-
UAVs can easily be “weaponized,” allowing
them either to drop small explosives on ships
or other targets or to serve as “kamikaze” UAVs.
These small and slow UAVs are hard to detect
with traditional air-search radars, which are
focused on larger and fast-moving military
aircraft and missiles. While the very small
commercial UAVs have a rather limited range
of less than five miles, their range and endur-
ance are rapidly increasing, and even today,
they could be launched from shore or from a
nearby civilian vessel against a naval vessel
transiting a choke point.
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Key Nations That Affect
U.S. Navy Design and Missions

Iran. The Iranian Navy is a regional navy
that has been shaped by its maritime operat-
ing environment on the Arabian Gulf and the
Gulf of Oman. Aided by land-based aircraft and
avery capable Russian-built integrated air de-
fense system, the Iranian fleet consists primar-
ily of coastal patrol frigates, fast attack craft, fast
inshore attack craft, and submarines. Iranian
diesel submarines and mini-submarines armed
with torpedoes and anti-ship missiles are ideal
platforms with which to lie in wait undersea in
Iranian territorial waters and hold the Strait of
Hormuz at risk. The Iranian Navy has been ob-
served employing its fast attack craft (FAC) and
fast inshore attack craft (FIAC) in swarm tactics
meant to overwhelm the capacity of adversary
warships to target and engage incoming vessels
and their anti-ship cruise missiles.

Although the Iranian Navy possesses only a
few dedicated mine-laying vessels, it could em-
ployits FAC/FIAC and other vessels to deploy
the over 2,000 naval mines in its inventory.*
Naval mines would be extremely effective in
controlling the relatively narrow Strait of Hor-
muz, as evidenced by the damage inflicted on
the USS Samuel B. Roberts when it struck an
Iranian floating contact mine in April 1988. Al-
though not a naval capability, Iran’s ballistic
missile capabilities and their potential threat
to Europe have led to aballistic missile defense
(BMD) mission for specified U.S. Navy cruisers
and destroyers.

Russia. The Russian Navy, like Iran’s, has
been shaped by its unique maritime operating
environment. With much of the Barents Sea
covered with ice for part of the year, provid-
ing a “bastion” for its nuclear strategic sub-
marines, it is logical that Russia has priori-
tized its submarine force over a large surface
blue-water navy. A resurgent Russian Navy has
focused its modernization efforts on subma-
rines and small surface combatants (frigates
and corvettes). Its new Yazen-class nuclear
guided missile submarine is assessed as being
extremely quiet and capable of launching con-
ventional or tactical nuclear long-range cruise

missiles. The new Borei-class nuclear ballistic
missile submarine demonstrates Russia’s con-
tinued prioritization of a submarine strategic
nuclear deterrent.

The new Russian Maritime Doctrine illus-
trates the Russian Navy’s focus on the Arctic
and Atlantic Oceans with the ultimate goal of
restoring its blue-water capabilities.?® In the
Black and Baltic Seas, the Russian Navy would
assist any future efforts for Russian influence
and territorial expansion in Eastern Europe.
The past few years have seen a dramatic in-
crease in provocative and sometimes unsafe
engagements between Russian warships and
fighter aircraft and U.S. Navy warships and
maritime patrol aircraft in the Mediterranean,
Baltic, and Black Seas.

China. Over the past two decades, the Chi-
nese military has focused its modernization
efforts on developing capabilities to disrupt
the U.S. military’s power projection forces in
the Western Pacific, with a focus on its carrier
strike groups and C4ISR enterprise. China’s
emphasis on denying U.S. access to the South
China Sea and East China Sea has concen-
trated primarily on land-based anti-ship
and anti-land ballistic missiles with effective
ranges out to over 1,000 miles as well as land-
based fighter aircraft best suited for control
of the close-in air domain. Long-range land-
based OTH radars and airborne early-warning
aircraft and satellites provide the necessary
detection and targeting data for these long-
range weapons.

The development of these long-range, land-
based anti-ship capabilities has lessened Chi-
na’s dependence on naval platforms (destroyers,
frigates, fast attack craft, and diesel subma-
rines) to disrupt or deny U.S. naval power pro-
jection in the South China sea. The Chinese saw
the advantages presented by the South China
Sea’s maritime environment in the context of
their strategy and developed new technologies
to take advantage of them: the vast capacity ad-
vantage that land-based aircraft and anti-ship
weapons can provide over a forward-deployed
blue-water navy with limited weapons’ maga-
zines and extended logistic tail.
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Although not critical to support this area
denial strategy against the U.S., the PLAN has
been slowly developing blue-water naval capa-
bilities: indigenous aircraft carriers, advanced
guided missile destroyers, and quiet nuclear
attack submarines to supplement its regional
naval force structure. These blue-water capa-
bilities help China to protect its growing eco-
nomic interests in Africa and other maritime
areas far beyond the second island chain. It
remains to be seen whether China is able to
develop the logistics foundation to support a
truly forward-deployed naval power—logistics
ships, a network of friendly forward bases, and
the operational proficiency to project naval
power effectively far from its homeland—or
whether platforms such as its aircraft carriers
are merely symbols of China’s economic and
military strength.

Implications for U.S. Fleet Design

Given the characteristics of the maritime
domain and the evolving challenges affecting
the U.S. Navy’s ability to protect U.S. national
security interests, the Navy must likewise
evolve to remain relevant.

The Navy must be able to operate in all
subsets of the maritime domain—constricted
choke points and archipelagos, the littorals,
the Arctic seas, the expansive open ocean, and
the complex depths of the undersea world—as
well as to defeat potential maritime adversar-
ies with capabilities ranging from swarms of
fast attack craft to near-peer competitors’
long-range anti-ship missiles. This should
drive a force structure comprised of a mix of
multimission naval platforms possessing the
defensive and offensive capabilities necessary
to control the sea when and where necessary
and to project power from the sea against any

competitor that attempts to deny the U.S. ac-
cess to regions, markets, and allies.

The fleet must be large enough for forward-
deployed naval forces to provide an enduring,
credible deterrent to potential adversaries
in all critical geographic maritime regions of
concern. A sufficiently large, forward-deployed
force also enables the Navy to respond rapidly
to emerging and unforeseen crises wherever
and whenever such response is needed.

Since the U.S. Navy always prefers to play
the “away game,” keeping enemies as far
from the U.S. as possible, there is a press-
ing requirement for increased magazine size
on naval platforms and secure intra-theater
weapons replenishment and reload capability.
Conflicts in distant theaters typically do not
allow time for ships to return to a regionally
local port, much less the U.S,, for resupply. A
robust logistics and airborne tanker fleet and a
resilient and secure C4ISR enterprise provide
the essential foundation for global maritime
operations far from land-based defenses and
logistics support.

Fortunately, the Navy’s senior leadership
has recognized these challenges and is striving
to develop new naval strategies and capabili-
ties to maintain America’s advantages in this
domain. These efforts include Distributed
Lethality;* Design for Maintaining Maritime
Superiority;*® Undersea Domain Operating
Concept (UDOC);? and Electromagnetic Ma-
neuver Warfare (EMW).?°

The key to success in all of these efforts
will be a commensurate commitment by the
U.S. Congress to provide adequate and sta-
ble funding so that the Navy can maintain a
healthy, well-trained fleet of sufficient size
and capability to secure U.S. interests in the
maritime domain.
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The Air Domain and the
Challenges of Modern Air Warfare

Harry Foster

I tis difficult to imagine a modern world with-
out flight and its associated technologies. The
speed possible in the air domain shrinks time:
A modern airliner travels 25 times faster than
the fastest cruise ship on the Atlantic and seven
times faster than the fastest locomotive in the
1950s. Militarily, operating in the air domain
provides vantage: the ability to see not only over
the next hill, but also over the horizon. It pro-
vides maneuverability unencumbered by moun-
tain ranges, roads, river crossings, or rocky
shoals at sea. Although navalists frequently re-
mind us that 70 percent of the world is covered
by oceans, 100 percent of the world is covered by
air. The air domain is physically linked to every
other domain, thus providing flexibility in op-
erations, while its range provides an avenue for
access anywhere in the world, anytime.

Over the past century, exploitation of the
air domain’s speed, vantage, maneuverability,
flexibility, and range changed the nature of
warfare. Specifically, it:

e Created new asymmetries that broke the
stalemate of trench warfare after World
War I, enabling combined-arms maneuver
warfare that is with us today;

» Extended the reach of fleets and shore
defenses beyond the sight of observation
towers or the range of naval surface fires,
making control of the air a requisite for
operations on the sea;

e Allowed rapid insertion and resupply of
forces at great distance from supporting
bases; and

e Allowed air forces to go “over not
through” the front lines of opposing
armies, disrupting rearward logistics, de-
nying maneuver, and taking war directly
to capitals.

Today, from a military perspective, the de-
gree to which the United States can exploit the
air domain in its favor to find and hold at risk
any target (fixed, mobile, hardened, and deep
inland) anywhere on the globe is a key differ-
entiator that makes it a military superpower.

Understanding the complexity of modern
air power begins with a basic understanding of
the air domain itself. This means understand-
ing the air domain’s unique attributes; how
one can access and use the domain while ex-
ploring the limits of height and speed for plat-
forms that operate in it; the domain’s unique
attributes of speed, range, persistence, and
payload that have allowed the United States to
dominate conflicts for the past 25 years; and
current key shifts in the domain, driven by the
evolution of technology and the return of state-
based competition, and their implications for
future military requirements.
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Attributes of the Air Domain

The Atmosphere: Home to the Air Do-
main. The Department of Defense defines the
air domain as “the atmosphere, beginning at
the Earth’s surface, extending to the altitude
where its effects upon operations become neg-
ligible.”* At its most fundamental level, the at-
mosphere is composed of air, a mixture of gases
consisting of 21 percent oxygen, 78 percent
nitrogen, and 1 percent argon, carbon dioxide,
and other gases.”

The composition of air is perhaps its most
extraordinary and important characteristic
because it determines the very nature of the
domain and dictates what can and cannot be
done in it and drives the characteristics of the
platforms that fly through it. Because these
gases have mass, the distribution of the at-
mosphere is not uniform. For example, due
to gravitational effects, nearly 50 percent of
atmospheric mass is contained below 18,000
feet at the equator, 90 percent is contained
below 52,000 feet, and 99.99 percent is con-
tained below 330,000 feet or an altitude of 100
kilometers.® While some international organi-
zations such as the Fédération Aéronautique
Internationale define 100 kilometers as the
beginning of space, the United States does not
recognize a formal boundary either by treaty
or by policy.*

The atmosphere is divided into several lay-
ers that are of varying degrees of significance
to military operations.

e Thelowest level, the troposphere, varies
in height from the surface to 60,000 feet at
the equator to 30,000 feet over the poles.
All weather occurs in the troposphere.

The top of the troposphere, called the
tropopause, is the “cap” where summer
thunderstorms flatten out to form an anvil
shape. In the troposphere, the wind blows
west to east in the Northern Hemisphere
and east to west in the Southern Hemi-
sphere. Temperature decreases by about
3.5 degrees Fahrenheit with every 1,000
feet of climb. Wind speed changes signifi-
cantly with altitude, averaging 75 miles

per hour from the west at 35,000 feet over
the central United States in winter to as
much as 200 miles per hour in the stron-
gest jet streams.

e Above the troposphere is the stratosphere,
which extends to about 180,000 feet. The
stratosphere is where the ozone layer is
located, and it is free from clouds and
weather. Wind diminishes significantly
with altitude in the stratosphere. Most of
today’s military operations occur in the
troposphere and the stratosphere.

e Above the stratosphere at an altitude of
about 34 miles is a region of the atmo-
sphere that has proven easy to transit
but difficult to operate in persistently. In
this region, there is enough air to cause
drag and surface heating but not enough
to support aerodynamic control or air-
breathing engine combustion.

» Sitting above the stratosphere, extending
t0 260,000 feet, is the mesosphere. Here,
meteors burn up due to atmospheric heat-
ing. The ionosphere, which causes high-
frequency radio waves to bounce off the
atmosphere enabling long-range amateur
radio operations, begins in this region.

e Above the mesosphere lies the final layer
of the atmosphere, the thermosphere,
which extends to as much as 600 miles
above the Earth depending on solar activ-
ity. Atmospheric drag caused by gases in
the lower portion of this layer limits the
lowest unpowered, stable satellite orbit to
roughly 120 miles.

Accessing the Air Domain for Military
Advantage. From its earliest days, competi-
tion in the air domain has been enabled by
constantly advancing technology. Warfight-
ing in the air domain, however, is fundamen-
tally a human endeavor, and as one learns
about airspace technologies, it is important to
keep technology in perspective. Technology
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enables access to and exploitation of the air
domain, but humans marshal this technol-
ogy to gain advantage over others as a tool
of statecraft and war. Competition in the air
domain therefore centers on maintaining or
denying this advantage and depends not only
on mastery of technology, but also on its artful
and creative organization and application in
strategy and tactics.

The characteristics of air and the atmo-
sphere make five modes of access to the
air domain possible: lighter-than-air flight,
heavier-than-air flight, missiles, ground-fired
or sea-fired projectiles, and the electromag-
netic spectrum.

Lighter-than-air flight is achieved by trap-
ping gases lighter than oxygen and nitrogen,
like hydrogen or helium, or heated air in a
sealed casing. Because the gas inside the cas-
ing is lighter than the surrounding air, lift is
produced. The volume of air contained in that
casing, coupled with the characteristics of the
gas inside, determines its lifting ability. This
allows exploitation of the air domain using hot-
air balloons, gas-filled balloons, or powered air-
ships (dirigibles and blimps). Lighter-than-air
aircraft can provide persistence and relatively
heavy lift, but this means of access is both slow
and heavily affected by weather.

Lighter-than-air flight was exploited in
World War I by Germany, which used dirigibles,
or powered airships, to bomb central London,
and in World War II by the United States,
which used blimps for antisubmarine warfare
patrols.® Although the speed of heavier-than-
air platforms made them dominant over their
lighter-than-air brothers, a role remains for
balloons and powered airships today. Tethered
balloons (aerostats) extending up to 14,000
feetline the U.S. border with Mexico and have
been used in Iraq to provide persistent surveil-
lance coverage.® Powered airships used by the
logging industry to extract harvested timber
from remote areas could provide a slow-speed,
heavy-lift logistics option for military purpos-
es.” High-altitude balloons also offer military
utility as a backup to space-based capabilities
like communications satellites.®

Heavier-than-air flight, on the other hand,
uses aerodynamic forces to produce and sus-
tain lift. Aerodynamic lift is produced by mov-
ing an airfoil (wing) through volume of air or
fluid. Design differences between the upper
and lower surfaces of the airfoil force the air
to move faster across the upper surface as the
wing is propelled through the air. This creates
an area of lower pressure on the top of the wing
that generates lift. There are other factors in-
volved, but if one produces enough aerody-
namic lift to overcome the force of gravity, then
a heavier-than-air machine can fly.’

There are two other forces at play in the cre-
ation of aerodynamic lift: the thrust required
to propel awing though the air to generate lift
and the drag that the wing creates through the
process of creating lift. Thus, balancing the
problems of lift, gravity, thrust, and drag makes
flight possible using vehicles that are powered
(airplanes, cruise missiles, helicopters, tilt ro-
tors, and quad copters) and unpowered (towed
gliders, lifting bodies, and air-delivered guided
munitions). Aircraft provide a reusable form of
access to the air domain and offer an incredible
degree of flexibility with regard to speed, range,
payload, and endurance for military operations.

Missiles use the brute force of expanding,
burning gases provided by liquid-fueled or sol-
id-fueled rocket engines to overcome the effects
of gravity and gain access to the air domain. As
the vehicle accelerates, it takes on aerodynamic
characteristics and can be controlled using air-
craft-like control surfaces until it reaches mid-
stratosphere. Above this altitude, small thrust-
ers or gimbaled engines controlled by guidance
systems allow the highest levels of precision in
movement and endgame placement.

Missiles deliver high-speed effects in both
the air and space domains without the risk
associated with manned flight, but there are
trade-offs. Lift is created on the sheer power
of their engines, making this form of access
markedly less efficient than winged aircraft.
Moreover, missiles used for attack or defense
are not reusable; an aircraft can return to base
and reload with ordnance, but a missile is a
one-time shot.!
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Projectiles like bullets, mortars, rockets, and
bombs use a controlled explosive charge, pro-
pellant, or the momentum gained by a parent
platform to overpower the aerodynamic effects
of weight and drag temporarily in order to en-
ter and transit the air domain. Aimed down-
ward, air-launched munitions provide an addi-
tional and incredibly potent axis of fire against
land-based and sea-based targets. Aimed up-
ward, ground-fired projectiles provide a low-
cost, effective way to deny an enemy use of
the air domain in a limited area. For example,
the vast majority of aircraft losses in Vietnam
were due to anti-aircraft artillery rather than
surface-to-air missile defenses.

Today, new technologies like electromag-
netic rail guns can fire projectiles from land-
based or sea-based platforms at hypersonic
speeds to attack other surface targets or defend
against low-flying, supersonic cruise missiles
and high-speed ballistic missile warheads." In
addition, long-range, precision-guided rocket
artillery teamed with unmanned intelligence,
surveillance, and reconnaissance (ISR) capa-
bilities like satellites or “drones” are changing
the way armies view fires.'

Finally, the electromagnetic spectrum pro-
vides a less obvious but equally powerful
method of accessing the air domain to enable,
disrupt, or deny air operations. This includes
use of voice and data communications to direct
and employ forces; optical, infrared, laser, and
radar-based sensors to detect objects in the air
domain and guide weapons; high-power lasers
to deny optical sensors or to attack incoming
aircraft, missiles, or bombs;'® high-powered
microwaves to disrupt operation of airborne
vehicles and weapons;* electromagnetic de-
coys to confuse an opponent’s systems;" and
modern jamming techniques to deny, disrupt,
or spoof radars, communication, and space-
based navigation systems like the Global Po-
sitioning System (GPS).

The electromagnetic spectrum can be ma-
nipulated through combinations of low-ob-
servable (stealth) technology and active elec-
tromagnetic countermeasures to increase the
survivability of both aircraft and munitions

against increasingly sophisticated air defenses.
This electromagnetic method of accessing the
air domain also enables cyberspace effects to
shape every aspect of offensive and defensive
air operations.

Leveraging these five methods of access,
nations develop offensive and defensive capa-
bilities to gain or deny advantage across the
spectrum of warfighting domains, but the air
domain is more complex than simply pitting
system against system. Sanctuary or advantage
can lie in operating at high or low altitude, op-
erating at speed, operating from range versus
operating forward, hiding in the noise of the
electromagnetic spectrum, or increasing weap-
ons accuracy to reduce repeated exposure to
the threat.

The U.S. has taken several different invest-
ment strategies within the air domain since
the 1950s. From the opening days of the jet age
through the 1970s, it pursued a “higher, farther,
faster” strategy. As the Soviet Union mastered
its integrated air defense system (IADS), U.S.
efforts moved to a low-altitude strategy that
stayed in place through the opening days of
Operation Desert Storm, when precision and
stealth capabilities became dominant. A closer
look at the limits of altitude and speed in the
air domain therefore helps one to understand
the constraints of the operating environment.

Defining the Air Domain’s Upper Limit.
Defining the upper limit of the air domain,

“where its effects on operations becomes lim-
ited,” is difficult. As noted, most military op-
erations occur in the troposphere and lower
stratosphere. Commercial aircraft operate up
to about 40,000 feet, while military aircraft
routinely operate as high as 60,000 feet. “Con-
trolled airspace” over the United States ends at
65,000 feet. Operations above this altitude are
sometimes called “near space.”

The glider-like wings of the U-2 aircraft
enable it to operate at the very edge of con-
trolled flight while flying at subsonic speeds in
the 70,000-foot regime.'® Due to the thinning
atmosphere, however, operations above this
altitude require either increasing supersonic
speeds with altitude to produce adequate lift
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or, paradoxically, no speed at all. For example,
the Mach 3.0 SR-71 operated near 85,000 feet,"”

while the Mach 3.0 Mig-25 holds the absolute

manned takeoff to altitude record of 123,523

feet.’® On the other hand, the highest manned

balloon reached 135,890 feet,'* and unmanned

balloons have reached the top of the strato-
sphere at over 176,000 feet.*°

Going higher still requires different forms
of propulsion and materials. Rocket planes car-
ried aloft by a mother ship, like the 1960s-era
X-15 (transported to high altitude by a B-52
bomber) or Virgin Galactic’s Spaceship One
flights, operate in the mesosphere and beyond
in what are known as “suborbital” operations.
Spaceship One holds the altitude record for an
air-launched rocket plane at 367,487 feet or 70
miles, but it does not have the ability to per-
sist in this regime for any meaningful length
of time.”

Achieving persistence in the flight regime
above the stratosphere is technically difficult,
but it can be realized through atmospheric

“skipping” where platforms use their speed to
“skip” off denser layers of atmosphere at hyper-
sonic speeds like a rock skipping across water.
Such a capability offers a range of military
benefits between the air and space domains
(roughly 34 miles to 120 miles above the Earth),
making it possible to maneuver and maintain
altitude without the limitations of orbital
mechanics that are imposed by operations in
space.?

A hypersonic glide vehicle (HGV), a capabil-
ity being pursued by the United States, Russia,
and China, can be deployed from an interme-
diate-range ballistic missile to enable such at-
mospheric skipping.?® An alternative approach
might be found in new propulsion techniques
such as air-breathing, plasma-fueled engines,
which are in early research and development.?*

Defining the Speed Limit in the Air Do-
main. Mach numbers play a crucial role in un-
derstanding the difficulty of going higher and
faster in the atmosphere. A Mach number is a
speed expressed as the percentage of the speed
of sound. For example, Mach .82, a typical air-
liner speed, is 82 percent of the speed of sound.

Mach 1.0 occurs at 667 knots (nautical miles
per hour) at sea level.? Above Mach 1.0 in the
atmosphere, shock waves form on the nose and
tail of an aircraft. If these shock waves reach
the ground, sonic “booms” are heard and felt
along the flight path as the shock waves pass by
in close succession.

The basic formulation of aerodynamics that
balances lift, draft, gravity, and thrust works
well up to speeds of about .80 Mach or the
beginning of the “trans-sonic” speed regime.
Here, compressibility of air becomes a factor.
Unlike water, air compresses as its velocity
over a surface increases. As one goes faster, this
changes the drag profile of traditional airfoils,
requiring substantially more energy to sustain
speed or go faster. In addition, shock waves be-
gin to form in this flight regime that disrupt
normal airflow over the airfoil.

For traditional, straight-wing airfoils, these
pressures shift suddenly as one approaches the
speed of sound, resulting in buffeting and loss
of control. This phenomenon sets the speed
limit of propeller-driven aircraft, even in a
steep dive, due to drag increases and shock
wave formation on the propeller blades.?® Thus,

“the sound barrier” was a significant obstacle in
military aviation until it was broken in October
1947 thanks to propellerless propulsion, thin
wing designs, and new control surfaces.*”

Today, aircraft designed to go faster than
.80 Mach have swept wings and other de-
sign features to reduce the effects of tran-
sonic drag. Since airliners cruise at speeds
of .8 to .87 Mach, research into the transonic
drag reduction, transonic airfoil optimiza-
tion, and engine efficiency in the transonic
regime remains important for airplane and
engine companies.

Two speed regimes are relevant militarily
in the air domain above Mach 1.0: supersonic
(Mach 1.2-Mach 5.0) and hypersonic (Mach
5.0-Mach 10.0). Each regime poses different
problems for designers.

Supersonic speed increases the range of air-
to-air missiles, improves responsiveness for in-
tercepts, expands the flight envelope for opera-
tions, and allows sustained high-altitude flight.
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In the supersonic regime, designers must
solve the problem of creating a subsonic air-
stream in the engine to support combustion
despite air entering the engine at supersonic
speed. To accomplish this, most military fighter
aircraft utilize afterburning turbofans, which
use a combination of inlet design and a spin-
ning compressor to squeeze and slow the airflow
coming into the engine to subsonic speed be-
fore injecting fuel and burning it.?® Afterburning
turbofans are far less efficient than the subsonic

“high bypass” turbofans used by the airlines, al-
though research is underway to improve their
efficiency during subsonic flight.*

As one goes faster than about Mach 3.0,
however, turbofan engines reach material
limits to handle high heat and pressures. To
go faster with an air-breathing engine, a ram-
jetis required. A ramjet uses a movable fixed
inlet to achieve compression without rotating
parts. Combustion still occurs in subsonic air,
however. Ramjets can operate to Mach 6.0 but
work best in the Mach 2.0-Mach 4.0 range.
For example, a combined-cycle turbojet/ram-
jet engine enabled the SR-71 to reach speeds
above Mach 3.0. While Mach 3.0 speed provid-
ed survivability against air defenses through
the 1980s, this speed regime would become
well within the capability of air defense sys-
tems like the Russian SA-20 and U.S. Patriot
and Aegis by the 1990s.°

To improve survivability and reduce reac-
tion time for today’s most contested airspace,
one must maneuver at hypersonic speeds. The
cost to operate above Mach 5.0 within the at-
mosphere has risen at exponential rates with
increasing speed due to shifts in structural ma-
terial requirements to mitigate extreme heat
and special requirements for air-breathing en-
gines to handle extreme speeds.* Both China
and the United States are actively pursuing
research to reduce cost in these areas.*?

To reduce the cost of hypersonic speed, air-
breathing engines are more desirable than rock-
et engines because they produce more thrust for
agiven amount of weight. Moreover, the combi-
nation of speed and better fuel efficiency enables
a hypersonic vehicle to travel longer distances

on a small amount of fuel, in turn allowing for
vehicles that are more compact.* For example,
apowered hypersonic vehicle travels 560 miles
on only eight minutes of fuel at Mach 7.0.

To achieve this, a scramjet engine that can
sustain combustion in supersonic airflows is
needed. Because these engines do not operate
below Mach 4.5, a scramjet-powered hyper-
sonic vehicle requires a rocket-motor “kick
start” to accelerate to its engine start speed.
Research into these engines is ongoing. In
2004, NASA’s X-43 achieved 10 seconds of pow-
ered flight at Mach 9.6, the fastest jet-powered
flight on record.?* In 2013, the Air Force X-51A
testbed achieved 240 seconds of hypersonic
flight with a scramjet at Mach 5.1, the longest
powered flight of a scramjet on record. Given
the capability of improving modern air defens-
es and the growing importance of striking mo-
bile targets, air-breathing hypersonic vehicles
and weapons are likely to become an area of
intense competition.®

Denominators for Exploitation
of the Air Domain

Having discussed the speed and altitude at-
tributes of the air domain, one must consider
the denominators that are needed to exploit it.
These break down into two major areas: being
able to project power through range, persis-
tence, and payload and being able to see and
act using the electromagnetic spectrum.

Range, Persistence, and Payload. The
ability of aircraft in the air domain to operate
and survive at range and persist over time with
intelligence, surveillance, and reconnaissance
sensors and flexible weapons is key to exploit-
ing the domain. This capability connects the
air domain with other domains through mis-
sions like counterair, strike, close air support,
ISR overwatch, airborne anti-submarine war-
fare, assault aviation, or airborne cyberspace
operations. Twenty-five years after Desert
Storm, the success of U.S. operations in large-
ly permissive air environments has solidified
the perception that American air power is an
omnipresent force with an unblinking eye that
wields a rapid, precision hammer.
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TABLE 2

Effect of Distance on Sortie Production

Distance Total Sorties Pilot
from Base Sortie Duration per Manning
(nautical miles) (hours)* Aircraft/Day** (per aircraft)***
650 4.7 ~2.90 1.5
1,300 7.4 ~2.00 2.0
1,950 10.1 ~1.55 2.5
2,600 12.8 ~1.25 3.5

* Assumes 2.0 hour on-station time.

** Assumes 1.5 hour regeneration time and 6.0 hours maintenance non-availability per day per aircraft. Times vary by aircraft,

maintenance manning, and carrier deck cycles.

***12.0 hour sustained pilot duty day, 125 hours maximum per 30 days.

SOURCE: Author’s calculations.
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Unlike the land and sea domains, where
persistence consists of holding ground or pa-
trolling in a geographically limited area, per-
sistence in the air is about radius of action
that leverages the speed and vantage that the
air domain provides. For example, an aircraft
loitering at 20,000 feet that is 80 miles away
from a U.S. ground patrol in Syria is within easy
radio contact of the ground patrol, can imme-
diately bring sensors to bear, and can arrive
overhead at Mach 1.0 in eight minutes. Should
tensions escalate, other airborne forces can
mass quickly. Should fuel run low, air refuel-
ing tankers arrive to provide inflight refueling.
Thus, the operation can quickly scale and pro-
tract, especially in permissive environments
(areas where there is little or no threat to U.S.
air operations). Range and persistence make
this possible.

Range and persistence are related concepts
that revolve around fuel. For example, a pilot
can travel point to point at speed, translating
fuel into range, or orbit around a point at speed,
translating fuel into persistence. Thus, fuel on
board, expressed as combat radius or the unre-
fueled mission radius of action, is critical to ex-
ploitation of the air domain as well as to force

posture and basing. For example, the United

States developed air refueling in the 1950s to

allow basing of jet bombers in depth from all

sides of the Soviet Union. Without air refuel-
ing, aircraft could be based only within the

range of the aircraft, which was strategically

disadvantageous. As air refueling capability
was incorporated into fighters, the idea of as-
sured air refueling allowed designers to trade

fuel capacity (which translates to weight) for
airframe maneuverability (which also trans-
lates to weight) that was needed for air-to-air

combat. Thus, the combat radius of most of to-
day’s U.S. fighters is 550-650 nautical miles. As

aresult, operations beyond this range require

refueling about every two hours.

These basic time, combat radius, and dis-
tance economics incentivized a 60-year U.S.
reliance on forward basing and forward carrier
stations to project power in the air domain.*
(See Figure 2.) There were good reasons for
this approach. Operating from range taxes hu-
man endurance. In 2001, for example, fighters
operating from the Arab Peninsula to Afghani-
stan had to transit 1,200 miles each way to fly
around Iran. Thus, a six-hour mission time
over Afghanistan required an 11-hour sortie
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that consisted of four to five air refuelings
from four to five different air refueling aircraft.
These air refueling aircraft transited similar
distances with similar sortie durations. Thus,
sustained operations from range require more
pilots, more aircraft, and more fuel.

Forward basing, on the other hand, allows
commanders to use aircraft and pilots multiple
times per day.*” This enables a high tempo of
operations and allows persistence through
multiple revisits or cycling of aircraft across
the battlespace. Forward-based air refueling
tankers enhance this capability for fighter/
attack-sized aircraft, allowing aircraft to oper-
ate well beyond their organic combat radii and
ensuring that enough fuel is always airborne
and available. (See Figure 2.)

The ability to base forward also allowed the
United States to divest aircraft with large pay-
loads like the Navy’s A-6 and the Air Force’s
fleet of bombers, since a higher number of
sorties from fighter-sized aircraft at forward
bases could make up the difference in payload.
Recognizing this fact, China has invested in a
new generation of ballistic and cruise missiles
designed to hold forward bases and aircraft
carriers at risk through massed, raid-style at-
tacks designed to overwhelm active defenses.?®
In addition, China is taking other measures to
increase U.S. force requirements by expanding
the range of contested airspace. (See Figure 2.)

As forward bases come under increasing
threat, which in turn drives increased basing
distances, pressure on the air refueling force
becomes extreme unless the organic combat
radius of combat aircraft is increased. Protect-
ing large air refueling tankers is difficult. Shel-
tering of forward-based air refueling tankers
has proven unaffordable at scale thus far and
was not attempted during the Cold War.** Left
unsheltered, these aircraft are particularly
susceptible to attacks using a variety of weap-
ons, ranging from ballistic and cruise missiles
to rockets and mortars to sniper rifles. In ad-
dition, the short combat radii of today’s force
increase the vulnerabilities of tankers in flight,
since they must operate closer to the expanded
threat envelopes of modern threat systems to

provide adequate fuel for operations as illus-
trated in Figure 2.

Improved combat radius may therefore
become increasingly important to exploita-
tion of the air domain for power projection.
Fortunately, the capabilities of modern mis-
siles are rendering fighter maneuverability
less important, allowing airframe weight to be
traded for fuel. However, a greater emphasis is
needed on larger payloads to make up for the
potential loss of high-sortie production from
forward bases and on unmanned operations to
improve human abilities to sustain protracted
operations from range.

The Electromagnetic Spectrum. In ad-
dition to projecting range, persistence, and
payload, exploiting the air domain requires
the capability to see, decide, and act. It is
therefore difficult to separate operations
in the air domain from the electromagnetic
spectrum or the electromagnetic spectrum
from weather. The relevant portions of the
electromagnetic spectrum within the context
of the air domain include visible light; infra-
red light, which is used for sensing tempera-
ture; and all radio frequencies, which enables
communications and various forms of radar.
From eyeballs to radar, if it is detected in the
air domain, it is by and through the electro-
magnetic spectrum.

Weather, on the other hand, presents haz-
ards like thunderstorms and severe icing, as
well as wind and temperature, that affect op-
erations. Most important, however, it shapes
the degree to which the electromagnetic
spectrum can be exploited. The line of sight
distance to the horizon from an aircraft oper-
ating at 35,000 feet is 229 miles, but how much
of this distance is usable? Looking up into the
stratosphere, a great deal may be: The weather
is generally clear, and the background is cold
and free from clutter, perfect conditions for
visible, infrared, and radar sensors.

Looking down toward the thicker atmo-
sphere and the ground is another matter. In
the visible spectrum, dust and clouds may
obscure the view. For example, clouds cover
most of North Korea more than 50 percent
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FIGURE 2

How the U.S. Projects Air Power

Historically, the U.S. has been able to project air power by using airfields, carriers,
and air refueling systems to minimize the size of contested space — the area in which

aircraft would engage in conflict.
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China is investing in missile systems that would significantly hinder the U.S.'s forward
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of the time from May to September. In the in-
frared spectrum, water vapor may attenuate
temperature signatures, and clouds may block
them completely. In the radar spectrum, syn-
thetic aperture radar provides a means to see
through clouds, but power dissipates rapidly
with range (i.e., 1/range?), and rain attenuates
signals at higher frequencies. In addition, air-
borne radars must contend with the “ground

clutter” moving below them, complicating
their operation.

Moreover, aircraft are limited in the amount
of power they can produce and the sizes of
radar antenna they can carry. Thus, antenna
size tends to herd aircraft radars into a narrow
range of operating frequencies and power. This
means that a true all weather, day/night ISR
capability requires a combination of sensors to
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be effective and that aircraft may be required
tofly close to an area of interest for its sensors
to “see” it, especially if the target is mobile.

Meanwhile, actors accessing the electro-
magnetic spectrum on the ground or at sea are
not limited by power or radar size as aircraft
are. They can develop powerful radars to de-
tect and target air vehicles and employ severe
jamming to disrupt airborne radar and pre-
cision navigation like the Global Positioning
System. In addition, ground-based radars have
the advantage of looking up away from clutter.
This dynamic of air-based and ground-based
competition in the air domain through the
electromagnetic spectrum is what eventually
forced the development of stealth.

As competition between nation-states in-
tensifies, the competition to place sensors
close enough to “find” targets, especially mo-
bile ones, versus defensive efforts to prevent
these actions will continue. Stealth, enhanced
by active electronic countermeasures, remains
relevant and essential for survivability in this
environment in order to hold mobile and deep
targets at risk. Other approaches, such as hy-
personic speed or employing large numbers of
vehicles to saturate defenses, also enhance sur-
vivability and may become key contributors to
this competition. The question then becomes:
How may the character of the domain change
as technology advances?

Key Shifts Likely to Affect the Air Domain

Because exploitation of the air domain de-
pends on technology that is constantly advanc-
ing, competition in the domain has never stood
still. As technology accelerates and renewed
nation-state competition drives new moves to
counter U.S. capabilities, at least four key shifts
are underway that are likely to alter the char-
acter of the air domain.

First, exploitation of the air domain is no
longer just about aircraft. The proliferation of
mobile advanced air defenses, mobile ballis-
tic missiles, land-launched and sea-launched
hypersonic boost glide systems, and air-
launched powered hypersonic vehicles pro-
vides new means to deny air refueling, attack

forward bases, and deny forward carrier sta-
tions through the air domain. This undercuts

the force posture assumptions on which the

present force is built. Given this development,
increased combat radius of aircraft, larger

payloads, and expanded use of long-range un-
manned systems improve the ability of the U.S.
to operate from range.

Second, the most important targets are mo-
bile. The increasing importance of countering
the above-described mobile targets increases
the importance of ISR and the ability to direct
forces in contested environments. Fully le-
veraging the leading edge of technology in the
electromagnetic spectrum improves the abil-
ity of the U.S. to hold these targets at risk. This
includes technologies for advanced sensors,
penetrating stealth, survivability to “stand in,”
and alternatives to GPS navigation.

Third, weapons in flight are under increased
risk. The maturation of directed energy and
improved capability of ground-based point de-
fenses may cause traditional weapons to come
under increased threat. Increasing weapon
speed or employing saturation tactics with
large “flocks” of weapons improves the prob-
ability of weapon arrival. Either approach re-
quires survivability to “stand in” or penetrate,
increased payloads, and greater depths of
weapons magazines.

Fourth, the threat from “low end” uses of
the air domain is growing. The rise of machine
learning, object recognition, and improved
battery technology may enable small drones
or quad copters to contest the air domain at
the tree level. This capability may be used to
disrupt airfields and to project power locally
even in permissive environments. Research
into countering machine learning and new
capabilities to counter emerging small, swift,
and robotic capabilities improves the ability
of the U.S. to adjust to this threat.

Conclusion

The ability of military forces to exploit the
air domain has revolutionized warfare over the
past century. Exploiting the domain to find and
hold targets as risk at global ranges remains a
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differentiator of U.S. power. Shifting technolo-
gy, however, threatens to erode this advantage
and presents challenges to the U.S. model of
power projection. Sustaining that advantage
will require more stealth platforms with C4ISR

(command, control, communications, comput-
ers, intelligence, surveillance, and reconnais-
sance) capabilities and the ability to adapt to

unforeseen changes in the air domain, as well

as those it supports.
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Space 201: Thinking About

the Space Domain
Dean Cheng

O ver the past three decades, the role of out-
er space in military operations has risen
steadily. From the inception of the space age,
America’s activities in space have included a
large national security component. The devel-
opment of satellites was not only a matter of
national prestige in the ideological competi-
tion of the Cold War, but also an effort to moni-
tor military and other developments from the
strategic high ground of space. Many of the
earliest satellites were engaged in the gather-
ing of intelligence.

Due to their sensitive nature and the ad-
vanced technologies associated with them,
information derived from reconnaissance
satellites (sometimes termed national techni-
cal means, or NTM) has generally remained
highly classified. Rumors have long abounded
regarding the capabilities of American recon-
naissance satellites, for example, but little of
their actual resolution (what they were able to
see on the surface of the planet) was revealed
during the Cold War. The end of the Cold War
and the subsequent use of satellite imagery in
1991 during the first Gulf War pulled back many
of the curtains that had obscured the capabili-
ties and nature of reconnaissance satellites as
programs were declassified and images were
disseminated more broadly.

Space-based capabilities have also evolved
from being oriented primarily toward meet-
ing national security requirements to increas-
ingly being part of global commerce. Whereas

information from satellites used to be closely
held, anyone can now purchase overhead im-
agery through companies like Digital Globe
and Skybox. Similarly, whereas satellite po-
sition, navigation, and timing (PNT) used to
be employed primarily by military forces to
improve weapons accuracy, it is now incorpo-
rated as standard equipment in many private
cars, and the timing function is employed in
myriad activities from precision agriculture to
reconciling financial transactions.

Itisimportant to recognize that this massive
expansion of the role of space is a relatively re-
cent phenomenon. The space age itself is only
a half-century old, having begun on October 4,
1957, with the launch of Sputnik by the USSR.!
Moreover, because space activities and space-
derived information have long been closely held
secrets, their full potential for military and civil-
ian applications has yet to be explored. Though
information from space systems has been em-
ployed in the wars of the past quarter-century,
no nations have yet engaged in combat in space.
Both the political and technical ramifications of
such a conflict are still largely theoretical.

Key Characteristics of Space

Given the growing importance of space
in security affairs, it is important to recog-
nize certain key characteristics of the outer
space domain.

Characteristic #1: Space is beyond
Earth. The outer space region is generally
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considered to begin somewhere between 100
kilometers (62 miles) and 100 miles above the
surface of the Earth and extends from there. At
100 kilometers, aerodynamic forces have mini-
mal impact on reentry vehicles; at 100 miles,
the atmosphere is no longer a meaningful pres-
ence. While “space” theoretically encompasses
the entire vastness of the cosmos, the militar-
ily significant region of space is that bounded
by the Earth-Moon area, as well as certain
other locations governed by the Earth-Moon
relationship. The latter include the Lagrange
points, the five points where the gravitational
pulls of the Earth, Moon, and Sun balance each
other, thus making it possible for an object
placed at one of these points to remain there
indefinitely with minimal expenditure of fuel.

Because space is literally beyond the Earth,
it is not affected by terrestrial borders as is
the case with airspace. Whereas the airspace
(physical space within the atmosphere above
the boundaries of a nation) is considered the
equivalent of sovereign territory, the same
does not apply once one enters outer space.
Instead, spacecraft of all nations are allowed
to transit freely overhead and have no obliga-
tion to curtail their activities in doing so. (Re-
alistically, such activities as satellite commu-
nications and weather forecasting would be
virtually impossible if there were a patchwork
of sovereignty governing outer space as there
is on Earth.) Ironically, this principle of “open
skies” was established when the Soviet Union
orbited its Sputnik spacecraft. The Soviets ar-
gued that Sputnik did not pass over countries;
instead, countries rotated underneath the
spacecraft.?

Because it is beyond Earth, outer space is
also not affected by considerations of terrain.
There are no features in space (at least within
the Earth-Moon system) that provide con-
cealment or otherwise can mask spacecraft
operations. Therefore, there is no real ability
for spacecraft to hide.

Counterintuitively, this set of consider-
ations actually makes space situational aware-
ness (SSA) a very complicated affair. Because
there is no place for satellites to hide, all

orbiting objects can be seen, given a suitable

suite of sensors. At the same time, however,
this means that one must track several tens of
thousands of objects in space, ranging from op-
erational and defunct satellites to spent upper

stages of rockets, loose nuts and bolts, and oth-
er debris from past space missions. Today, the

United States Air Force officially keeps track
of over 23,000 objects, which is by no means

the totality of objects currently orbiting the

Earth.? To do so, it makes over 400,000 obser-
vations (determining where various objects are

located) daily:*

Undertaking SSA is essential in part be-
cause space objects may be mistaken for mis-
siles; in order to prevent false alarms and pos-
sible inadvertent escalation, it is vital to track
atleast the larger objects in orbit so that we can
know what is normally in orbit and therefore
what new object might warrant closer scrutiny.
Almost as important, tracking current objects
in space and determining their orbits is criti-
cal to preventing collisions between satellites,
preventing collisions between orbiting objects
and spacecraft that are being launched, and
determining whether space objects’ orbits are
decaying to the point that those objects may
reenter the Earth’s atmosphere.

To maintain SSA, the United States (like
other nations) employs a variety of means. A
vital tool is a network of radars. Some are con-
ventional radars, which can track individual
targets. Others are large phased-array radars,
which can track multiple objects simultane-
ously and maintain surveillance over large vol-
umes of space. In addition, there are many tele-
scopes that allow imaging of satellites, which
in turn allows analysts to determine the likely
functions of a given satellite more precisely. All
of these are ground-based systems.

Since 2014, the United States has also de-
ployed a series of satellites that allow it to ex-
amine satellites from orbit. The Geosynchro-
nous Space Situational Awareness Program
(GSSAP) comprises a number of satellites de-
ployed in geosynchronous orbit.® These carry
electro-optical sensors that provide analysts
with up-close pictures of objects in orbit.
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Characteristic #2: Space is a hostile
environment. The reaches of outer space are
some of the most difficult environments in
which machines or people operate. Because
spacecraft are operating under near-vacuum
conditions, gases that are trapped in the mate-
rial of a spacecraft may be emitted in a process
known as outgassing. These gases, in turn, can
condense on the surfaces of a spacecraft, dam-
aging components, clouding lenses and sensors,
or otherwise adversely affecting the spacecraft.

Because spacecraft operate beyond the
protection of Earth’s atmosphere, they are ex-
posed to a variety of forms of radiation, includ-
ing cosmic rays, solar radiation, and even radi-
ation belts that encircle the Earth (for example,
the Van Allen radiation belts). Prolonged expo-
sure to ultraviolet radiation can alter the prop-
erties of various materials. Spacecraft are also
subjected to wild variations in temperature in
ranges of hundreds of degrees. This, in turn,
can lead to expansion and contraction of ma-
terials and even to cold-welding of parts.

Finally, in addition to being potentially
vulnerable to collision with other satellites
and any objects in orbit, spacecraft may be hit
by micrometeoroids.® Everything in space is
moving at very high speeds. Space debris, for
example, typically moves at about 10 kilome-
ters per second on average, which translates
to roughly 22,000 mph.” Even grains of sand
traveling at such speeds can have an abrasive
effect, and larger objects can damage solar pan-
els and instrument packages.

In order to operate in such a hostile envi-
ronment, spacecraft must be manufactured
to very high tolerances. Many are practically
hand-made, which makes them very expensive.
A commercial communications satellite costs
at least $200 million.? Military communica-
tions satellites such as the Wideband Global
Satcom satellite cost upwards of $400 million
each.? Dedicated reconnaissance satellites (spy
satellites) can cost over $1 billion. Reported-
ly, the overall cost for four new U.S. GOES-R
weather satellites will be $11 billion.*°

The steady increase in the cost of satellites
isreflected in the American Global Positioning

System (GPS) constellation. When fielding of
GPS began in the 1990s, each satellite cost ap-
proximately $43 million, and launch costs were
about $55 million. In 2013, it was reported that
the newest GPS I1I satellites would cost $500
million each and $300 million per launch.”

Given the expense, few states can afford to
develop, launch, and operate satellites, much
less maintain reserve satellites, either in orbit
or on the ground. A satellite that is lost due toa
malfunction, collision, or other problems there-
fore cannot be replaced easily. There will likely
be gaps in service or coverage until a replace-
ment satellite can be built and launched. Aug-
menting a constellation is also not something
that can be done either easily or inexpensively.

For these reasons, it is in the interest of sat-
ellite operators to have satellites last aslong as
possible. A satellite will typically carry enough
fuel to enable orbital maneuvers. These range
from station-keeping in order to stay in the
proper orbital track and location to altering
the orbit in order to avoid collisions. Activi-
ties that adversely affect the life span of a sat-
ellite (such as extensive maneuvering) are not
undertaken lightly. In particular, changing a
satellite’s orbital plane (angle relative to the
Earth’s equator) is very expensive in terms of
fuel and is usually avoided.

Characteristic #3: Space is difficult to
reach. Not only does it take time to build a
satellite; it also takes time and a great deal of
infrastructure and related expense to launch
it. Various capabilities are necessary to place
an object into orbit. One must have a satellite
and a launch vehicle. That vehicle is launched
from some kind of facility that has a launch
pad, a mission-control facility, and surveil-
lance equipment with which to monitor and
control the launch. There is usually an assem-
bly or mating facility for placing the satellite
payload on the rocket. Finally, other tracking
sites are necessary to ensure that the payload
has reached the proper orbit, has separated
from the launching rocket, and is functioning
properly after it has entered orbit.

All of these elements combine to make
space operations expensive.'? Until quite
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recently, only major countries could afford
space operations, but private companies have
entered the market.

The differences among these major space
launch providers are the result of a number of
factors, the most important of which is reliabil-
ity of launch. This is no small affair when satel-
lite payloads cost hundreds of millions or even
billions of dollars. ULA has perhaps the longest
track record of successful launches. SpaceX, a
competing private venture, is the newest en-
trant and therefore does not yet have an estab-
lished track record, making its reliability more
of an unknown.

Types of Orbits®

While there is no terrain in space, there are
orbital bands that are loosely defined by their
altitude above the Earth’s surface. There is
no clear demarcation among them, but space
experts in general talk about three main or-
bital bands.

Low Earth Orbit (LEO). This is the part
of outer space that begins at about 100 miles
above the Earth and extends to 1,200 miles. A
variety of satellites populate this band, includ-
ing various types of reconnaissance and Earth
observation satellites, some weather satel-
lites, and various scientific satellites. Because
it is closer to Earth, a satellite in LEO can see
smaller objects than a comparably equipped
satellite at a higher altitude can.

However, satellites in LEO have a more lim-
ited field of view. They are essentially viewing
a ribbon of the Earth’s surface as they orbit
around the planet." The closer to Earth, the
narrower the ribbon, much as a flashlight’s
area of illumination shrinks or expands the
closer to or farther away it gets from the spot
at which it is pointed. Moreover, because of or-
bital mechanics, an object in LEO cannot hover
over a given point unless it uses an enormous
amount of fuel to stay in position. Therefore,
satellites in this orbital band cannot maintain
surveillance over any particular point on Earth.
Instead, any individual satellite will pass over
a given spot every few hours. Multiple satel-
lites in a constellation can keep a given spot on
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Earth under constant surveillance—but at the
cost of fielding multiple satellites.

Objects in LEO also have a more limited life
span. Though they are operating above the bulk
of Earth’s atmosphere, they nonetheless are
still operating within its upper reaches. This
imposes atmospheric drag so that their orbit
drops (or decays) over time. At 150 km altitude,
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a satellite begins to lose altitude within a day;
at 400 km, it could remain in orbit for a year
before its orbit began to decay appreciably.’®

Medium Earth Orbit (MEO). This region
stretches from 1,200 miles to 22,000 miles
above the Earth’s surface. Relatively few satel-
lites operate in this band, partly because it also
contains the Van Allen radiation belts, which
can affect satellite operations significantly.
Within this band, however, is an area where
a satellite will revolve around the Earth in 12
hours, going over the same spot twice every
day. Satellites orbiting at approximately 12,800
miles above the Earth’s surface are said to be
in semi-synchronous orbit.

Most of the satellites that operate in semi-
synchronous orbits are involved with position-
ing, navigation, and timing. These include the
American GPS satellites and their Russian
GLONASS, European Galileo, and Chinese
Beidou/Compass counterparts.

Geosynchronous Orbit (GEO). The geo-
synchronous belt is at approximately 22,000
miles above the Earth’s surface. At that altitude,
an object in orbit is traveling at a speed that
matches the Earth’s rotation. Consequently, a
satellite will effectively stay over the same line
of longitude on the Earth’s surface, although
it may drift north or south in terms of its foot-
print on Earth. If a satellite is located at the
GEO belt at the Earth’s equator, however, it
will stay over the same location on the ground
and is said to be geostationary.

Theoretically, satellites in a geostationary
orbit can keep constant watch over one-third
of the Earth’s surface. Consequently, this or-
bital band is considered extremely valuable;
GEO slots above the equator are occupied by
weather satellites, communications satellites,
and missile early warning satellites.

In addition to these three orbital bands,
there are several other types of orbits that are
militarily useful.

Polar and Sun-Synchronous Orbits.
Some satellites are launched into low Earth
orbits that are at a very high inclination rela-
tive to the Earth’s equator, essentially traveling
from pole to pole. Polar orbiting satellites will

typically see the same spot on Earth twice a day,
once in daylight and once at night. A particular

type of polar orbit is the sun-synchronous or-
bit. A satellite in such an orbit will always pass

over the same spot on Earth at the same time.
If it takes images while passing overhead, the

fact that the images are taken at the same time

every day facilitates the identification of any
changes that may have occurred on the ground

in the interval between images.

Lagrange Points. At the five Lagrange
points, the Earth, Moon, and Sun’s gravita-
tional pulls cancel out each other. As a result,
an object located at these points will remain in
the same location relative to the Earth even as
the Earth-Moon system and the satellite itself
revolve around the Sun.

Molniya Orbits. Satellites operating in
geosynchronous orbit over the equator stay
over the same spot, but their ability to view
the extreme northern and southern latitudes
is very limited. Russian scientists therefore
developed the Molniya orbit, where satellites
orbit as high as 24,000 miles at their apogee
or highest point while dipping as low as 500
miles above the Earth’s surface at their low-
est point.

Because the Molniya orbit also has a period
of 12 hours, the high-altitude portion of the or-
bit will occur over the same area of Earth twice
each day. Moreover, due to the momentum of
the satellite, most of the time when it is mov-
ing more slowly will be near the top of its orbit.
For most satellites in a Molniya orbit, the top of
the orbit will be in the Northern Hemisphere,
maximizing the opportunity to observe areas
of interest in the high northern latitudes.

Major Satellite Missions

According to the United Nations Office for
Outer Space Affairs (UNOOSA), more than
7,600 registered objects (a subset of the more
than 23,000 that are tracked) are currently in
orbit around the Earth.!® Of these, only about
1,460 are operational satellites."” These satel-
lites are engaged in a number of mission areas.

Intelligence, Surveillance, and Recon-
naissance (ISR) Satellites. Satellites tasked
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the gravitational pulls
from the Earth, Moon,
and Sun cancel each
other out. As a result,

Earth

an object located at
any of these points will
remain in the same
location relative to the
Earth, even as the
Earth-Moon system
and the satellite itself
revolve around the Sun.
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with monitoring developments in other coun-
tries have been a mainstay of space capabilities
since the dawn of the space age. Both the United
States and the Soviet Union sought to develop
spy satellites capable of seeing into the other
side’s hinterlands. These satellites were initially
equipped with cameras that dropped film, but
those cameras were later replaced with systems
that could beam their images back directly to
Earth-based stations. Electro-optical satellites
are unable to see through fog and clouds, so
some satellites carry radars to overcome the
effects of obscuring by clouds; these can often
produce very high resolution images.

Imaging satellites of various sorts have been
supplemented by satellites that can monitor
various types of activities in the electromag-
netic spectrum. Some listen to radio traffic,
collecting communications intelligence (CO-
MINT). Others are able to detect and record
electronic signals, collecting electronic intelli-
gence (ELINT). COMINT and ELINT together
are referred to as signals intelligence (SIGINT).
SIGINT satellites can provide insight into the
types of equipment (such as radars) being

deployed by countries of interest, with the in-
formation collected revealing the wavelengths
the equipment houses and what types of units
(such as anti-aircraft batteries and anti-ship
missile forces) are being deployed.

Most ISR satellites operate in LEO.

Earth Observation and Weather Satel-
lites. Not all information collection is neces-
sarily focused on other countries’ military and
political forces and behavior. Understanding
the local environment can also be important.

Earth observation satellites such as the
Landsat series have been collecting informa-
tion about the land and seas for decades. The
resulting data are invaluable for creating maps,
as well as for understanding, for example, land
use and seasonal changes in ground cover like
tree foliage and grasses. For both ISR and Earth
observation, data from space sensors are com-
bined with information gathered from aircraft
and terrestrial sources to give acomprehensive,
layered understanding of any spot or vertical
column above the ground on the planet.

Of particular security importance among
the Earth observation satellites are weather
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FIGURE 5

Molniya Orbit
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satellites. The ability to forecast weather ac-
curately can have a decisive impact on mili-
tary operations. Amphibious operations, for
example, can be badly disrupted by storms.
Similarly, the ability to undertake air opera-
tions, whether launched from an aircraft carri-
er or from aland base, is affected by inclement
weather conditions. Aircraft launched from an
airbase in the United States may have toflyto a

destination thousands of miles away. Knowing
weather conditions along the route is essential
to safe and effective operations, whether they
involve military or civilian aircraft. The better
one’s understanding of weather information
is, the lower the risk that one has to accept to
carry out a mission.

Possessing better awareness of weather
conditions than is possessed by one’s opponent
can confer important operational advantages.
This was the case in June 1944 when Allied
meteorologists, unlike their German counter-
parts, identified an impending lull in storms
that were battering the English Channel. Con-
sequently, the Allies landed on the beaches of
Normandy on June 6, while the German high
command presumed that storms made such an
invasion impossible.

Most Earth observation satellites operate in
LEO. Some weather satellites operate in LEO,
and others are deployed in GEO.

Communications Satellites. One of the
earliest commercial types of satellites was the
communications satellite (comsat). Because
radio, television, and other communications
signals travel in straight lines, their ability to
connect users on the ground is often limited
by the horizon. Comsats essentially serve as
relays for the transmission of these signals; a
transmitter sends a signal to the communica-
tions satellite in orbit, which then transfers
the signal to a ground station that may be well
beyond the horizon of the original transmit-
ter. Theoretically, a constellation of three
comsats at GEO would be sufficient to provide
global coverage. In reality, the availability of
transponders (which are the actual relays)
limits the ability of any given satellite to pro-
vide coverage.

Modern communications satellites are an
important link in the movement of voice com-
munications, television signals, and data (in-
cluding Internet traffic). With the growing pop-
ularity of satellite television and its potential
for entertainment and distance learning, there
is a growing demand for comsat services. In ad-
dition, communications satellites are a key en-
abler for military drone operations. From bases
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in the United States, operators can fly drones
halfway around the world only because they
are able to access comsats that bounce their
instruction signals to their drones and relay
information gathered by drone aircraft back to
controlling or intelligence-processing stations.

Many of the world’s communications satel-
lites are run by private companies. Some of the
world’s largest constellations, for example, are
now privately owned by companies such as In-
telsat (55 satellites in 2014); Eutelsat (34); and
the Canadian company Telesat (10).'

Many communications satellites are oper-
ated at GEO. However, the Iridium constella-
tion that provides global satellite phone ser-
vice is largely in LEO. Because of the smaller
footprint for satellites operating at that alti-
tude, more are needed to provide global cover-
age; the Iridium constellation comprises some
66 satellites.

Position, Navigation, and Timing Satel-
lites. Beginning in the 1980s, the United States
started to deploy satellites to provide position,
navigation, and timing information.

» Position provides information about one’s
location and orientation: “Where am 1?”

* Navigation provides information linking
one’s location to a desired destination:
“How do I reach my intended location?”

e Timing provides precise, accurate time
information."”

The position and navigation functions are
outgrowths of the timing element. Timing
functions on the GPS constellation are pos-
sible due to the highly accurate atomic clocks
that are integrated into each satellite.

Each PNT satellite provides a unique signal
indicating which satellite it is and what its or-
bital parameters are. A receiver (for example, a
Garmin receiver in a vehicle) decodes the signal
from at least three and usually four satellites to
determine its distance from each satellite. This
is done by comparing the time stamp signal
from each satellite (provided by the onboard

atomic clock) with the signals from the others
in order to triangulate one’s location. The re-
sult provides information in three dimensions
with accuracy down to a few feet if one is using
acell phone’s GPS function to a few inches with
dedicated equipment. This is why a navigation
application on a phone, in one’s car, or aboard
a ship far out at sea is able to work.

Because the PNT signal can be reached
worldwide and all the clocks in a given constel-
lation are keyed to the same system, the timing
function has assumed a growing importance.
American military frequency-hopping radios,
for example, use the timing signal from GPS to
time their jumps from frequency to frequency.

The U.S., Chinese, and European PNT con-
stellations are in MEO, although China’s system
alsoincludes a component that is based in GEO.

Tracking, Telemetry, and Control

In order to ensure that the various satel-
lites are operating properly, a satellite opera-
tor needs a tracking, telemetry, and control
(TT&C) network. This network enables the
operator to control the satellite’s functions.

e Tracking refers to the ability to locate a
satellite and monitor its orbital condition
and situation. This includes the satellite’s
distance and velocity.

e Telemetryis comprised of messages from
the satellite that provide the operator
with information about how well the
satellite is operating. It is typically broken
down into information about each of the
satellite’s subsystems. Telemetry data are
distinct from payload data (the missions
that the satellite is performing). The for-
mer is about the ability of the satellite to
perform its mission.

* Controlrefers to the ability of the operator
to adjust the satellite’s operations. This
might involve reorienting onboard instru-
ments such as cameras or the entire satel-
lite (for example, to point the spacecraft’s
solar panels toward the Sun). It might
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involve moving the satellite to a different
orbit or requests for more telemetry data.

TT&C networks often include stations in
foreign countries and may also incorporate
dedicated space support ships.

Space and Future Conflicts

Modern warfare is marked by the centrality
of information. The ability to conduct joint air,
land, and sea operations rests in part on the
ability to create a common situational picture.
Modern warfare requires the coordination
of forces often separated by vast distances:
for example, aerial tankers from one airbase,
strategic bombers from another, and carrier
air wings operating hundreds of miles from the
front lines, along with infantry and armored
forces. These forces must be able to commu-
nicate among themselves, identifying the loca-
tion not only of the adversary, but also of one’s
own forces. All of this relies heavily on the abil-
ity to access the strategic high ground of space.

For the United States, this dependence is es-
pecially acute because American forces typical-
ly operate in an expeditionary mode, far from
our own shores. By contrast, an Iran, a China, a
North Korea, even a Russia is usually operating
far closer to its home territory. Consequently,
these states can employ a variety of non-space
means, ranging from manned and unmanned
aerial vehicles to radar networks, and even
human observers on land and sea to provide a
constant stream of information. Similarly, they
have a range of communications options such

as microwave, cell phones, and various types of
radio systems to link their forces together—op-
tions often not available to U.S. forces because

of the distances involved when deploying from

home to far-flung theaters of operation.

This asymmetric dependence means that
adversaries are incentivized to deny the United
States easy access to space, which will affect
their own operations far less than those of
the U.S. armed forces. Conversely, the United
States will have to maintain access to space-
based systems for a variety of functions if it is
to operate as it has operated in various con-
flicts since the end of the Cold War.

Counter-space operations, however, will
not necessarily be anti-satellite systems
shooting down satellites, although a number
of nations have tested anti-satellite capabili-
ties in recent years. Because space operations
depend on ground-based facilities to control
the satellites and obtain data from them, there
is a significant terrestrial component to space
operations. Similarly, both the systems that
control satellites and the data that flow over
satellite networks are vulnerable to cyber at-
tacks and data manipulation. A hacked satel-
lite that turns off its camera at key moments
is as neutralized as a functioning satellite that
is intercepted and destroyed by a co-orbital or
ground-based anti-satellite system.

In future conflicts, both the outer space
and information space domains will be central
battlefields, and operations there will have as
much impact as traditional activities in the air,
on land, and at sea have had.
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National Defense and the Cyber Domain

G. Alexander Crowther, PhD

hat is “cyberspace,” and how does it re-

late to military affairs? “Cyberspace” is
aterm thatis constantly used but seldom well
defined. Its characteristics are poorly under-
stood in the larger public discussion, especially
with regard to national security and military
matters. This is unfortunate because “cyber”
has become profoundly central to nearly ev-
erything the military does in defense of U.S.
national security interests.

As a domain through which actions can be
taken instantaneously, globally, and even anony-
mously, cyberspace provides opportunities and
challenges to countries, groups, and individuals
unlike those presented by any other domain or
capability. Cyberspace provides someone with
the ability to attack anywhere, at any time, with
a keystroke. There is no need to deploy a physi-
cal force, gain physical access to a region (other-
wise done by ship, plane, or overland movement),
or be encumbered by mounds of equipment and
supplies. An attacker acts in absolute silence,
perhaps visible only to the most skilled cyber
defender. There is no need to limit one’s force
to specific ages, physical conditions, or body
size, nor is there a need for sprawling bases, ex-
pensive facilities (like ports or airfields), square
miles of training areas, extensive stockpiles of
munitions, or assured access to fuel.

Cyber is generally not affected by environ-
mental concerns or weather conditions. To
the extent that cyber operations can be fully
automated, they can be undertaken relent-
lessly, without regard for time, periods of rest,
or any other constraint related to the normal

use of people and equipment. In short, cy-
berspace provides a virtually unconstrained

sphere through which nearly anyone can act

against almost any target without concern for

the physical impediments and resources that

accompany physical actions.

A wide variety of actors operate in cyber-
space. The government of the United States
has a variety of responsibilities to the Ameri-
can public, but precisely where the responsi-
bility lies and the extent of that responsibility
are currently subjects of debate. Although 90
percent of the Internet traffic in the U.S. is in
the private sector,' cyberspace is one place for
which the U.S. government has acknowledged
responsibility. Working mainly through the
Department of Defense (DOD), Department
of Homeland Security (DHS), and Department
of Justice (DOJ):

The United States will work to promote an
open, interoperable, secure, and reliable
information and communications infrastruc-
ture that supports international trade and
commerce, strengthens international security,
and fosters free expression and innovation.
To achieve that goal, [the U.S.] will build and
sustain an environment in which norms of
responsible behavior guide states’ actions,
sustain partnerships, and support the rule of
law in cyberspace.?

Cyberspace

Cyberspace has three layers: the physi-
cal network, the logical network, and the cy-
ber persona.
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¢ The physical network consists of the
hardware, such as cables and your com-
puter, and exists all around the world.
Because it exists inside states, states have
sovereignty over its components, and they
must obey the laws of the states in which
they reside.

¢ The logical network is the software that
operates the network as well as its mani-
festations, such as a web page. These elec-
trons that make up the logical network
bounce around the globe, following the
quickest route from one place to another,
and route through hardware that is physi-
cally located in states. Some states, such as
China and Russia, believe that they have
sovereignty over this aspect of the cyber
domain as well.

¢ The cyber persona is made up of the
people who are operating in cyberspace.
Like the physical network, they are pres-
ent within states and subject to their laws
and policies.

Colloquially, these three components are
known as hardware, software, and wetware.?

The cyber domain has effectively pene-
trated the world’s advanced economies and is
making headway in the rest of the world. Many
places in Africa, for instance, have skipped
over the land line and gone straight to smart
phones; currently, approximately 3.74 billion
people are connected to the Internet.*

This connectivity provides a number of
opportunities and challenges. It enables ac-
tions by both states and individuals across all
of the elements of national power: diplomacy,
information, the military, and the economy. It
makes diplomatic activity more effective, for
example, linking embassies and capitals with
almost instant communications and allowing
for better research. In addition, the opportuni-
ties that cyberspace provides for information
are almost unlimited. Humankind creates
huge amounts of information annually, and
individuals and organizations are constantly

digitizing old information, making it available
to everyone.

Militarily, cyberspace allows for global com-
mand and control of forces and operations and
the functioning of a globally distributed logis-
tics system without which modern military
operations would be impossible. Intelligence
communities, commanders, and warfighters
alike benefit from the uninterrupted flow of in-
formation. Economically, cyberspace has led
to a global boom, from the technology giants
Google and Amazon to the individual fisher-
man in India who can now determine where
to obtain the best price for his catch.

In short, with its low barrier to entry, cy-
berspace has provided advantages across the
globe and across the elements of national
power. And these advantages grow as access
to cyberspace spreads.

At the same time, cyberspace creates chal-
lenges. Wikileaks has revealed to the world
stolen U.S. diplomatic communications, em-
barrassing the United States, irritating friends,
and empowering enemies. Information is
harder and harder to secure and easier and eas-
ier to steal. Economically, cyberspace has en-
abled criminals: Cyber crime cost the U.S. $100
billion and the global economy $400 billion in
2015, and the total is projected to reach $2 tril-
lion by 2019.° For the U.S. military, compromise
of the U.S. global command and control capa-
bility can be turned against the Department
of Defense, frustrating or even preventing the
execution of military operations.

Vulnerabilities and Actors

The U.S. has begun to confront challenges
to its major interests in cyberspace: protec-
tion and enhancement of the economy, secure
command and control of national defense as-
sets, reliable collection of cyber intelligence,
and protection of cyber intelligence and
information.®

Three major groups threaten U.S. national
security: people, states, and non-state actors.
People include the general population, lead-
ers, workers in nearly all business sectors, and
insider threats. States primarily include Russia,
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China, Iran, and North Korea. Non-state actors
include proxies, hacktivists, and criminals who
sometimes work for themselves but also may
work in support of others.

The Human Dimension. Humans are
the weakest link in the cybersecurity system.”
Unlike the physical world, in which potential
human activity is limited by geographic and
space limitations—Israel, for example, uses
a barrier to keep out potential terrorists, and
people do not own nuclear weapons or air-
craft carriers—barriers to entry for cyber are
so low that they have democratized cyber ac-
tivity. Everyone who has a desktop, laptop, or
smart phone is an actor and a potential prob-
lem. Because the only thing that organizations
do well is what their leaders demand of them,
leaders can be a key vulnerability, and thus a
‘threat” to their organizations, by not empha-
sizing cybersecurity. Workers using poor cyber
hygiene are a threat. Gullible people or people
with preconceived but flawed notions of safe
cyber practices will fall prey to cyber crime or
propaganda. Insiders who do not support their
organizations are another threat.

The Population. People are the most vulner-
able to cyber operations. Because many people
engage in commercial transactions online and
use social media daily, they are the most ex-
posed to these varied threats. In general, peo-
ple usually have not received training or educa-
tion that would enable them to deal with varied
cyber threats. Additionally, most people do not
see their information as having value.

Leaders. Research supporting the 2014
Chairman of the Joint Chiefs of Staff war game
Iron Crucible identified “understanding” as the
major challenge in the 21st century.® Because
most senior leaders typically are not involved
in the information business, there is a wide
variation in their knowledge of or insistence
on best practices in the cyber domain.

The U.S. Office of Personnel Management
(OPM) hacks of 2015 are a telling example of
poor leadership in this area. Although OPM’s
Assistant Inspector General for Audits indi-
cated that security shortfalls were well known,
having been publicly acknowledged since

I1

2007, the OPM Director did not make cyber-
security a priority. By the time the hacks were
identified in 2015, nearly a quarter of OPM’s
information technology (IT) systems, includ-
ing several of their most critical and sensitive
applications, were operating without a valid
cyber-certificate authorization.® If the Direc-
tor had understood the implications of basic
security shortfalls, perhaps the theft of sensi-
tive personal information on over 22 million
Americans could have been prevented."

Senior officials are often the targets of cy-
ber-attacks because they have access to more
information, IT bends the rules for them, and
the damage and financial payoff for the at-
tacker can be much bigger." Hence, senior
leaders need more training and education to
understand how to operate their systems, how
tolead and manage cyber systems and workers,
and how to decrease their own vulnerability.
Senior leaders also need to integrate informa-
tion activities into their day-to-day operations,
whether it is in a business, government, or the
military. Only when senior leaders understand
the implications of cyberspace will they be able
to address vulnerabilities and achieve syner-
gies that cyberspace provides.

Workers. In a phishing quiz, 80 percent of
participants misidentified at least one phish-
ing e-mail."> Workers are a favorite target be-
cause the chance of success goes up when more
people are targeted. Roughly 20 percent of
trained workers will click on a phishing link*
even if they have been trained not to do so.

Insider Threats. These involve a variety of
motivations and are very difficult to identify
ahead of time. Edward Snowden and Bradley
Manning are well-known cases in the U.S. The
Computer Emergency Response Team (CERT)
Insider Threat Center at Carnegie Mellon
University maintains a database of more than
1,000 insider threat cases and provides analysis
and support to organizations working to pre-
vent insider threats."* Another type of insider
threat is the “Lone Wolf” or “Wolf Pack.” These
are individuals or groups that have been radi-
calized, typically through cognition-shaping
cyber operations.
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State Threats. Included in this category
are threats posed by Russia, China, Iran, and
North Korea. States can leverage enormous
funding, the ability to organize, and the abil-
ity to coordinate actions (multi-domain and
multi-tool) at levels far above that of an indi-
vidual or small group. These state actors chal-
lenge the U.S. economy with brazen cyber es-
pionage into critical U.S. companies.

In 2014, for example, a grand jury in the
Western District of Pennsylvania indicted
five officers from the Chinese People’s Libera-
tion Army for cyber espionage in support of
state-owned enterprises (SOEs)."> An array
of cyber actors also has challenged the ability
of the U.S. to secure its command and control
of national security networks reliably and to
secure its sensitive and personal informa-
tion data. In 2015, Russians hacked the Joint
Staff,' and the OPM discovered a Chinese hack
of tens of millions of files containing sensitive
personal data.'” Additionally, the Russians
have returned to their Cold War practices of
aggressive information operations seeking to
undermine developed countries'® as well as in-
ternational organizations.”

Iran and North Korea are second-tier
threats for the United States, and both coun-
tries are continuously performing cyber op-
erations against economic and government
targets in the U.S. In 2016, the DOJ indicted
seven Iranian hackers for operating against a
dam and banks in the U.S.,?° and North Korean
hackers have been involved in stealing both
money and military designs.*

Non-State Actors. This category includes
threats from proxies, hacktivists, and criminals.
Proxies work on behalf of a government that
seeks cyber effects without paying a political
price, hoping to achieve plausible deniability
by outsourcing such work to individuals. The
Russians often use criminals as proxies,®? and
the Chinese use other groups that may or may
not be affiliated with each other or other simi-
lar criminal entities.

Hacktivists will perform a wide range of op-
erations. Much like the difference between ter-
rorists and freedom fighters, hacktivists attack

you while patriots attack people you don’t like.
Ironically, some groups like Anonymous will
attack anyone with whom they disagree, re-
gardless of the target’s politics.

Criminals operate across the world. As
noted, it is estimated that cyber crime cost the
U.S. $100 billion and the global economy $400
billion in 2015 and that the total will rise to $2
trillion by 2019.2

All of these actors are aided by the fact that
itis very difficult to attribute cyber operations
to a specific actor. Cyber actors take very spe-
cific steps to prevent attribution, typically by
manipulating data to pretend to be someone
else. This is one of the largest barriers to cyber-
security as it is difficult to deter an actor whose
identity you can’t prove.

Nature of Competition in Cyberspace

Competition in cyberspace is fierce and
ongoing. States seek to undermine the global
order to their own advantage. Individual ac-
tors and organizations seek to advance their
own political agendas. Criminals seek to make
illegal financial gains from cyberspace.

All of these can be inimical to the goals of
the United States and its allies and partners.
Russia seeks to use cyber-enabled informa-
tion operations to sow discord inside and
among the states that are trying to keep Rus-
sia at bay in Europe; China uses cyberspace
to steal secrets that it can use for economic
gain or to avoid the research and develop-
ment costs (in time and money) for impor-
tant military systems; Iran seeks to weaken
its opponents around the world; and North
Korea maneuvers in cyberspace to avoid in-
ternational sanctions.

Because of the low barrier to entry into cy-
berspace and the potential gains to be made,
the scale of the challenge is large and growing.
The U.S. and its allies and partners need to safe-
guard their own government spaces, their eco-
nomic activities, and their citizens. Although
the U.S. has strengths including a wide variety
of resources and a large, educated workforce,
these bad actors use cyberspace to challenge
the U.S. at every turn. The U.S. is having a hard
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time using traditional strengths (such as mili-
tary power) against cyber actors.

The U.S. Government in Cyber

Because the U.S. government has a wide va-
riety of resources and the obligation to safe-
guard the American population, the executive
branch performs many cyber activities to miti-
gate the foregoing threats. The three main U.S.
government actors in cyberspace, as noted, are
the Departments of Homeland Security, Jus-
tice, and Defense.

e The DHS coordinates the national protec-
tion against, prevention and mitigation
of, and recovery from cyber incidents;
disseminates domestic cyber threat and
vulnerability analysis; protects critical
infrastructure; secures federal civilian
systems (the .gov domain); and investi-
gates cyber crimes under its jurisdiction.

e The DOJ investigates, attributes, dis-
rupts, and prosecutes cyber crimes; is
the lead agency for domestic national
security operations; conducts domestic
collection, analysis, and dissemination
of cyber threat intelligence; supports
the national protection against, preven-
tion and mitigation of, and recovery from
cyber incidents; and coordinates cyber
threat investigations.

¢ The DOD is charged with securing the
nation’s freedom of action in cyberspace
and helping to mitigate risks to national
security resulting from America’s grow-
ing dependence on cyberspace. Specific
mission sets include directing, securing,
and defending DOD Information Network
(DODIN) operations (including the .mil
domain); maintaining freedom of maneu-
ver in cyberspace; executing full-spectrum
military cyberspace operations; providing
shared situational awareness of cyber-
space operations, including indications
and warning; and providing support to civ-
il authorities and international partners.?*

Deterrence. Ongoing cyber operations
against the United States demonstrate that
the country has extremely limited capability
to deter cyber operations, that the U.S. cyber
deterrence threat is not credible, and that U. S.
cyber deterrence is failing.?

Deterrence is designed to convince others
not to perform certain tasks. In this case, it
ideally should prevent other actors from per-
forming all four types of cyber operations. One
thing that can make cyber deterrence less ef-
fective, as noted, is the difficulty involved in at-
tributing an operation to a specific actor. Addi-
tionally, second-order and third-order analysis
to predict what ancillary actions would follow
certain types of cyber-attacks is very diffi-
cult to perform in the cyber realm. Incorrect
analysis could cause a deterrence operation
to trigger a completely opposite reaction and
accidentally escalate rather than deter, which
causes second thoughts on allowing offensive
cyber operations.?

The use of cyber capabilities to deter faces
two major barriers: For deterrence to work, op-
ponents must believe that they will pay a price
for an action, and the target audience needs
to understand who is deterring them. This in
turn requires a credible threat. Opponents do
not currently believe that they will face retali-
ation in response to their attacks on U.S. as-
sets. Effective cyber retaliation requires that
operators perform an attack and leave behind
digital “fingerprints” identifying the origina-
tor or an explicit message naming the origin
of the attack.

But this presents two further problems: Cy-
ber operators do not want to compromise their
capabilities by performing an operation that
can be traced to them, and it has been difficult
toreceive clearance to perform offensive cyber
operations (OCOs). Any OCO that has major
effects can alert an opponent to the presence
ofintruders, which allows opponents to defend
against the intrusion. It can also reveal cyber
capabilities, which is anathema to the com-
munity that prizes its ability to work in secret.
Moreover, it sometimes takes months to pen-
etrate opposition cyber systems. Executing an
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attack will announce the operator’s presence
and “waste” the time required to penetrate and
repenetrate target servers.

The Military Cyber Domain

The DOD does not define “domain,” but it
does define cyberspace as “[a] global domain
within the information environment consist-
ing of the interdependent network of informa-
tion technology infrastructures and resident
data, including the Internet, telecommunica-
tions networks, computer systems, and embed-
ded processors and controllers.”? The words

“infrastructures and resident data” cover the
physical and logical aspects of cyberspace but
not the persona aspect. The use of “domain” is
meant to indicate that cyberspace is now co-
equal with the other conventional domains:
sea, air, land, and space.?® This is intended to
communicate to leaders within the DOD that
they need to pay as much attention to cyber
issues as they would pay to air, sea, land, and
space issues.

There are four sets of cyberspace activities
that pertain to the military: intelligence, infor-
mation, crime, and military operations.? Al-
though the military has equities in all of these
areas, it predominates only in the military op-
erations portion. However, there are aspects of
intelligence, information, and criminal activi-
ties in cyberspace that do involve the military.

In any of these fields, there is a spectrum
of activity that ranges from conventional to
cyber-enabled to cyber-centric to pure cy-
ber operations.

Normal intelligence operations like steal-
ing secrets and developing sources would
have been the traditional approach before
the advent of cyberspace. Cyber-enabled in-
telligence operations would use cyber capa-
bilities in support of these operations, such as
analysis of a terrorist network using data that
had been gathered by traditional intelligence
means. Cyber intelligence operations would be
operations that occur entirely in cyberspace,
such as the 2012 operation by Chinese hackers
that penetrated Indian Navy computers and
compromised sensitive information.*® Purely

cyber operations would consist of information
and communications technology, network, and
defensive cyber operations.

Conventional criminal operations would
be old-school crime, such as entering a bank
with a pistol and a bag. Cyber-enabled criminal
operations would fuse technology and crime,
such as ATM-skimming, where criminals use
hidden electronics to steal the personal in-
formation stored on bank ATM cards and re-
cord PIN numbers in order to access victims’
accounts.® Cyber crime would be a criminal
operation that occurs wholly in cyberspace,
such as the use of the SWIFT system to steal
$81 million from the Bank of Bangladesh.??

Conventional information operations
would be old-fashioned propaganda or even
advertising via printed text, radio waves, or
television. The 2016 hack of the Democratic
National Committee would be an example of
a cyber-enabled information operation.?® The
information was obtained through cyber oper-
ations but released through Wikileaks.** Cyber
information operations would include Daesh
recruiting videos, an information operation
that takes place entirely in cyberspace.

Military operations can also be cyber-en-
abled or executed purely in cyberspace. A nor-
mal military operation would be the invasion
of Irag. A normal special operation would be
the raid to kill Osama bin Laden. An example
of a cyber-enabled conventional military op-
eration would be Russian operations in Geor-
gia in 2008 when Russia conducted cyber op-
erations against Georgian targets to degrade
Georgian command and control in support of
Russian conventional military operations on
the ground and in the air.?® An example of a
cyber-enabled special operation would be the
Mumbai attack of 2008. Planners used a Go-
Pro camera while walking the route to be used
in the attack so everyone could see videos of
their routes before the operation. They also
used Google Earth during their planning pro-
cess. The command element monitored Indian
social media and traditional media (such as
radio and television) to track the response by
Indian security forces and steered the ground
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force away from reacting Indian forces, en-
abling the operation to continue much longer
than it would have normally.?¢

Cyber military operations include conven-
tional and special operations. A conventional
cyber operation would be like “dropping cyber
bombs on Daesh.” Secretary of Defense Ashton
Carter explained at an event at NORTHCOM
that “[w]e’re using these tools to deny the
ability of ISIL leadership to command and
finance their forces and control their popula-
tions; to identify and locate ISIL cyber actors;
and to undermine the ability of ISIL recruit-
ers to inspire or direct Homegrown Violent
Extremists.”®” This is a conventional opera-
tion in that it does not require special tech-
niques or unique modes of employment in a
covert nature.

A cyber special operation would be the Stux-
net attacks on Iran. This operation meets many
of the criteria for a special operation as defined
in the DOD’s Joint Publication 3-05, Special
Operations.®® It required unique modes of
employment, tactics, techniques, procedures,
and equipment. It was conducted in a hostile,
denied, or politically and/or diplomatically
sensitive environment and was characterized
by a clandestine or covert nature (no one has
yet proved who conducted the operation) and
low visibility.

Criminal operations do not usually pertain
to militaries in the conventional sense. In cy-
berspace, however, there are crimes that in-
volve members of the DOD, as well as crimes
that involve the Defense Industrial Base. Ad-
ditionally, members of the DOD participate
in several types of activities that pertain to
cyber crime and cyber-enabled crime, includ-
ing cyber security and critical infrastructure
protection, law enforcement and counterintel-
ligence, document and media exploitation, and
counterterrorism.

Each of these provides examples of how the
military would be involved in four areas: crime,
intelligence, information operations, and mili-
tary operations. Although military forces are
involved in these areas, they are not involved in
all operations in these areas (the DOJ handles

most cyber crime). This, then, is the circum-
scribed area that can be called the military

cyber domain. These distinct categories are

changing and becoming more integrated with

cyber activities. As cyber capabilities expand,
more military operations will be enabled by
them; eventually all military operations will

be enabled by cyber capabilities.

Military Cyber Operations

There are four main types of cyber opera-
tions: shaping cognition; cyber surveillance
and reconnaissance (CSR); operational prepa-
ration of the environment (OPE); and cyber-
space attacks. They can be either defensive or
offensive in nature. Defensive cyber opera-
tions (DCOs) comprise the vast majority of
U.S. government (and military) activities. Of-
fensive cyber operations (OCOs) are rarer for
the United States. None of these activities is
unique to cyberspace. All military operations
require reconnaissance and preparation, and
shaping cognition through information (for
example, through advertising) is ubiquitous
in modern society.

Opponents perform shaping-cognition in-
telligence operations against the United States
on a minute-by-minute basis and perform OPE
regularly. Large-scale, destructive cyberspace
attacks are rare but have the potential to be
catastrophic in their effects.

Shaping cognition is using information to
cause people to think in a certain way. This can
be benign like Facebook or malign like cyber
crime. It is perhaps the most significant op-
portunity and challenge for cyber today. Due
to the pervasive nature of information in the
21st century, everyone who connects to the
Internet can shape the thoughts of others.
Radicalization by state and non-state actors
is a significant challenge, especially lone-wolf
or wolf-pack radicalization. The Islamic State
has successful influence operations running
globally 24 hours a day. The fact that volun-
teers have been to ISIS territory from around
the world indicates how successful these op-
erations are. Other actors target populations
of other countries (to radicalize); government
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employees (to create an insider threat); and
businesses (to coerce or blackmail them into
behavior that the initiator desires). Govern-
ments consequently struggle to cope with
widespread cognition shaping.

CSR is data gathering. Google gathers data
every time one accesses the Internet. States
gather data on people in other countries or
on their own citizens. States such as China
gather economic data and pass it on to their
state-owned enterprises who use it to ob-
tain a competitive advantage in the market-
place. Criminals gather data to better execute
their criminal activities. Today, everyone is a
data-gatherer.

OPE is specific preparation of the environ-
ment for follow-on operations by installing

“back doors” in targeted computer systems so
that they can return at a later time to execute
an attack or devising specially designed soft-
ware that will allow them to achieve an effect,
such as opening the gates on adam. Among re-
cent examples, as noted, are the seven Iranians
who were indicted for hacking into banks and
adam in New York.*

OCOs are a means by which to achieve an
end, another tool that provides additional ca-
pabilities to the President and battlefield com-
manders and relevant forces.

Cyber operations are limited only by the
imagination and capability of the attackers, yet
there are only two types of cyber-attacks: syn-
tactic and semantic.*! Syntactic operations in-
volve the actual coding used in a piece of cyber
programming (the syntax of the coding), and
semantic operations seek to shape thoughts
using language or semantics. As an example,
a phishing operation begins as a semantic op-
eration, asking the target to “click on this link,”
and then, once the link is activated, changes to
a syntactic attack by which the malicious code
enters the target’s system and changes the syn-
tax of the code in the targeted platform. Shap-
ing the thoughts of others may be the more
important of these two types of attack.

A cyberspace attack produces two forms of
effect: manipulation and denial. Manipulation
means controlling or changing the adversary’s

information, information systems, and/or

networks in a manner that supports the com-
mander’s objectives. Denial attempts to de-
grade, disrupt, or destroy. Degrading limits the

capacity of a target, and disruption completely
but temporarily prevents access to a target.*

Destruction eliminates the target altogether.

Cyber operations are changing the charac-
teristics of warfare. Although the nature of war
is constant, the characteristics of warfare can
change whenever a new weapon or tactical ap-
proachisintroduced. Operations in cyberspace
now allow for more information to be acquired
and shared and better command and control
to be exercised on the battlefield, theoretically
decreasing the “fog of war” by adding fidelity
to the commander’s understanding of the bat-
tlespace. It allows for more accurate and effec-
tive use of the people and logistics capabilities
involved, putting the right person or widget at
the right place at the right time. It also allows
for a significant improvement in the ability to
shape cognition.

While it allows all of these to assist friendly
forces, however, it also allows our opponents
to do the same. They will have a better un-
derstanding of—and consequently an oppor-
tunity to copy or defeat—our technologies
and capabilities. They will be able to access
our command and control and logistics net-
works, potentially modifying orders so that
forces or spare parts end up in the wrong
place. They also will be able to use patterns
in the movement of information to improve
their own intelligence, identifying our units
and their capabilities.

These capabilities require the U.S. govern-
ment generally, as well as the U.S. military
specifically, to modify its practices. Leaders
and organizations need to do a better job of
selecting and utilizing new technology. Laws
and policies need to be updated to leverage
the new technology. Older leaders need to un-
derstand how younger followers perceive and
use technology.

Implications for Operations. Cyber-
space permeates all aspects of our daily lives
and therefore all operations whether military,
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governmental, or commercial. Cyber opera-
tions, including information operations, will
require attention from leaders from the tacti-
cal level to the strategic level.

At the tactical or local level, cyber opera-
tions will provide information to the warfight-
er that previously did not exist or was available
only to national-level leaders. Soldiers will car-
ry smart phones, which will require command
attention and supervision to prevent the un-
intentional compromise of militarily relevant
information. Units will have access to huge
amounts of information, including the posi-
tion of every friendly vehicle, soldier, airframe,
and ship as well as any enemy forces that have
been identified. This information will make
our forces much more effective and efficient if
properly utilized.

At the same time, our opponents will use
their similar capabilities as effectively as they
can to accomplish their own objectives in keep-
ing with their own integrated information
warfare doctrine. It will be difficult for U.S.,
allied, and partner units to control their own
information while exploiting their opponent’s
information. Units will have to perform DCOs
at all levels. Failing to do so will likely result
in operational paralysis when their command
and control assets are degraded or destroyed.
They also will have access to limited OCOs if
their particular mission warrants access to
that level of support.

Automation and information flows will
make day-to-day operations easier. However,
while attention to sound DCOs and skillful ex-
ecution of OCOs will lead to military success,
failure in each case will present exploitable
opportunities to an enemy.

Implications for the Services. As oc-
curred when airplanes, tanks, and automatic
weapons were introduced to war, forces will
need to reorganize to integrate robust cyber
and particularly information capabilities. Spe-
cifically, the services will have to:

¢ Modify training and equipping to en-
sure that units practice DCO at all times
and will have to stand up additional

OCO capabilities as their use becomes
more widespread.

e Because cyber operations happen at
nearly instantaneous speed and in a
wide variety of locations simultaneously,
modify their doctrine to allow for greater
authority to execute cyber operations
at much lower and more local levels in
order for units to continue to function
when command and control are degraded
and operate effectively at the speed
of information.

¢ Purchase more modern information
technology equipment and software,
which are inherently more secure.

e Provide universal, entertaining, iterative
cyber hygiene training to the entire force.
Properly equipped and trained units will
be able to be much more effective and
efficient in information-age combat. Ac-
cording to the Australian Signals Direc-
torate, 85 percent of cyber problems can
be mitigated with proper cyber hygiene.*?
This will be expensive in the short term,
but once it is fully integrated into the
force, it will act as a force multiplier.

U.S. Military Cyber

The Office of the Secretary of Defense artic-
ulates three primary cyber missions: “defend
DoD networks, systems, and information;
defend the nation against cyberattacks of
significant consequence; and support mili-
tary operational and contingency plans.”*

Because the DOD is a very large, bureau-
cratic organization that operates around the
world, it is proving difficult for it to fully em-
brace cyberspace operations. First, there are
DOD legacy structures. Services such as the
Army provide trained and equipped forces,
while Combatant Commands (CCMDs) like
U.S. European Command (EUCOM) and
U.S. Pacific Command (PACOM) use those
forces for missions. This means that the DOD,
the largest organization in the world, must
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simultaneously defend every military system
that is linked in any way to or affected by “cy-
ber” used by DOD, the Joint Staff, the three
military departments, and four services that
collectively employ almost 3 million people,
more than 450,000 of whom work overseas,
both afloat and ashore.

The department’s responsibilities also in-
clude several hundred thousand individual
buildings and structures located at more than
5,000 different locations or sites worldwide.*
Each person in the DOD needs to commu-
nicate and pass information on a daily basis.
Many have multiple computers and devices
that they operate on different networks. All of
this must be secure and reliable, from the Nu-
clear Command and Control System down to
tactical radios that connect soldiers in the field.

Adding further complication, each service
is responsible for its own procurement of
computers, devices, and components and has
its own procedures for doing so.*® Each service
defends itself, at least in part, and the DOD
maintains separate organizations to defend
the larger organization and defense agencies
apart from the individual services and opera-
tional commands, all of which makes training
and equipping for operations in cyberspace
very bureaucratic and cumbersome. This is
exacerbated by the overall defensive tone of
the three mission sets: The DOD mainly de-
fends their networks and provides defensive
assistance to other agencies as required, a set
of tasks that must be attended to every second
of the day.

The DOD also performs offensive missions
when directed to do so by the President. This
is avery circumscribed set of missions, for sev-
eral reasons. First, much as the entire U.S. Ma-
rine Corps would be swallowed by a megacity
like Lagos, Nigeria, DOD offensive cyber assets
would be overwhelmed by being everywhere
and helping everyone. Additionally, many as-
pects of ongoing cyberspace activity do not
pertain to the DOD at all. Just as most avia-
tion activity does not concern the Air Force
and most maritime activity does not involve
the Navy, most cyber activity does not concern

the Defense Department. An example would be
an individual using PayPal to make a purchase
from the web-retailer Amazon.

Operations in cyberspace as a military
domain must therefore be a circumscribed
mission set. Nevertheless, militarily relevant
information, intelligence, criminal, and mili-
tary-specific activities occur all over the Inter-
net, so the military must be able to maneuver
throughout all of cyberspace.

The Services and Cyber. The service
chiefs provide cyber operations capabili-
ties for deployment/support to Combatant
Commands as directed by the Secretary of
Defense.*” In addition to joint strategy and
doctrine, each service has its own doctrine
to deal with cyber issues. This is not just be-
cause each service has its own history and
culture. Cyber defense of ground forces is
different from protecting platform-centric
operations like those conducted by the Navy
and Air Force. The Army must protect ground
units, the Navy must protect groups of ships
operating at sea across the globe, and the Air
Force must protect individual flying platforms.
At the same time, each service must protect its
own infrastructure.

Therefore, under their Title 10 role as
force providers to the combatant command-
ers, the services recruit, train, educate, and
retain their own military cyber forces. There
are four service component commands un-
der U.S. Cyber Command (USCYBERCOM):
U.S. Army Cyber Command, U.S. Fleet Cyber
Command/U.S.10th Fleet, 24th Air Force, and
U.S. Marine Corps Forces Cyber Command.*®
These service-specific units have several func-
tions: They operate and defend their portion
of the DODIN; perform full-spectrum cyber
operations, meaning offensive and defensive;
provide for cyber training and education; and
undertake cyber research and capabilities de-
velopment for their respective services.

Combatant Commands are responsible
for geographic areas (such as European Com-
mand) or functional areas (such as Special
Operations Command or U.S. Transporta-
tion Command) and provide operations
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instructions and command and control func-
tions to the armed forces. They have a signifi-
cant impact on how the service component

cyber commands are organized, trained, and

resourced—areas over which Congress has

constitutional authority.* CCMDs share cyber

information largely through USCYBERCOM

and their own joint cyber centers, but various

personnel also meet periodically to share in-
formation in collaboration sessions.*

USCYBERCOM was formed in 2010. It is
a subunified command under U.S. Strategic
Command (STRATCOM). Congress and the
Obama and Trump Administrations have ex-
amined the propriety of dividing the two and
promoting CYBERCOM to a full Combatant
Command. This would allow CYBERCOM
to work directly with other commands with-
out having to work through an extra layer of
command at STRATCOM. CYBERCOM plans,
coordinates, integrates, synchronizes, and
conducts activities to direct the operations
and defense of specified units and the DODIN.
When so directed, it also prepares to conduct
full-spectrum military cyberspace operations
to enable actions in all domains, ensure U.S.
and allied freedom of action in cyberspace
and deny the same to adversaries,” and coun-
ter efforts by opponents to interfere with
CCMD operations.

USCYBERCOM’s main instrument of pow-
er is the Cyber National Mission Force, which
conducts cyberspace operations to disrupt and
deny adversary attacks against national critical
infrastructure. It is the U.S. military’s first joint
tactical command with a dedicated mission fo-
cused on cyberspace operations. It planned to
create 133 cyber mission teams by the end of
fiscal year 2016;°* the current plan is for all the
teams to be fully functional by 2018.5® The force
eventually will consist of 13 National Mission
Teams (NMTs), which are designed to defend
the United States and its interests against cy-
berattacks of significant consequence; 68 Cy-
ber Protection Teams (CPTs), which defend
priority DOD networks and systems against
priority threats; 27 Combat Mission Teams
(CMTs), which aid Combatant Commands by

generating integrated cyberspace effects in
support of operational plans and contingen-
cy operations; and 25 Cyber Support Teams
(CSTs), which provide analytic and planning
support to the National Mission and Combat
Mission teams.>*

Put another way, National Mission Teams
perform strategic operations, and CMTs
conduct cyberspace operations in support of
CCMDs. CPTs protect the DODIN, the ser-
vices, and the CCMDs. CSTs support NMTs
and CMTs.

This number of teams and their organiza-
tional distribution together ensure that the U.S.
military meets the need to conduct offensive
and defensive cyber operations around the
clock in multiple commands and in multiple
areas around the world, something quite un-
like conventional military forces outside of
active combat engagements. Once the Cyber
Mission Force is fully established in 2018,
the DOD no doubt will reassess its require-
ments and modify the force as needed based
on experience.

Conclusion

The United States is challenged by a wide
variety of state and non-state actors in cyber-
space, which is already huge and constantly
growing. Additionally, the U.S. has certain so-
cietal vulnerabilities at home that make facing
these challenges more difficult. The Depart-
ment of Defense, Department of Homeland
Security, and Department of Justice have to
operate in this environment as the U.S. gov-
ernment’s three principal actors, which also
seek partnerships with the private sector that
operates almost all of the Internet.

The U.S. government seeks to protect the
United States through protection and deter-
rence. Because of the size and complexity of
cyberspace as well as domestic legal and cul-
tural constructs in the United States, the DOD
must circumscribe the scope of its operations
in cyberspace, operating in the military cyber
domain as required in the criminal, informa-
tional, intelligence, and operational fields. The
DOD must defend itself, assist the President in
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other areas when directed to do so, and conduct
defensive and offensive cyber operations as an
integrated part of normal military operations.

In order to conduct these operations, the
department has organized cyber forces in each
of the services under the command of the Com-
mander, United States Cyber Command, who
has the task of training, educating, and building
aworld-class cyber force while simultaneously
conducting cyber operations 24 hours a day
around the globe. Conceptually, the DOD has
recognized cyber as adomain, making it equal
to sea, air, land, and space. “Cyber” promises to
provide significant gains in the efficiency and
effectiveness of U.S. military units through the
full integration of conventional operations, cy-
ber capabilities, and operations in the informa-
tion environment.

Although military leaders understand the
importance of cyber and information, not all
understand the scope of the opportunities and
challenges that cyber provides. The military
services will have to expend more resources on
training and equipping not only cyber forces,
but all forces that will be serving in an environ-
ment where they are under continuous cyber-
attack. Defensive cyber operations will protect
forces from cyber-attacks while offensive cy-
ber operations enable other conventional and
special operations as an integrated whole. The
U.S.is ahead of almost all other states in cyber
capability, but it must continue to invest time
and effort in order to maintain that lead.
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Assessing the Global

Operating Environment

easuring the “strength” of a military

force—the extent to which that force
can accomplish missions—requires examina-
tion of the environments in which the force
operates. Aspects of one environment may
facilitate military operations, but aspects of
another may work against them. A favorable
operating environment presents the U.S. mili-
tary with obvious advantages; an unfavorable
operating environment may limit the effect of
U.S. military power. The capabilities and as-
sets of U.S. allies, the strength of foes, the geo-
political environment of the region, and the
availability of forward facilities and logistics
infrastructure all factor into whether an oper-
ating environment is one that can support U.S.
military operations.

When assessing an operating environment,
one must pay particular attention to any treaty
obligations the United States has with coun-
tries in the region. A treaty defense obligation
ensures that the legal framework is in place
for the U.S. to maintain and operate a military
presence in a particular country. In addition, a
treaty partner usually yields regular training
exercises and interoperability as well as politi-
cal and economic ties.

Additional factors—including the military
capabilities of allies that might be useful to
U.S. military operations; the degree to which
the U.S. and allied militaries in the region are

interoperable (e.g., can use common means

of command, communication, and other

systems); and whether the U.S. maintains

key bilateral alliances with nations in the re-
gion—also affect the operating environment.
Likewise, nations where the U.S. has already
stationed assets or permanent bases and coun-
tries from which the U.S. has launched military
operations in the past may provide needed sup-
port to future U.S. military operations. The

relationships and knowledge gained through

any of these factors would undoubtedly ease

future U.S. military operations in a region

and contribute greatly to a positive operat-
ing environment.

In addition to U.S. defense relations within
a region, additional criteria—including the
quality of the local infrastructure, the political
stability of the area, whether or not a country
is embroiled in any conflicts, and the degree to
which a nation is economically free—should
also be considered.

Each of these factors contributes to the
judgment as to whether a particular operat-
ing environment is favorable or unfavorable to
future U.S. military operations. The operating
environment assessment is meant to add criti-
cal context to complement the threat environ-
ment assessment and U.S. military assessment
detailed in subsequent sections of the Index.

This Index will refer to all disputed territories by the name employed by the United States Department of State and should not be seen

as reflecting a position on any of these disputes.
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Europe

fter nearly a decade of attempted disen-
gagement, the United States is beginning
to reinvest military capability and political
strength in Europe. The resurgence of Russia,
brought into starkest relief in Ukraine, and the
continued fight against the (IS) in Iraq, Syria,
and Libya brought Europe back into the top
tier of U.S. international interests. It is clear
why the region matters to the U.S. The 51 coun-
triesin the U.S. European Command (EUCOM)
area of responsibility include approximately
one-fifth of the world’s population, 10.7 mil-
lion square miles of land, and 13 million square
miles of ocean.

Additionally, some of America’s oldest
(France) and closest (the United Kingdom)
allies are found in Europe. The U.S. and Eu-
rope share a strong commitment to the rule of
law, human rights, free markets, and democ-
racy. Many of these ideas, the foundations on
which America was built, were brought over by
the millions of immigrants from Europe in the
17th, 18th, and 19th centuries. U.S. sacrifice for
Europe has been dear. During the 20th century,
millions of Americans fought for a free and se-
cure Europe, and hundreds of thousands died.

America’s economic ties to the region are
likewise important. A stable, secure, and eco-
nomically viable Europe is in America’s eco-
nomic interest. Regional security means eco-
nomic viability and prosperity for both Europe
and the U.S. For more than 70 years, the U.S.
military presence in Europe has contributed
to European stability, economically benefiting
both Europeans and Americans. The econo-
mies of the 28 (soon to be 27 member states
of the European Union (EU), along with the

United States, account for approximately half
of the global economy. The U.S. and the mem-
bers of the EU are each other’s principal trad-
ing partners.

Geographical Proximity. Europe is im-
portant to the U.S. because of its geographical
proximity to some of the world’s most danger-
ous and contested regions. From the eastern
Atlantic Ocean to the Middle East and up to the
Caucasus through Russia and into the Arctic,
Europe is ringed by an arc of instability. The
European region also has some of the world’s
most vital shipping lanes, energy resources,
and trade choke points. Thus, European basing
for U.S. forces provides the ability to respond
robustly and quickly to challenges to U.S. in-
terests in and near the region.

The Arctic. The 2017 Index of U.S. Military
Strength identified the Arctic as an important
operating environment in Europe. This has not
changed in the 2018 edition. If anything, Rus-
sian activity continues to increase tensions,
while the U.S. remains poorly positioned to
counter Russia’s military buildup.

The Arctic region encompasses the lands
and territorial waters of eight countries (Cana-
da, Denmark, Finland, Iceland, Norway, Russia,
Sweden, and the United States) spread across
three continents. The region is home to some
of the world’s roughest terrain and waters and
some of its harshest weather. The Arctic region
is rich in minerals, wildlife, fish, and other
natural resources and—importantly—hydro-
carbons. Estimates that the region contains up
to 13 percent of the world’s undiscovered oil
reserves and almost one-third of its undiscov-
ered natural gas reserves may be low. In April
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2017, the Norwegian Petroleum Directorate
announced that the amount of undiscovered
oil and gas in the Barents Sea is likely to be
twice as large as previously estimated.?

The region represents one of the world’s
least populated areas, with sparse nomadic
communities and very few large cities and
towns. Although official population figures are
nonexistent, the Nordic Council of Ministers
estimates that the figure in 2013 was slightly
in excess of 4 million,® making the Arctic’s
population slightly bigger than Oregon’s and
slightly smaller than Kentucky’s. Approxi-
mately half of the Arctic population lives in
Russia, which is ranked 114th (“mostly unfree”)
out of 180 countries in the 2017 Index of Eco-
nomic Freedom.*

The melting of Arctic ice during the sum-
mer months presents challenges for the U.S.
in terms of Arctic security, but it also provides
new opportunities for economic develop-
ment. Less ice will mean new shipping lanes,
increased tourism, and further exploration for
natural resources. Many of the shipping lanes
currently used in the Arctic are a considerable
distance from search and rescue facilities, and
natural resource exploration that would be
considered routine in other locations is com-
plex, costly, and dangerous in the Arctic.

The economic incentives for exploiting
these shipping lanes are substantial and will
drive Arctic nations to press their interests in
the region. For example, using the Northern
Sea Route (NSR) along the Russian coast cuts
the distance between Rotterdam and Shanghai
by 22 percent and saves hundreds of thousands
of dollars in fuel costs per ship, especially when
oil prices are high. Unlike in the Gulf of Aden,
no pirates are currently operating in the Arc-
tic, and piracy is unlikely to be a problem in
the future.

There is still a long way to go, however, be-
fore the NSR becomes a viable option. In 2016,
19 ships made the journey over the top of
Russia,” compared with the more than 16,833
that transited the Suez Canal,® and carried
only 214,513 tons of cargo.” The NSR did see
an increase in ships and cargo tonnage from

2015-2016, but volume remains well below
the volume of just a few years ago. In 2013, 71
vessels carrying a total of 1,355,000 tons of
cargo shipped along the route, indicating the
unpredictability of future shipping trends in
the Arctic.® While shipments between Asian
and European ports across the NSR remain
minimal, shipments between ports along the
NSRin 2016 were 35 percent higher than they
were in 2015.°

In June 2015, Russia adopted an Integrated
Development Plan for the Northern Sea Route
2015-2030. The plan outlines expectations
that NSR shipping volume will reach 80 mil-
lion tons by 2030.°Although the current re-
ality casts doubt on these projections, Russia
considers the Arctic to be a region of special
value and has accorded it high priority, going
so far in 2016 as to give the Federal Security
Service (FSB) full control of law enforcement
activities along the NSR."

The U.S. has an interest in stability and se-
curity in the Arctic because the U.S. is one of
the eight Arctic nations. The American com-
mitment to NATO is also relevant because four
of the five Arctic littoral powers are in NATO.'?
The U.S., however, is not well positioned in the
region. According to Admiral Paul Zukunft,
Commandant of the U.S. Coast Guard, “if you
look at this Arctic game of chess, if you will,
[the Russians have] got us at checkmate, right
from the very beginning if it does become a
militarized domain.”® The importance that
each country places on operating in the Arc-
tic is illustrated by the fact that Russia main-
tains a fleet of nearly 40 polar icebreakers, six
of which are nuclear powered, while the U.S.
Coast Guard sails only two—one of which is
over 40 years old.”*

Threats to Internal Stability. In recent
years, Europe has faced turmoil and instability
brought about by continued sluggish growth,
high government debt, high unemployment,
the threat of terrorist attacks, and a massive
influx of migrants. Political fragmentation
resulting from these pressures and disparate
views on how to solve them threaten to erode
stability even further.
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Russia has sought to seed and inflame dis-
cord by weaponizing migrant flows. Former
EUCOM Commander General Philip Breed-
love said in 2016 that by intentionally targeting
civilians in Syria, “Russia and the Assad regime
are deliberately weaponizing migration in an
attempt to overwhelm European structures
and break European resolve.””® The migrant
crisis was partly a result of Russian actions,
and the humanitarian, political, security, and
societal ripples are only beginning to extend
outward. Denmark’s Defense Minister has
underscored how Russian efforts to sow po-
litical fragmentation work: “[ The Russians]
know about internal relations between differ-
ent NATO countries and are good at fingering
sore points.”'

Economic freedom in the eurozone is se-
riously undermined by the excessive govern-
ment spending needed to support elaborate
welfare states. Many eurozone countries pur-
sue economic policies that hinder productiv-
ity growth and job creation, causing economic
stagnation and rapidly increasing levels of
public debt. Underperforming countries have
not made the structural reforms needed for
long-term adjustment. When asked to judge
the current state of their national economies,
56 percent of respondents in the EU and 60
percent of respondents in the eurozone char-
acterized it as “totally bad.”"” Investors are also
pessimistic; a recent survey found that “one
out of four investors now believes that at least
one euro zone member state will quit the single
currency in the next 12 months.”*® European
leaders are desperately seeking a way to keep
the eurozone together without addressing the
root causes of the crisis.

Many among Europe’s political elite believe
that deeper European integration, not prudent
economic policies, is the answer to Europe’s
problem, but there has been a public backlash
against deeper political and economic integra-
tion across much of Europe. In a June 2016 ref-
erendum on EU membership, the United King-
dom voted to leave the European Union. In
April 2016, Dutch voters voted against approv-
ing an EU-Ukraine Association agreementin a

countrywide referendum, largely seen as a pro-
test vote against the EU. Dissatisfaction with
the EU is also evident in France where about
half of its voters cast their ballots in the first
round of presidential elections for candidates
espousing anti-EU views. In the second round,
9 percent cast a blank ballot (a protest vote),
the highest level in the history of the Fifth
Republic.” This outcome is hardly surprising;
according to a 2016 Eurobarometer Poll, only
29 percent of people in France have a wholly
positive view of the EU, and 31 percent have a
negative view.2°

In 2016, the eurozone grew by 1.8 percent,*
a rate virtually unchanged from 2015’s 1.7
percent. As slow recovery has taken hold, the
manufacturing sector is performing especially
well.22 Growth and employment disparities,
however, remain problematic. Unemployment
across the 19-country bloc stands at 9.5 per-
cent, the lowest rate since January 2009 but
still very high. Greece has the highest unem-
ployment rate in the EU: 23.1 percent; Spain’s
is 18.0 percent. And youth unemployment in
the eurozone is 19.4 percent but reaches 45.2
percent in Greece, 41.5 percent in Spain, 35.2
percent in Italy, 28.8 percent in Croatia, and
25.4 percent in Portugal.?®

In addition, Europe’s banking sector is bur-
dened by $1.2 trillion in nonperforming loans—
three times the amount held by the U.S. bank-
ing sector.** The Italian banking sector’s woes
are especially troubling. In February, Italy’s
Parliament approved a law giving $21 billion
in taxpayer money to help prop up troubled
banks.? The interconnectedness of the global
economy and global financial system means
that any new economic crisis in Europe will
have profound impacts in the U.S. as well.

Since 2015, the continent has also had to
deal with a large migrant crisis. Conflicts in
Syria and Iraq, as well as open-door policies
adopted by several European nations—im-
portantly, Germany and Sweden in 2015—led
large numbers of migrants from across Africa,
Asia, and the Middle East to travel to Europe
in search of safety, economic opportunity, and
the benefits of Europe’s most generous welfare
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states. While a tenuous agreement with Tur-
key in March 2016 has largely capped migrant
flows through the Balkans and Greece, arrivals
have not stopped altogether. Rather, they have
decreased and shifted to a different theater.

In the first three months of 2017, over
20,000 migrants arrived in Europe via the Med-
iterranean Sea, 80 percent landing in Italy.?®
This represents a significant drop from the first
three months of 2016, when over 160,000 mi-
grants arrived via the Mediterranean, yet the
numbers are still significant. Instability in Lib-
ya, significant flows of migrants traveling from
sub-Saharan Africa, and the relative closure
of the route to Europe through Turkey mean
that flows from North Africa are currently the
primary route for migrants arriving in Europe.
According to the EU’s Frontex border agency,

“While the number of migrants from Asia and
the Middle East decreased, 2016 was marked
with an increase in migratory pressure from
Africa, in particular on the route from Libya
to Italy.” Frontex also notes that although 2016
saw a decrease in illegal border crossings from
the previous year, the 511,371 detections of il-
legal border crossings in 2016 remains well
above the 282,933 in 2014, the year before the
migrant crisis began in earnest.*

The migrant crisis and the response of
European governments have led to some in-
creased instability. They have buoyed fringe
political parties in some European nations and
already have imposed financial, security, and
societal costs. In Germany, for example, the
Federal Ministry of Finance expects to spend
over $86 billion from 2017-2020 “feeding,
housing and training refugees as well as help-
ing their home countries to stem the flow.”*®
The Swedish government will spend at least
€6.1 billion (approximately $7.9 billion) a
year on migrants until 2020, well above initial
estimates.?

The migrant crisis has had a direct impact
on NATO resources as well. In February 2016,
Germany, Greece, and Turkey requested NATO
assistance to deal with illegal trafficking and
illegal migration in the Aegean Sea.*® That
month, NATO’s Standing Maritime Group 2

deployed to the Aegean to conduct surveillance,
monitoring, and reconnaissance of smuggling
activities, and the intelligence gathered was
sent on to the Greek and Turkish coast guards
and to Frontex.®

Europe has also faced a series of terrorist at-
tacks over the past year including a Christmas
market attack in Berlin and high-profile attacks
in London, Nice, and Stockholm. In May, the
U.S. Department of State took the rare step of
issuing a travel alert for all of Europe, citing the
persistent threat from terrorism.** Although
terrorist attacks may not pose an existential
threat to Europe, they do affect security and
undermine U.S. allies by increasing instability,
forcing nations to spend more financial and
military resources on counterterrorism oper-
ations, and jeopardizing the safety of U.S. ser-
vicemembers, their families, and U.S. facilities
overseas. In April 2016, for example, an IS sym-
pathizer was convicted in the United Kingdom
of planning to carry out terrorist attacks on U.S.
military personnel stationed in the UK.**

U.S. Returning to Europe. Continued
Russian aggression in Ukraine and more ag-
gressive air and naval patrolling incidents in
the Baltic Sea region have caused the U.S. to
turnits attention back to Europe and reinvest
military capabilities on the continent. Gen-
eral Curtis M. Scaparrotti, Supreme Allied
Commander and EUCOM Commander, has
described the change as “returning to our his-
toric role as a warfighting command focused
on deterrence and defense.”®* In April 2014,
the U.S. launched Operation Atlantic Resolve
(OAR), a series of actions meant to reassure U.S.
allies in Europe, particularly those bordering
Russia. Under OAR, the U.S. returned a rota-
tional armored brigade combat team (BCT)
in January 2017. Moving 4,000 soldiers and
90 tanks back to Europe for a scheduled nine-
month deployment exposed some logistics
shortcomings.®® Units from the BCT deployed
to Bulgaria, Germany, Poland, Romania, and
initially to the Baltic States.?® Major General
Timothy McGuire, Deputy Commanding
General, U.S. Army Europe, characterized the
deployment as “a tangible sign of the United
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States’ commitment to maintaining peace on
this continent.”® The BCT’s training with al-
lies included taking part in the Saber Guardian
17 exercises, which consisted of 40,000 troops
from over 20 nations.*

It is important to note that basing limita-
tions and the cost of permanently stationing
large units overseas (especially when accom-
panied by families) led the Army to adopt a
heel-to-toe rotational policy, according to
which an armor brigade will arrive to replace
one going back to the U.S. so that there is no
break in coverage. The first iterations of this
new policy revealed how much had been for-
gotten about the skills needed to execute such
a deployment. Before its anticipated deploy-
ment in September 2017, for example, Dagger
Brigade reportedly faced both equipment and
manpower issues that made preparing for de-
ployment especially challenging.*

In addition to back-to-back rotations of
armor, the U.S. deployed an Aviation Brigade
consisting of 2,200 soldiers and 86 aircraft for
anine-month rotation beginning in February
2017 Based in Germany, the aviation brigade
forward deployed five Black Hawks and 50
troops to Lielvarde Air Base in Latvia and five
Black Hawks and 50 troops to Mihail Kogal-
niceanu Air Base in Romania. In April, eight
F-35As deployed overseas for the first time to
the UK. for month-long training and maneu-
vers with British and Dutch forces.*! At the end
of April, two F-35s arrived at Amari airbase
in Estonia for exercises.*? The same month,
a training deployment brought two F-35s to
Bulgaria.** According to General Scaparrotti,
the F-35 deployment “shows we are serious
about territorial integrity and will defend our
interests with the most advanced capabilities
our nation has to offer.”**

The U.S. Army has prepositioned additional
equipment across Europe as part of Opera-
tion Atlantic Resolve. A prepositioning site
in Eygelshoven, Netherlands, opened in De-
cember 2016 and will store 1,600 vehicles in-
cluding “M1 Abrams Tanks, M109 Paladin Self-
Propelled Howitzers and other armored and
support vehicles.”** A second site in Diilmen,

Germany, opened in May 2017 and will hold
equipment for an artillery brigade.*® Other
prepositioning sites include Zutendaal, Bel-
gium; Miesau, Germany; and Powidz, Poland.
The Polish site, which has been selected by
the Army for prepositioned armor and artil-
lery, is expected to cost $200 million (funded
by NATO) and will open in 2021.+

The naval component of OAR has consisted
in part of increased deployments of U.S. ships
to the Baltic and Black Seas. Additionally, the
Navy has taken part in bilateral and NATO ex-
ercises. For example, BALTOPS 2016, the 44th
iteration of exercises across the Baltic Sea re-
gion, involved more than 5,000 personnel, 43
ships, and more than 60 aircraft from Belgium,
Denmark, Estonia, Finland, France, Germany,
ITtaly, Latvia, Lithuania, the Netherlands, Nor-
way, Poland, Portugal, Spain, Sweden, the Unit-
ed Kingdom, and the United States.*®

In June 2014, in an effort to bolster OAR’s
transatlantic security measures, the U.S. an-
nounced a $1 billion European Reassurance
Initiative (ERI). For fiscal year (FY) 2017, the
Obama Administration proposed that ERI
funding be increased to $3.4 billion,* but a con-
tinuing resolution (CR) for FY 2017 hampered
some ERI efforts and fostered uncertainty. A
practical example is the addition of a 30mm
cannon to Stryker vehicles. The upgraded ve-
hicles for the “dragoons” resulted from a rec-
ognition that Russian upgrades have placed U.S.
forces at an “unacceptable risk” without the
cannon upgrade.’ However, ammunition for
the cannon is considered a new program and
cannot be started under a CR. Colonel Glenn
Dean, Program Manager for the Army’s Stryker
brigade combat team at Program Executive Of-
fice Ground Combat Systems, warned in April
that “if the CR does not lift next month I will
not have combat ammunition when I field that
vehicle next year.”” A budget request submit-
ted in May sought $4.8 billion in ERI funds, an
increase of $1.4 billion.

Testifying in March 2017, General Scap-
arrotti was clear about the importance
of ERI funding for returning to a posture
of deterrence:
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Thanks in large measure to ERI, over the last
12 months EUCOM has made demonstrable
progress. U.S. tanks have returned to Europe-
an soil. US. F-15s and F-22s have demonstrat-
ed air dominance throughout the theater. U.S.
naval forces have sailed throughout European
waters. EUCOM has operationalized its Joint
Cyber Center. With the approval of former
Secretary [Ashton] Carter, EUCOM delivered
the first new operational plan for the defense
of Europe in over 25 years.

ERI also supports high-end exercises and
training, improved infrastructure, and en-
hanced prepositioning of equipment and sup-
plies, while State Department and DOD funds
build partner capacity throughout Europe.®®

EUCOM states that ERI funding in 2017 will
expand the scope of the “28 joint and multi-
national exercises, which annually train more
than 18,000 U.S. personnel alongside 45,000
NATO Allies and Partnership for Peace person-
nel across 40 countries.”® In 2016, the U.S. Air
Force alone took part in 50 exercises and train-
ing deployments in the region.>® In April 2017,
U.S. F-22s and F-35s exercised in Virginia with
Royal Air Force Typhoons and French Rafales
to improve air combat integration involving
advanced aircraft.®® In June, U.S., British, Pol-
ish, Lithuanian, and Croatian troops taking
part in Saber Strike 17 exercised securing the
Suwalki Gap for the first time.””

The combat training center at Hohenfels,
Germany, is one of a very few located outside
of the continental United States at which
large-scale combined-arms exercises can be
conducted, and more than 60,000 U.S. and al-
lied personnel train there annually. U.S.-Eu-
ropean training exercises further advance U.S.
interests by developing links between Ameri-
ca’s allies in Europe and National Guard units
backin the U.S. At a time when most American
servicemembers do not recall World War II or
the Cold War, cementing bonds with allies in
Europe is a vital task. Currently, 22 nations
in Europe have a state partner in the U.S. Na-
tional Guard.*®

In addition to training with fellow NATO
member states, the U.S. Joint Multinational

Training Group-Ukraine (JMTG-U) will train
up to five Ukrainian battalions a year through
2020.%° Canada, Estonia, Latvia, Lithuania, and
the U.K. also participate in JMTG-U.%° The
U.S. also participates in the Ukrainian-hosted
peacekeeping exercise Rapid Trident and the
naval exercise Sea Breeze, held in the Black
Sea.®

Nevertheless, U.S. commanders still do not
have everything they need for proper deter-
rence. General Scaparrotti has testified that

“I need intelligence, surveillance and recon-
naissance in greater numbers than I have now
because to deter properly I have to be able to
have a good base line of Russia, in particular, so
T know when things change and can posture my
forces properly.”s> Because Russian exercises
could provide cover for a planned invasion, the
U.S.increased its presence in the Baltic region
during Russia’s planned Zapad exercises in
September, including taking over air policing,
positioning more ships in the Baltic Sea, and
potentially deploying a Patriot missile battery
temporarily to Lithuania.®

There also are nonmilitary threats to the
territorial integrity of NATO countries that the
alliance has only recently begun to find ways
to address. The most likely threat may come
not from Russian tanks rolling into a country
but from Russian money, propaganda, and
establishment of pro-Russia NGOs and other
advocacy groups, all of which can be leveraged
to undermine a state. Russia’s aggressive ac-
tions in Ukraine have proven how effective
these asymmetrical methods can be in creat-
ing instability, especially when coupled with
conventional power projection.

U.S. Nuclear Weapons in Europe. The
U.S. maintains tactical nuclear weapons in
Europe. It is believed that until the end of the
Cold War, the U.S. maintained approximately
2,500 nuclear warheads in Europe. Unofficial
estimates put the current figure at between 150
and 200 warheads based in Italy, Turkey, Ger-
many, Belgium, and the Netherlands.**

All of these weapons are free-fall grav-
ity bombs designed for use with U.S. and al-
lied dual-capable aircraft. The bombs are
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undergoing a Life Extension Program that it
is anticipated will add at least 20 years to their
life span.® In March 2017, the U.S. carried out
a successful test of a new B61-12 gravity bomb,
which Paul Waugh, Director of Air-Delivered
Capabilities at the Air Force’s nuclear division,
says “ensures the current capability for the air-
delivered leg of the US strategic nuclear triad
well into the future for both bombers and du-
al-capable aircraft supporting North Atlantic
Treaty Organization (NATO).”¢

In addition, NATO is a nuclear alliance.
According to its July 2016 Warsaw Sum-
mit Communiqué:

The circumstances in which NATO might have
to use nuclear weapons are extremely remote.
If the fundamental security of any of its mem-
bers were to be threatened however, NATO
has the capabilities and resolve to impose
costs on an adversary that would be unac-
ceptable and far outweigh the benefits that an
adversary could hope to achieve.”

Important Alliances and
Bilateral Relations in Europe

The United States has a number of impor-
tant multilateral and bilateral relationships
in Europe. First and foremost is NATO, the
world’s most important and arguably most
successful defense alliance, but other rela-
tionships also have a significant impact on the
ability of the U.S. to operate in and through the
European region.

The North Atlantic Treaty Organization.
NATO is an intergovernmental, multilateral se-
curity organization originally designed to de-
fend Western Europe from the Soviet Union. It
isthe organization that anchored the U.S. firmly
in Europe, solidified Western resolve during
the Cold War, and rallied European support
following the terrorist attacks on 9/11. Since its
creation in 1949, NATO has been the bedrock
of transatlantic security cooperation, and it is
likely to remain so for the foreseeable future.

Beginning in 2002, when alliance opera-
tions began in Afghanistan, NATO turned its
focus toward out-of-area operations, includ-
ing counterpiracy operations off the Horn of

Africa and an intervention in Libya that led to
the toppling of Muammar Qadhafi. More re-
cently, Russian aggression has led to a recent
renewed focus within NATO on collective de-
fense alongside moderate increases in defense
spending for some European NATO members.

NATO continues to refocus on collective de-
fense, while some voices within the alliance are
arguing for a greater focus on counterterror-
ism.%® In February 2016, at the request of Ger-
many, Greece, and Turkey, NATO’s Standing
NATO Maritime Group 2 (SNMG2) deployed
to the Aegean Sea to help stop illicit trafficking
in people, drugs, weapons, and other contra-
band in the Mediterranean. In October 2016,
NATO’s Operation Active Endeavor, created
in 2011, was terminated and was succeeded by
Operation Sea Guardian, which has a mission
of “maritime situational awareness, counter-
terrorism and capacity building.”®

Despite the ongoing debate within the alli-
ance over the degree of threat posed by migrant
flows and illicit activity in the Mediterranean
Sea versus that of Russian aggression, it is
clear that NATO continues to view Russia as
athreat.”

The shift back to collective defense began
at the 2014 Wales summit, when the alliance
introduced a Readiness Action Plan (RAP)
to reassure nervous member states and put
in motion “longer-term changes to NATO’s
forces and command structure so that the Al-
liance will be better able to react swiftly and
decisively to sudden crises.””* As part of the
RAP, following the 2014 Wales summit, NATO
announced the creation of a Very High Readi-
ness Joint Task Force (VJTF), “a new Allied
joint force that will be able to deploy within
afew days to respond to challenges that arise,
particularly at the periphery of NATO’s terri-
tory.””? A rotational plan for the VJTF’s land
component was established to maintain this
capability through 2023.” The VJTF also rep-
resents a significant improvement in deploy-
ment time. Part of the VJTF can deploy with-
in 48 hours, a marked improvement over the
month the VJITF’s predecessor, the Immediate
Response Force, needed to deploy.” According
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CHART 1

Few NATO Members Follow Defense Spending Guidelines

NATO members are expected to spend at least 2 percent of their GDP on defense,
and at least 20 percent of their defense spending is supposed to go to equipment.
Only four of the 28 countries—the U.S,, the U.K,, Poland, and Romania—do both.

EQUIPMENT AS A SHARE OF

DEFENSE SPENDING AS A SHARE OF GDP, 2017 DEFENSE EXPENDITURES, 2017

US. 3.58 I
Greece 2.32 NN
Estonia 2.14 I
UK. 2.14 I
Romania 2.02 _

Romania 46.49 I
Luxembourg 32.99
Lithuania 31.09 I
Turkey 30.40
Bulgaria 29.54 _

Poland 2.01 NG US. 28.55 I
France 1.79 Norway 25.65 _
Lithuania 1.77 : France 24.17 I
Latvia 1.70 Poland 22.50 nEEG—
Montenegro  1.66 UK. 22.03
Norway 1.59 ltaly 20.94 I
Bulgaria  1.57 Latvia 20.29 |EG—
Turkey 1.52 Slovak Rep. 20.16 IEG—_—_—_—
Portugal 1.32 Canada 19.42
Canada 131 Spain 19.31 :
Croatia 1.27 Estonia 19.27
Germany 1.22 Denmark 19.25
Albania 1.22 Albania 17.33
Slovak Rep.  1.19 Netherlands 16.80
Denmark 1.17 Greece 15.44
Netherlands  1.17 : Germany 14.08 :
ltaly  1.13 gclTI?ELlNE Hungary 13.29 :ﬁngELINE
Czech Rep. 1.07 1 2% Czech Rep. 12.90 1 20%
Hungary 1.05 : Portugal 10.31 :
Slovenia  1.02 Croatia 9.07
Spain  0.92 Montenegro  8.20
Belgium 0.91 Slovenia  6.09
Luxembourg 0.44 Belgium 5.30

NOTES: Figures are estimates for 2017 based on 2010 prices and exchange rates. Iceland is not listed because it has no military.
SOURCE: NATO, “Defence Expenditures of NATO Countries (2010-2017),” June 29, 2017, p. 3, http:/www.nato.int/
nato_static_fl2014/assets/pdf/pdf 2017_06/20170629 170629-pr2017-1M-en.pdf (accessed July 25, 2017).
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to an assessment published by the Norwegian
Institute of International Affairs, the entire
NATO Response Force (NRF), of which the
VJTF is a part, will undergo “a much more rig-
orous and demanding training program than
the old NRF. Future NRF rotations will see
many more snap-exercises and short notice
inspections.””®

This does not mean, however, that the VITF
and NRF are without their problems. For in-
stance, NATO reportedly believes that the VITF
would be too vulnerable during its deployment
phase to be utilized in Poland or the Baltics.”
Another concern is the 26,000 Initial Follow-
on Forces Group (IFFG), which makes up the
rest of the NRF and would deploy following the
VJTF. The IFFG reportedly would need 30-45
days to deploy in the event of a conflict.””

The centerpiece of NATO’s renewed focus
on collective defense is the four multinational
battalions stationed in Poland and the Baltic
States as part of the alliance’s Enhanced For-
ward Presence (EFP). In Estonia, the United
Kingdom serves as the framework nation,
with contributions from France in 2017 and
Denmark in 2018. In Latvia, Canada is the
framework nation, with Albania, Italy, Po-
land, Slovenia, Slovakia,”® and Spain providing
contributions. Germany serves as the frame-
work nation in Lithuania, with contributions
from Belgium, Luxembourg, the Netherlands,
Norway, and Croatia and France beginningin
2018. In Poland, the United States serves as
the framework nation, with Romania and the
United Kingdom contributing troops.” EFP
troops are under NATO command and con-
trol; a multinational divisional headquarters
will be created in Elblag, Poland, to coordi-
nate the battalions.?° In February, the Bal-
tic States signed an agreement to facilitate
the movement of NATO forces among the
countries.®!

At its July 2016 Warsaw Summit, NATO
agreed to create a multinational framework
brigade based in Craiova, Romania, under the
control of Headquarters Multinational Divi-
sion Southeast.®? In February 2017, following
a defense minister-level meeting of the North

Atlantic Council, NATO Secretary General Jens

Stoltenberg announced that “[e]ight Allies have

committed to provide brigade staff. And five

Allies have committed land and air forces for
training and air policing.” Stoltenberg also an-
nounced new maritime measures that include

“anincreased NATO naval presence in the Black

Sea for enhanced training, exercises and situ-
ational awareness, and a maritime coordina-
tion function for our Standing Naval Forces

when operating with other Allied forces in the

Black Searegion.” In April 2017, four Royal Air

Force Typhoons arrived in Romania for a four-
month air policing deployment.’*

Another key area in which NATO is seeking
to bolster its capabilities is development of a
robust response to increasing cyber threats
and threats from space. NATO has expressed
plans to spend $3.24 billion “to upgrade its sat-
ellite and computer technology over the next
three years.”®

The broad threat that Russia poses to Eu-
rope’s common interests makes military-to-
military cooperation, interoperability, and
overall preparedness for joint warfighting es-
pecially important in Europe, yet they are not
uniformly implemented. For example, day-to-
day interaction between U.S. and allied officer
corps and joint preparedness exercises have
been more regular with Western European
militaries than with frontier allies in Central
Europe, although the crisis in Ukraine has led
to new exercises with eastern NATO nations.
In the event of a national security crisis in Eu-
rope, first contact with an adversary might still
expose America’s lack of familiarity with allied
warfighting capabilities, doctrines, and opera-
tional methods.

Ballistic Missile Defense. At the Warsaw
summit, NATO announced the initial operat-
ing capability of the Ballistic Missile Defense
(BMD) system.®® An Aegis Ashore site in De-
veselu, Romania, became operational in May
2016.#” Other components include a forward-
based early-warning BMD radar at Kiirecik,
Turkey; BMD-capable U.S. Aegis ships forward
deployed at Rota, Spain;®® and a second Aegis
Ashore site in Redzikowo, Poland, which broke
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ground in May 2016 and is expected to be op-
erational next year.® Ramstein Air Base in Ger-
many hosts a command and control center.”®

In January, the Russian embassy in Nor-
way threatened that if the country contributes
ships or radar to NATO BMD, Russia “will have
to react to defend our security.”” Denmark,
which agreed in 2014 to equip at least one
frigate with radar to contribute to NATO BMD
and made further progress in 2016 toward this
goal, was threatened by Russia’s ambassador
in Copenhagen, who stated, “I do not believe
that Danish people fully understand the conse-
quences of what may happen if Denmark joins
the American-led missile defense system. If
Denmark joins, Danish warships become tar-
gets for Russian nuclear missiles.”?*

In 2011, the Netherlands announced “plans
to upgrade four air-defense frigates with ex-
tended long-range missile defense early-warn-
ing radars.”®® A decision on a BMD upgrade
path for Dutch Iver Huitfeldt-class frigates is
expected next year according to Chief of the
Naval Staff Rear Admiral Frank Trojahn.** In
December 2016, the German Navy announced
plans to upgrade radar on three F124 Sachsen-
class frigates in order to contribute sea-based
radar to NATO BMD.? In November 2015, the
UK. stated that it plans to build new ground-
based BMD radar as a contribution.®® It also
has been reported that Belgium intends to
procure M-class frigates that “will be able to
engage ex-atmospheric ballistic missiles.”®”
Belgium and the Netherlands are jointly pro-
curing the frigates, although the Dutch posi-
tion on BMD capabilities is not entirely clear.
NATO BMD is expected to be fully operational
by 2025.%

Quality of Armed Forces in the Region

As an intergovernmental security alliance,
NATO is only as strong as its member states.
Of NATO’s 29 members, 27 are European. Eu-
ropean countries collectively have more than
2 million men and women in uniform, yet by
some estimates, only 100,000 of them—a mere
5 percent—have the capability to deploy be-
yond their national borders.”

A 2017 RAND report found that France,
Germany, and the U.K. would face difficulty
in quickly deploying armored brigades to the
Baltics in the event of a crisis. The report con-
cludes that getting “deployments up to brigade
strength would take...a few weeks in the French
case and possibly more than a month in the
British or German case” and that “[a] single
armored brigade each appears to represent a
maximum sustainable effort. There are also
questions regarding their ability to operate at
the level required for a conflict with the Rus-
sians, whether because of training cutbacks,
neglected skills, or limited organic support
capabilities.” The report further states that

“the faster British, French, and German forces
needed to get to the Baltics, the more direct
assistance they would need from the United
States in the form of strategic airlift.”°

Article 3 of the 1949 North Atlantic Treaty,
NATO’s founding document, states that mem-
bers at a minimum will “maintain and develop
their individual and collective capacity to resist
armed attack.””! Only a handful of NATO mem-
bers can say that they are living up to their Arti-
cle 3commitment. In 2016, only five of 28 NATO
member states (Estonia, Greece, Poland, the
U.S., and the UK.) spent the required 2 percent
of gross domestic product (GDP) on defense.!*?
Recently, NATO total defense expenditures have
moved in an upward direction. In 2015,15 NATO
members increased defense spending in real
terms; in 2016, 16 NATO allies raised defense
spending as a share of GDP. Put another way, in
2016, NATO members collectively increased
spending by 3.8 percent, or $10 billion (not in-
cluding the U.S.).1* The number of members
meeting the 2 percent benchmark is expected
to increase to eight by 2018 with Latvia, Lithu-
ania, and Romania meeting the benchmark.

Germany. Germany took a major step for-
ward within NATO by serving as the frame-
work nation for the EFP in Lithuania. Germa-
ny has 450 troops and 200 vehicles, including
30 tanks, stationed there.!* In addition to sta-
tioning troops in the Baltics, Germany is the
second largest contributor to NATO’s Kosovo
Force (KFOR) mission and the third largest
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contributor to the Resolute Support mission
in Afghanistan.'® German troops also contrib-
ute to NATO’s Very High Readiness Joint Task
Force, as well as to Baltic Air Policing, with
Germany’s air force completing back-to-back
deployments out of Amari Air Base in Estonia
beginning in August 2016.'°°

In November, the Bundestag approved a
yearlong extension of the mandate for Ger-
many to participate in missions against IS in
the Middle East. Six German Tornados fly re-
connaissance missions out of Incirlik Air Base
in Turkey. A German refueling tanker also flies
out of Incirlik.'*” In 2016, German Tornadoes
flew 692 missions and the tanker aircraft flew
315 missions in support of the anti-IS coali-
tion. Germans also have crewed participating
AWACS aircraft and have helped to train and
equip Peshmerga forces in Iraq.'® Despite
tensions with Turkey, 240 German soldiers
remain based at Incirlik, and a further 15-20
Germans stationed at Konya air base are tak-
ing part in NATO AWACS missions.'” However,
German contributions come with caveats. Ac-
cording to one report, “German forces are not
authorized for combat missions and the con-
tribution is capped at 1,200 soldiers.”"'®

In 2017, Germany increased its defense
spending by €2 billion, although overall spend-
ing reached only 1.22 percent of GDP; spend-
ing on equipment increased from 14.5 percent
in 2016 to 16.2 percent in 2017 but was still
below the NATO benchmark of 20 percent.™!
The German Bundeswehr plans to have spent
€130 billion on armaments by 2030."** In May
2017, the government announced an $832 mil-
lion contract to upgrade 102 Leopard 2 tanks
from 2019-2023."3 According to an inspector
general’s report, however, only 38 percent of
Tornado fighters and 52 percent of Eurofight-
ers are fully operational, only one of three
A400M Transport Aircraft and four of 14 Mk 41
Sea King helicopters are fully operational, and
the Sea Kings are so outdated that repairs must
rely on “unconventional spare parts.” Army
systems are generally in better condition; 79
percent of Germany’s Leopard 2 Main Battle
Tanks are fully operational ™

Germany’s military faces institutional
challenges to procurement, including an un-
derstaffed procurement office and the need
for special approval by a parliamentary bud-
get committee for any expenditure of more
than €25 million."® In recent years, Germany
has put in place a number of joint procure-
ment agreements:

Joint procurement and maintenance pro-
grams with Norway on submarines, Lockheed
transport aircraft with France, tanker aircraft
with Benelux and Norway and drones with
France and Italy are all under way. While not
all details on these plans are fixed, the defense
spending on aircrafts and submarines alone
will amount to several billion euros. In addition,
Germany is creating joint military struc-

tures together with Romania and the Czech
Republic. With the United Kingdom, Berlin is
currently working on a defense roadmap to
deepen cooperation.11®

In February, Germany and Norway an-
nounced joint development and procurement
of naval anti-surface missiles.!'” In October,
Germany announced plans to purchase five
corvettes for its Navy at a total cost of €1.5
billion."®

The Bundeswehr plans to add 5,000 new
soldiers to its ranks along with 1,000 civil-
ians and 500 reservists by 2024."° In April
2017, the Bundeswehr established a new cy-
ber command, which initially will consist of
260 staff but eventually will number around
13,500 by the time it becomes fully operational
in 2021."*° The Army is a consistent target of
cyber-attacks and was subjected to 284,000
such attacks within the first nine weeks of 2017
alone, according to new cyber command head
Ludwig Leinhos.'*

In February, Germany decided to replace its
short-range air defense systems, a move that
could cost as much as €3.3 billion by 2030;
once complete, the upgrade will help to close
agap in Europe’s short-range air defense weap-
ons identified in 2016.'*2 A report that surfaced
in May revealed problems with the procure-
ment of A400M cargo aircraft and has raised
questions about whether or not Germany will
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have replacement transport aircraft ready
by 2021, the year its C-160 fleet is due to be
retired.'?

Germany also faces the financial and se-
curity challenges associated with a very large
influx of migrants. In April, Chancellor Angela
Merkel stated there was “no doubt” that some
refugees are a security threat to Germany.'**
The country spent €21.7 billion on migrants
in 2016, funds that otherwise might have been
spent on military capabilities more directly
relevant to NATO.'*

Although Germany is beginning to take on
alarger role within NATO and has taken some
decisions to strengthen its military capabili-
ties, the military remains underfunded and
underequipped. An April 2017 RAND report
stated that Germany “has only two battalions
with equipment modern enough to serve as a
worthy battlefield adversary for Russia.”'?¢ As
long as the public appetite for greater invest-
mentin defense and a greater role for Germany
as amilitary power remains tepid, the country
will continue to punch below its weight in the
security realm.

France. France sees itself as a global pow-
er, remains one of the most capable militaries
within the NATO alliance, and retains an inde-
pendent nuclear deterrent capability. Although
France rejoined NATO’s Integrated Command
Structure in 2009, it remains outside the alli-
ance’s nuclear planning group. Whether cur-
rent levels of funding will be sustained, how-
ever, is not certain. In July, French Chief of
Defense General Pierre de Villiers resigned
because of President Emmanuel Macron’s
budget plan, which would cut military spend-
ing by $979 million.'*’

France opened a cyber-operational com-
mand in December 2016. The Army plans to
employ 2,600 cyber soldiers supported by
600 cyber experts, along with 4,400 reservists,
as well as to invest €1 billion in this effort, by
2019.% French Defense Minister Jean-Yves Le
Drian stated in December that “[t]he threats
will grow. The frequency and sophistication
of attacks is increasing without respite.”
The French Ministry of Defense faced 24,000

external attacks in 2016, double the number
faced in 2015.13%°

France withdrew the last of its troops from
Afghanistan at the end of 2014, although all
French combat troops had left in 2012. All told,
France lost 89 soldiers and had 700 wounded
in Afghanistan.’® In September 2014, France
launched Opération Chammal, the name given
to the French contribution to the campaign
against the so-called Islamic State. France cur-
rently has 1,200 soldiers deployed in Opéra-
tion Chammal.”®?As of the end of January 2017,
French planes operating from bases in Jordan
and the United Arab Emirates, along with na-
val aircraft launched from the aircraft carrier
Charles De Gaulle, had dropped 2,300 bombs
against the IS, twice as many as French forces
dropped during operations in Libya in 2011.%
French artillery has taken part in supporting
the ground offensive against the IS since Sep-
tember 2016."** The pace of the Chammal oper-
ation is having a deleterious impact on French
forces according to French Air Force Chief of
Staff Andre Lanata. In addition to such other
problems as a shortage of drones and refueling
tankers, Lanata has stated that he is “having a
hard time (recruiting and retaining personnel)
in a number of positions, from plane mechan-
ics to intelligence officers, image analysts and
base defenders.”’*

In Europe, France has deployed 300 troops,
along with infantry fighting vehicles and
Leclerc main battle tanks, to Estonia,'*¢ con-
tributing to NATO’s Enhanced Forward Pres-
ence. French troops will deploy to Lithuania
in 2018 as part of the battlegroup stationed
in that nation.”®” In addition, the French mili-
tary is very active in Africa, with over 4,000
troops taking part in anti-terrorism opera-
tions in Burkina Faso, Chad, Mali, Mauritania,
and Niger as part of Operation Barkhane.'*®
France also has over 1,450 troops in Djibouti,
along with Mirage fighters, and troops in Céte
d’Ivoire, Gabon, and Senegal.’®

France recently added 11,000 soldiers to its
Army."*° In January 2015, France launched Op-
eration Sentinelle, deploying 11,000 troops to
protect the country from terrorist attacks; it is
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the largest operational commitment for French

forces. Operation Sentinelle soldiers helped to

foil an attack near the Louvre museum in Febru-
ary 2017 and an attempted attack on a soldier

patrolling Orly Airport in March.**? Along with

its successes, however, the operation has placed

significant strains on French forces. In a typical

year, French soldiers deploy for eight months,
two of them as part of Operation Sentinelle. To

counteract the strain, the government extended

deployment pay to soldiers taking part in Senti-
nelle and created a new “medal for Protection of
the Territory” for troops deployed for 60 days

in Sentinelle.™?

The United Kingdom. America’s most im-
portant bilateral relationship in Europe is the
Special Relationship with the United Kingdom.

In his famous 1946 “Sinews of Peace”
speech—now better known as his “Iron Cur-
tain” speech—Winston Churchill described
the Anglo-American relationship as one that
is based first and foremost on defense and mili-
tary cooperation. From the sharing of intelli-
gence to the transfer of nuclear technology, a
high degree of military cooperation has helped
to make the Special Relationship between the
U.S. and the U.K. unique. Then-U.K. Prime
Minister Margaret Thatcher made clear the
essence of the Special Relationship between
the UK. and the U.S. when she first met then-
U.S.S.R. President Mikhail Gorbachevin 1984:

“I am an ally of the United States. We believe
the same things, we believe passionately in the
same battle of ideas, we will defend them to the
hilt. Never try to separate me from them.”'**

Since the 9/11 terrorist attacks, the United
Kingdom has proven itself to be America’s
number one military partner. For example,
Britain provided 46,000 troops for the 2003
invasion of Iraq. At the height of this commit-
ment, the U.K. also deployed 10,000 troops to
one of the deadliest parts of Afghanistan—an
area that at its peak accounted for 20 percent
of the country’s total violence—while many
other NATO allies operated in the relative
safety of the North.

In 2015, the U.K. conducted a defense
review, the results of which have driven a

modest increase in defense spending and an

effort to reverse some of the cuts that had

been implemented pursuant to the previous

review in 2010. Through 2015, defense spend-
ing had dropped to 2.08 percent of GDP,'** and

U.K. forces suffered as a consequence. In 2016,
the U.K. moved to repair the damage in capa-
bility and capacity by increasing spending to

2.17 percent of GDP, with 22.56 percent of this

devoted to equipment purchases.'*® Though

its military is small in comparison to the

militaries of France and Germany, the UK.
maintains one of the most effective armed

forces in European NATO. Defense Secretary
Michael Fallon stated in February 2017 that
the U.K. will have an expeditionary force of
50,000 troops by 2025."*7 In recent years, it
has increased funding for its highly respected

Special Forces.

Provided funding is sustained, by 2020, the
Royal Air Force (RAF) will operate a fleet of
F-35 and Typhoon fighter aircraft, the latter
being upgraded to carry out ground attacks.
The RAF recently brought into service a new
fleet of air-to-air refuelers, which is particu-
larly noteworthy because of the severe short-
age of this capability in Europe. With the UK.,
the U.S. produced and has jointly operated an
intelligence-gathering platform, the RC-135
Rivet Joint aircraft, which has already seen
service in Mali, Nigeria, and Iraq and is now
part of the RAF fleet.

The U.K. operates seven C-17 cargo planes
and has started to bring the European A400M
cargo aircraft into service after years of delays.
The 2015 defense review recommended keep-
ing 14 C-130Js in service even though they
initially were going to be removed from the
force structure. The Sentinel R1, an airborne
battlefield and ground surveillance aircraft,
originally was due to be removed from the
force structure in 2015, but its service is be-
ing extended to at least 2025, and the U.K. will
soon start operating the P-8 Poseidon mari-
time patrol aircraft. The U.S. and UK. are in
discussions with regard to filling the U.K.’s an-
tisubmarine gap until the new P-8s come into
service in 2019."*¥ In November 2015, a French
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maritime patrol aircraft had to assist the Royal
Navy in searching for a Russian submarine off
the coast of Scotland.'*®

The Royal Navy’s surface fleet is based on
the new Type-45 Destroyer and the older Type-
23 Frigate. The latter will be replaced by the
Type-26 Global Combat Ship sometime in the
2020s. In total, the UK. operates only 19 frig-
ates and destroyers, which most experts agree
is dangerously low for the commitment asked
of the Royal Navy (in the 1990s, the fleet num-
bered nearly 60 surface combatants). Never-
theless, the Royal Navy still delivers a formi-
dable capability.

The U.K. will not have an aircraft carrier in
service until the first Queen Elizabeth-class
carrier enters service in the 2020s, although
the aircraft meant to operate from them have
yet to be acquired. This will be the largest
carrier operated in Europe. Two of her class
will be built, and both will enter service. Ad-
ditionally, the Royal Navy is introducing seven
Astute-class attack submarines as it phases out
its older Trafalgar-class. Crucially, the UK.
maintains a fleet of 13 Mine Counter Measure
Vessels (MCMVs) that deliver world-leading
capability and play an important role in Per-
sian Gulf security contingency planning.

Perhaps the Royal Navy’s most important
contribution is its continuous-at-sea, sub-
marine-based nuclear deterrent based on the
Vanguard-class ballistic missile submarine and
the Trident missile. In July 2016, the House
of Commons voted to renew Trident and ap-
proved the manufacture of four replacement
submarines to carry the missile. However, the
replacement submarines are not expected to
enter service until 2028 at the earliest."®

The UK. remains aleader inside NATO, tak-
ing over temporary responsibility for the VITF
in January and contributing 3,000 troops.”' In
March, 800 British troops arrived in Estonia,
where the UK. is the framework nation for
NATO’s EFP battalion in that country.'*> UK.
troops also contribute to the American-led bat-
talion in Poland. The Royal Air Force has taken
part in Baltic Air Policing four times, includ-
ing most recently from April-August 2016."** In

May 2017, four RAF Typhoons deployed to Ro-
mania for a four-month deployment support-
ing NATO’s Southern Air Policing mission.'”*

Turkey. Turkey remains an important U.S.
ally and NATO member, but the increasingly
autocratic presidency of Recep Tayyip Erdo-
gan and a recent thaw in relations between
Turkey and Russia have introduced troubling
challenges. Turkey has been an important U.S.
ally since the closing days of World War I1.
During the Korean War, it deployed a total of
15,000 troops and suffered 721 killed in action
and more than 2,000 wounded. Turkey joined
NATOin 1952, one of only two NATO members
(the other was Norway) that had aland border
with the Soviet Union. Today, it continues to
play an active role in the alliance, but not with-
out difficulties.

Turkey is vitally important to Europe’s en-
ergy security. It is the gateway to the resource-
rich Caucasus and Caspian Basin and controls
the Bosporus, one of the world’s most impor-
tant shipping straits. Several major gas and oil
pipelines run through Turkey. As new oilfields
are developed in the Central Asian states, and
given Europe’s dependence on Russian oil
and gas, Turkey can be expected to play an
increasingly important role in Europe’s en-
ergy security.

On July 15, 2016, elements of the Turkish
armed forces attempted a coup d’état against
the increasingly Islamist-leaning leadership
of President Erdogan. This was the fourth coup
attempt since 1960 (the fifth if one counts the
so-called postmodern coup in 1997). In each
previous case, the military was successful,
and democracy was returned to the people; in
this case, however, Erdogan immediately en-
forced a state of emergency and cracked down
on many aspects of government, the military,
and civil society. In July 2017, it was reported
that “about 50,000 people [had] been arrested
and 150,000 state workers including teachers,
judges and soldiers, [had] been suspended in
the crackdown under emergency rule which
was imposed soon after the attempted military
takeover.”'*> As of April, 10,732 police officers,
7463 members of the military, and 168 generals
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had been arrested.'* The post-coup crackdown
has had an especially negative effect on the mil-
itary. Turkey’s military is now suffering from
aloss of experienced generals and admirals as
well as an acute shortage of pilots, and NATO
Supreme Allied Commander General Scapar-
rotti has stated that Erdogan’s military purges
have “degraded” NATO’s capabilities.”
Although all opposition parties condemned
the coup attempt, the failed plot has enabled
Erdogan to consolidate more power. A refer-
endum that was approved by a narrow margin
in April granted the president’s office further
powers—such as eliminating the position
of prime minister in the government—most
of which will come into effect in 2019 after
presidential elections.’®® An interim report by
election observers from the Organization for
Security and Co-operation in Europe found an
“unlevel playing field” and stated that the two
sides of the campaign “did not have equal op-
portunities.”* Erdogan’s response to the coup
has further eroded Turkey’s democracy, once
considered a model for the region. In March,
Turkey blocked some cooperation between
NATO and partner countries over a contro-
versy with Austria related to the referendum.'®°
Senior government officials’ erratic and at
times hyperbolic statements alleging U.S. in-
volvement in the coup, combined with Erdo-
gan’s rapprochement with Russian President
Vladimir Putin, have brought U.S.-Turkish
relations to an all-time low. The U.S. decision
in May to arm Syrian Kurds of the People’s Pro-
tection Units (YPG) further angered Turkey,
which considers the YPG to be connected to
the Kurdistan Workers Party (PKK), which An-
kara haslong regarded as its primary threat.'s
Nevertheless, U.S. security interests in the
region lend considerable importance to Amer-
ica’s relationship with Turkey. Turkey is home
to Incirlik Air Base, a major U.S. and NATO air
base. Although Turkish officials have threat-
ened to close access to the base, they have not
yet done s0.2 One cause for optimism has been
NATO’s decision to deploy air defense batteries
to Turkey and increased AWACS flights in the
region after the Turkish government requested

them in late 2015.° In addition, after an initial
period of vacillation in dealing with the threat
from the Islamic State, a spate of IS attacks
that rocked the country has led Turkey to play
abigger role in attacking the terrorist group.

Turkey’s military contribution to inter-
national security operations still sets it apart
from many of the nations of Western Europe.
From August 2016-March 2017, Turkey con-
ducted Operation Euphrates Shield, a military
intervention in Syria with the goal of creat-
ing secure zones along the border that served
primarily to stop YPG militias from gaining
territory near the Turkish border.'** Turkish
officials have expressed anger over Ameri-
ca’s backing of Kurdish rebel forces fighting
the IS in Syria, and the objectives of Opera-
tion Euphrates Shield and proposed future
Turkish military involvement in Syria have
been called into question because of their
lack of alignment with U.S. and other nations’
objectives.!®

The Turks have deployed thousands of
troops to Afghanistan and have commanded
the International Security Assistance Force
(ISAF) twice since 2002. Turkey continues to
maintain more than 500 troops in Afghanistan
as part of NATO’s Resolute Support mission,
making it the sixth-largest troop contributor
out of 39 nations.'¢ The Turks also have con-
tributed to anumber of peacekeeping missions
in the Balkans, still maintain 313 troops in
Kosovo,'” and have participated in counter-
piracy and counterterrorism missions off the
Horn of Africa in addition to deploying planes,
frigates, and submarines during the NATO-led
operation in Libya.

Turkey has a 355,200-strong active-duty
military,'®® making it NATO’s second largest
after that of the United States. A number of
major procurement programs in the works
include up to 250 new Altay main battle tanks,
350 T-155 Firtina 155mm self-propelled how-
itzers, six Type-214 submarines, and more than
50 T-129 attack helicopters.'®®

With respect to procurement, the big-
gest area of contention between Turkey and
NATO is Turkey’s selection of a missile defense
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system. In September 2013, Turkey selected

China Precision Machinery Import-Export

Corporation (CPMIEC) for a $3.44 billion deal

to provide the system. NATO has said that no

Chinese-built system could be integrated into

any NATO or American missile defense system.
U.S. officials also have warned that any Turk-
ish company that acts as alocal subcontractor

in the program would face serious U.S. sanc-
tions because CPMIEC has been sanctioned

under the Iran, North Korea, and Syria Non-
proliferation Act.”° In November 2015, Turkey
cancelled the contract with CPMIEC."

In April 2017, Turkey’s Foreign Minister
stated that the country had an agreement in
principle to purchase Russian-made S-400
systems.””? However, it remains to be seen
whether the sale actually goes through, how
many units are purchased, and how the S-400s
fit into Turkey’s overall air defenses.'”® In April,
Turkish Defense Minister Fikri Isik stated that
no S-400s would be integrated into the NATO
air defense systems.'”

Geographically and geopolitically, Turkey
remains a key U.S. ally and NATO member. It
has been a constructive and fruitful security
partner for decades, and maintaining the rela-
tionship is in America’s interest. The challenge
for U.S. and NATO policymakers will be to nav-
igate Erdogan’s increasingly autocratic lead-
ership and discourage Ankara’s warming rela-
tions with Russia without alienating Turkey.

The Baltic States. The U.S. has a long his-
tory of championing the sovereignty and ter-
ritorial integrity of the Baltic States that dates
back to the interwar period of the 1920s. Since
regaining their independence from Russia in
the early 1990s, the Baltic States have been
staunch supporters of the transatlantic re-
lationship. Although small in absolute terms,
the three countries contribute significantly to
NATO in relative terms.

Estonia. Estonia has been a leader in the
Baltics in terms of defense spending and is one
of five NATO members to meet the 2 percent of
GDP spending benchmark.'” Although the Es-
tonian armed forces total only 6,400 active-du-
ty service personnel (including the army, navy,

and air force),'”¢ they are held in high regard

by their NATO partners and punch well above

their weight inside the alliance. Since 1996, al-
most 1,500 Estonian soldiers have served in the

Balkans. Between 2003 and 2011, 455 served

in Iraq. Perhaps Estonia’s most impressive de-
ployment has been to Afghanistan: more than

2,000 troops deployed between 2003 and 2014

and the second-highest number of deaths per

capita among all 28 NATO members. In 2015,
Estonia reintroduced conscription for men

ages 18-27, who must serve eight or 11 months

before being added to the reserve rolls.'””

Estonia has demonstrated that it takes de-
fense and security policy seriously, focusing its
defense policy on improving defensive capa-
bilities at home while maintaining the ability
to be a strategic actor abroad. Procurements
are expected to rise to $210 million by 2020."78
One recent joint procurement is with neigh-
boring Finland to acquire 12 South Korean-
built howitzers by 2021.7° Over the next few
years, Estonia will increase from one to two
the number of brigades in its order of battle; it
also is making efforts to increase its rapid reac-
tion reserve force from 18,000 to 21,000 troops
by 2022.'% This increase and modernization
includes the recently created Cyber Defence
League, a reserve force that relies heavily on
expertise found in the civilian sector. In 2017,
in an explicit step to strengthen their bilat-
eral relationship, Estonia and the U.S. signed
a defense cooperation agreement that builds
on the NATO-Estonia Status of Forces Agree-
ment to further clarify the legal framework for
U.S. troops in Estonia.'!

Latvia. Latvia’s recent military experience
also has been centered on operations in Iraq
and Afghanistan alongside NATO and U.S.
forces. Latvia has deployed more than 3,000
troops to Afghanistan and between 2003 and
2008 deployed 1,165 troops to Iraq. In addi-
tion, Latvia has contributed to a number of
other international peacekeeping and mili-
tary missions. These are significant numbers
considering that only 5,310 of Latvia’s troops
are full-time servicemembers; the remainder
are reserves.'s?
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In July 2016, Latvia’s Parliament approved
anew National Defense Concept that builds
on the 2012 iteration to chart a path to a
bright future for the Latvian National Armed
Forces. The document clearly defines Russia
as a threat to national security and states that

“[d]eterrence is enhanced by the presence of
the allied forces in Latvia.”"®® The concept lays
out a plan for the future that is described as

“strengthening the operational capability of the
National Armed Forces, the further integration
of the National Guard within the Armed Forces,
strengthening the Special Tasks Unit (special
operations forces), as well as boosting early-
warning capabilities, airspace surveillance and
air defense.”’®*

Latvia plans that a minimum of 8 percent of
its professional armed forces will be deployed
at any one time but will train to ensure that
no less than 50 percent will be combat-ready
to deploy overseas if required. In 2017, Latvia
spent 1.7 percent of GDP on defense, a 22 per-
cent increase over 2016.'% The government has
stated that the NATO benchmark of 2 percent
of GDP in defense spending will be met by 2018,
and the National Defense Concept lays out a
plan to spend no less than 20 percent of the
budget on new equipment.'#¢

Lithuania. Lithuania is the largest of the
three Baltic States, and its armed forces total
17,030 active-duty troops.'®” Lithuania has also
shown steadfast commitment to international
peacekeeping and military operations. Be-
tween 1994 and 2010, more than 1,700 Lithu-
anian troops were deployed to the Balkans
as part of NATO missions in Bosnia, Croatia,
and Kosovo. Between 2003 and 2011, Lithu-
ania sent 930 troops to Iraq. Since 2002, just
under 3,000 Lithuanian troops have served in
Afghanistan, a notable contribution divided
between a special operations mission along-
side U.S. and Latvian Special Forces and com-
mand of a Provisional Reconstruction Team
(PRT) in Ghor Province, making Lithuania
one of only a handful of NATO members to
have commanded a PRT. Lithuania continues
to contribute to NATO’s KFOR and Resolute
Support Missions.'®

Lithuanian Defense Minister Raimundas
Karoblis has stated that Russia’s propaganda
campaign against Lithuania is a serious threat:

“There are real parallels with Crimea’s annex-
ation [from Ukraine].... We are speaking of a
danger to the territorial integrity of Lithu-
ania.”’® In April 2017, a Lithuanian security
services exercise sought to counter a scenario
in which Russian special operations forces
infiltrated Lithuania after a train traveling
through the country broke down and “little
green men” disembarked.”® Also in April, U.S.
forces trained with Lithuanian troops with the
goal of integrating U.S. forces and capabilities
into Lithuanian defense planning.'! Lithu-
ania’s most recent intelligence service threat
assessment stated that upgrades to Russia’s
military in neighboring Kaliningrad mean that
an invasion of a Baltic country can be launched
in as little as 24 hours, sharpening Baltic State
concerns about NATO’s Article 5 commitment
to member states.'*

In 2017, Lithuania will spend around 1.8
percent of GDP on defense. In February, the
State Defense Council proposed 2.07 percent
of GDP for defense in 2018; procurements to
modernize its military include howitzers, in-
fantry fighting vehicles, air defense systems,
and (potentially) transport helicopters.'*?

In addition, Lithuania’s decision to build a
liquefied natural gas (LNG) import facility at
Klaipéda has begun to pay dividends, breaking
Russia’s natural gas monopoly in the region. In
2016, Norway overtook Russia as the top ex-
porter of natural gas to Lithuania.’* In June
2017, a Lithuanian energy company signed an
agreement to buy LNG directly from the U.S.'*>
In May, the Baltic States agreed to connect
their power grids (currently integrated with
Belarus and Russia) with Poland’s, with the
goal of creating a link to the rest of Europe and
decreasing dependence on Russian energy.'*

Poland. Situated in the center of Europe,
Poland shares a border with four NATO al-
lies, a long border with Belarus and Ukraine,
and a 144-mile border with Russia alongside
the Kaliningrad Oblast. Poland also has a 65-
mile border with Lithuania, making it the only
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NATO member state that borders any of the
Baltic States, and NATO’s contingency plans
for liberating the Baltic States in the event of
a Russian invasion are reported to rely heavily
on Polish troops and ports."”

Poland has an active military force of almost
100,000, including a 48,000-strong army with
985 main battle tanks.!® In November, Poland’s
Parliament approved a new 53,000-strong
territorial defense force to protect infrastruc-
ture and train in “unconventional warfare
tactics.”"® The force will cost €800 million
(roughly $1.04 billion) over three years. It re-
mains to be seen whether the new force will
eventually operate under the existing defense
command structure and whether the invest-
ment in money and manpower would not be
better utilized elsewhere.?° Ninety percent
of General Staff leadership and 80 percent of
Army leadership has left or has been replaced
following recent military reforms, introducing
ameasure of volatility into defense planning.>

Poland spent 2 percent of GDP on defense
in 2016 and nearly 26 percent on equipment,
reaching both NATO benchmarks.?? In April,
the defense ministry stated a goal to raise de-
fense spending to the level of 2.5 percent of GDP
by 2030.2%¢ Poland is looking at major equipment
purchases including new maritime patrol air-
craft and U.S.-made missile defense systems.?**

Although Poland’s focus is territorial defense,
ithas 192 troops deployed in Afghanistan as part
of NATO’s Resolute Support Mission.?*® In 2016,
Polish F-16s began to fly reconnaissance mis-
sions out of Kuwait as part of the anti-IS mis-
sion Operation Inherent Resolve.?*¢ Approxi-
mately 60 soldiers deployed to Iraq in 2015 as
trainers.?®” Poland’s air force has taken part in
Baltic Air Policing seven times since 2006, most
recently beginning in May 2017 when four F-16s
from the Netherlands took over.?°® Poland is
part of NATO’s EFP in Latvia and has 258 troops
taking part in NATO’s KFOR mission.?*

Current U.S. Military Presence in Europe

Former head of U.S. European Command
General Philip Breedlove has aptly described
the role of U.S. basing in Europe:

The mature network of U.S. operated bases

in the EUCOM AOR provides superb training
and power projection facilities in support of
steady state operations and contingencies in
Europe, Eurasia, Africa, and the Middle East.
This footprint is essential to TRANSCOM'’s
global distribution mission and also provides
critical basing support for intelligence, surveil-
lance, and reconnaissance assets flying sorties
in support of AFRICOM, CENTCOM, EUCOM,
U.S. Special Operations Command, and NATO
operations.21©

At its peak in 1953, because of the Soviet
threat to Western Europe, the U.S. had ap-
proximately 450,000 troops in Europe oper-
ating across 1,200 sites. During the early 1990s,
both in response to a perceived reduction in
the threat from Russia and as part of the so-
called peace dividend following the end of the
Cold War, U.S. troop numbers in Europe were
slashed. Today, around 62,000 U.S. forces re-
main in Europe, an 85 percent decrease in per-
sonnel and 75 percent reduction in basing from
the height of the Cold War.?"

Until 2013, the U.S. Army had two heavy bri-
gade combat teams in Europe, the 170th and
172nd BCTs in Germany; one airborne Infantry
BCT, the 173rd Airborne Brigade in Italy; and
one Stryker BCT, the 2nd Armored Calvary Reg-
iment in Germany, permanently based in Eu-
rope. Deactivation of the 170th BCT in October
2012, slightly earlier than the planned date of
2013, marked the end of a 50-year period during
which U.S. combat soldiers had been stationed
in Baumholder, Germany. Deactivation of the
172nd BCT took place in October 2013. In all,
this meant that more than 10,000 soldiers were
removed from Europe. The U.S. has returned
one armored BCT to Europe as part of continu-
ous rotations; according to General Breedlove,

“[t]he challenge EUCOM faces is ensuring it
is able to meet its strategic obligations while
primarily relying on rotational forces from the
continental United States.”*?

The U.S. is on pace to have only 17 main
operating bases left in Europe,?® primarily in
Germany, Italy, the United Kingdom, Turkey,
and Spain. The number of U.S. installations
has declined steadily since the Cold War when
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CHART 2

The Decline of U.S.
Basing in Europe

In 1987, the U.S. had 80 military
bases across Europe, but today
there are only 37. Additionally,
20 of the 32 major bases have
been closed since 1987.
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SOURCES: General Accounting Office, “U.S. Personnel in NATO Europe,” October 6, 1989, http://www.gao.gov/assets/150/
148159.pdf (accessed August 16, 2017); Stockholm International Peace Research Institute, United States Military Forces and
Installations in Europe (Oxford: Oxford University Press, 1989), https:/www.sipri.org/publications/1989/united-states-
military-forces-and-installations-europe (accessed August 16, 2017); and Heritage Foundation research.
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in 1990, for example, the U.S. Army alone had
more than 850 sites in Europe. Today, the total
number for all services is approximately 350.
In January 2015, the Department of Defense
announced the outcome of its European Infra-
structure Consolidation review, under which 15
minor sites across Europe were to be closed.**
The proposed closures would save $500 million
annually, but carrying them out would cost $1.4
billion.?”® In April, EUCOM announced that
these base closures were now under review:
“Considering the current European security
environment, itis a prudent measure to review
some of the decisions under the January 2015
European Infrastructure Consolidation ef-
fort.”?!6 Currently, the U.S. Army is scouting sites
in lower Saxony in northern Germany for the
potential basing of an additional 4,000 troops.?”
EUCOM’s stated mission is to conduct
military operations, international military
partnering, and interagency partnering to
enhance transatlantic security and defend the

United States as part of a forward defensive
posture. EUCOM is supported by four service
component commands and one subordinate
unified command: U.S. Naval Forces Europe
(NAVEUR); U.S. Army Europe (USAREUR);
U.S. Air Forces in Europe (USAFE); U.S. Ma-
rine Forces Europe (MARFOREUR); and
U.S. Special Operations Command Europe
(SOCEUR).

U.S. Naval Forces Europe. NAVEUR is
responsible for providing overall command,
operational control, and coordination for mar-
itime assets in the EUCOM and Africa Com-
mand (AFRICOM) areas of responsibility. This
includes more than 20 million square nautical
miles of ocean and more than 67 percent of the
Earth’s coastline.

This command is currently provided by the
U.S. Sixth Fleet based in Naples and brings
critical U.S. maritime combat capability to
an important region of the world. Some of
the more notable U.S. naval bases in Europe
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include the Naval Air Station in Sigonella, It-
aly; the Naval Support Activity Base in Souda

Bay, Greece; and the Naval Station at Rota,
Spain. Naval Station Rota is home to four ca-
pable Aegis-equipped destroyers.*® In addition,
the USS Mount Whitney, a Blue Ridge-class

command ship, is permanently based in the

region.?" This ship provides a key command-
and-control platform that was employed suc-
cessfully during the early days of the recent

Libyan operation.

In 2017, the U.S. allocated over $21 million
to upgrade facilities at Keflavik Air Station in
Iceland to enable operations of P-8 Poseidon
aircraft in the region.??* With a combat radius
of 1,200 nautical miles, the P-8 is capable of
flying missions over the entirety of the GIUK
(Greenland, Iceland, and United Kingdom)
Gap, which has seen an increase in Russian
submarine activity. The U.S. Navy expects to
complete the replacement of P-3s with P-8s by
FY 2019.2

The U.S. Navy also keeps a number of sub-
marines in the area that contribute to EU-
COM’s intelligence, surveillance, and recon-
naissance (ISR) capacities, but with increased
Russian naval activity, more are needed. In
March, General Scaparrotti testified that he
did not “have the carrier or the submarine
capacity that would best enable me to do my
job in EUCOM.”??2 Strong U.S.-U.K. military
cooperation helps the U.S. to keep submarine
assets integrated into the European theater.
The British Overseas Territory of Gibraltar,
for example, frequently hosts U.S. nuclear-
powered submarines. Docking U.S. nuclear-
powered submarines in Spain is problematic
and bureaucratic, making access to Gibraltar’s
Z berths vital. Gibraltar is the best place in the
Mediterranean to carry out repair work. The
U.S. Navy also has a fleet of Maritime Patrol
Aircraft and Reconnaissance Aircraft that op-
erate from U.S. bases in Italy, Greece, Spain,
and Turkey and complement the ISR capa-
bilities of U.S. submarines. In December, P-8s
operating out of Italy searched for Russian
subs near NATO’s Standing Maritime Group
assigned to the Mediterranean.?**

U.S. Army Europe. USAREUR was estab-
lished in 1952. Then as today, the U.S. Army
formed the bulk of U.S. forces in Europe. At
the height of the Cold War, 277,000 soldiers
and thousands of tanks, armored personnel
carriers, and tactical nuclear weapons were
positioned at the Army’s European bases. US-
AREUR also contributed to U.S. operations
in the broader region, such as the U.S. inter-
vention in Lebanon in 1985, when it deployed
8,000 soldiers for four months from bases in
Europe. In the 1990s, after the fall of the Ber-
lin Wall, USAREUR continued to play a vital
role in promoting U.S. interests in the region,
especially in the Balkans.

USAREUR is headquartered in Wiesbaden,
Germany. The core of USAREUR is formed
around the permanent deployment of two
BCTs: the 2nd Cavalry Regiment, based in
Vilseck, Germany, and the 173rd Airborne Bri-
gade in Italy, with both units supported by the
12th Combat Aviation Brigade out of Ansbach,
Germany. In addition, the U.S. Army’s 21st The-
ater Sustainment Command has helped the
U.S. military presence in Europe to become
an important logistics hub in support of Cen-
tral Command.

Recently, the 2nd Cavalry Regiment Field
Artillery Squadron began training on a Q-53
radar system, described as a “game changer.”?**
The unitis the first in the European theater to
acquire this system, which is expected to help
the Army monitor the border between NATO
and Russia more effectively.

Beginning in January, the 3rd Armored Com-
bat Team, 4th Infantry Division from Colorado
began rotating into Europe for nine months,
raising the number of Army BCTs in Europe to
three.* In May, an Army battalion of around
600 soldiers took part in an exercise to deploy
to Europe on short notice as part of U.S. efforts
to practice swift redeployments to Europe.?*

U.S. Air Forces in Europe. USAFE pro-
vides a forward-based air capability that can
support a wide range of contingency opera-
tions. USAFE originated as the 8th Air Force in
1942 and flew strategic bombing missions over
the European continent during World War I1.
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Headquartered at Ramstein Air Base, US-
AFE has seven main operating bases along with
88 geographically separated locations.?” The
main operating bases are the RAF bases at Lak-
enheath and Mildenhall in the UK., Ramstein
and Spangdahlem Air Bases in Germany, Lajes
Field in the Azores, Incirlik Air Base in Tur-
key, and Aviano Air Base in Italy. These bases
provide benefits beyond the European theater.
For example, speaking about the “invaluable”
importance of Incirlik Air Base to anti-IS op-
erations in Syria and Iraq, USAF Colonel John
Dorrian has said that “the entire world has been
made safer by the operations that have been
conducted there.”?*® Approximately 39,000
active-duty, reserve, and civilian personnel are
assigned to USAFE along with 200 aircraft.?*

U.S. Marine Forces Europe. MARFO-
REUR was established in 1980. It was originally
a “designate” component command, meaning
that it was only a shell during peacetime but
could bolster its forces during wartime. Its
initial staff was 40 personnel based in London.
By 1989, it had more than 180 Marines in 45
separate locations in 19 countries throughout
the European theater. Today, the command is
based in Boeblingen, Germany, and 140 of the
1,500 Marines based in Europe are assigned
to MARFOREUR.*° It was also dual-hatted as
Marine Corps Forces, Africa (MARFORAF),
under U.S. Africa Command in 2008.

In the past, MARFOREUR has supported
U.S. Marine units deployed in the Balkans and
the Middle East. MARFOREUR also supports
the Norway Air Landed Marine Air Ground
Task Force, the Marine Corps’ only land-
based prepositioned stock. The Marine Corps
has enough prepositioned stock in Norway to
support a force of 13,000 Marines for 30 days,
and the Norwegian government covers half
of the costs of the prepositioned storage. The
prepositioned stock’s proximity to the Arctic
region makes it of particular geostrategic im-
portance. In 2016, 6,500 pieces of equipment
from the stock were utilized for the Cold Re-
sponse exercise.*!

Crucially, MARFOREUR provides the U.S.
with rapid reaction capability to protect U.S.

embassies in North Africa. The Special-Pur-
pose Marine Air-Ground Task Force-Crisis

Response-Africa (SPMAGTF) is currently lo-
cated in Spain, Italy,and Romania and provides

aresponse force of 1,550 Marines. SPMAGTF

has KC-130J Hercules and V-22 Osprey aircraft,
but six of the 12 Ospreys were sent back to the

U.S.in 2016 as a result of defense budget cuts.
Marine Corps General Joseph Dunford, cur-
rent Chairman of the Joints Chief of Staff, said

that this reduction in strength “does reduce the

[unit’s] flexibility, it reduces the depth.”?*

In July 2015, Spain and the United States
signed the Third Protocol of Amendment to
the U.S.-Spanish Agreement for Defense and
Cooperation, which allows the U.S. Marine
Corps to station up to 2,200 military personnel,
21 aircraft, and 500 non-military employees
permanently at Morén Air Base. The Defense
Department stated that “a surge capability
was included in the amendment of another
800 dedicated military crisis-response task
force personnel and 14 aircraft at Moron, for
a total of 3,500 U.S. military and civilian per-
sonnel and 35 aircraft.”?*® In January 2017,
285 Marines began a rotational deployment
to Vaernes, Norway, to train and exercise with
Norwegian forces.?** The presence of the Ma-
rines led some Russian officials to threaten
that Norway could become a target for Russian
strategic weapons.?®

The Marine Corps maintains a Black Sea
Rotational Force (BSRF) composed of ap-
proximately 400 Marines that rotate to the
Black Sea region (based in Romania) to con-
duct training events with regional partners.?*

U.S. Special Operations Command Eu-
rope. SOCEUR is the only subordinate unified
command under EUCOM. Its origins are in the
Support Operations Command Europe, and it
was initially based in Paris. This headquarters
provided peacetime planning and operational
control of special operations forces during
unconventional warfare in EUCOM’s area of
responsibility. In 1955, the headquarters was
reconfigured as a joint task force and renamed
Support Operations Task Force Europe (SOT-
FE) and later Special Operations Task Force
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Europe. When French President Charles de
Gaulle forced American troops out of France
in 1966, SOTFE relocated to its current head-
quarters in Panzer Kaserne near Stuttgart,
Germany, in 1967. It also operates out of RAF
Mildenhall. In 1982, it was redesignated for a
fourth time as U.S. Special Operations Com-
mand Europe.

Due to the sensitive nature of special op-
erations, publicly available information is
scarce. However, it has been documented that
SOCEUR elements participated in various ca-
pacity-building missions and civilian evacua-
tion operations in Africa; took an active role
in the Balkans in the mid-1990s and in combat
operations in the Iraq and Afghanistan wars;
and most recently supported AFRICOM’s
Operation Odyssey Dawn in Libya. SOCEUR
also plays an important role in joint training
with European allies; since June 2014, it has
maintained an almost continuous presence in
the Baltic States and Poland in order to train
special operations forces in those countries.?*”

The FY 2018 DOD budget request included
over $105 million for various special opera-
tions programs and functions through ERI.
This funding is intended to go to such projects
as enhancement of special operations forces’
staging capabilities and prepositioning in Eu-
rope, exercise support, enhancement of intel-
ligence capabilities, and partnership activities
with Eastern and Central European allies’ spe-
cial operations forces.?*

EUCOM has played an important role in
supporting other combatant commands, such
as CENTCOM and AFRICOM. Of the 65,000
U.S. troops based in Europe, almost 10,000 are
there to support other combatant commands.
The facilities available in EUCOM allowed the
U.S. to play aleading role in combating Ebola in
western Africa during the 2014 outbreak.

In addition to CENTCOM and AFRICOM,
U.S. troops in Europe have worked closely
with U.S. Cyber Command (CYBERCOM) to
implement Department of Defense cyber pol-
icy in Europe and to bolster the cyber defense
capabilities of America’s European partners.
This work has included hosting a number of

cyber-related conferences and joint exercises
with European partners.

In the past year, there have been significant
improvements in cyber security in Europe.
This improvement includes operationalization
of EUCOM’s Joint Cyber Center.?* EUCOM
has also supported CYBERCOM’s work inside
NATO by becoming a full member of the NATO
Cooperative Cyber Defense Center of Excel-
lence in Tallinn, Estonia.

Key Infrastructure and
Warfighting Capabilities

One of the major advantages of having U.S.
forces in Europe is the access it provides to lo-
gistical infrastructure. For example, EUCOM
supports the U.S. Transportation Command
(TRANSCOM) with its array of airbases and
access to ports throughout Europe. EUCOM
supported TRANSCOM with work on the
Northern Distribution Network (NDN), which
supplied U.S. troops in Afghanistan during ma-
jor combat operations there. Today, Mihail
Kogalniceanu Air Base in Romania is a major
logistics and supply hub for U.S. equipment
and personnel traveling to the Middle East
region.?*°

Europe is a mature and advanced operat-
ing environment. America’s decades-long
presence there means that the U.S. has tried
and tested systems that involve moving large
numbers of matériel and personnel into, inside,
and out of the continent. This offers an oper-
ating environment second to none in terms
of logistical capability. For example, there are
more than 166,000 miles of rail line in Europe
(not including Russia), and an estimated 90
percent of roads in Europe are paved. The U.S.
enjoys access to a wide array of airfields and
ports across the continent.

ERI has supported infrastructure improve-
ments across the region. Two major projects
funded include a replacement hospital at
Landstuhl in Germany. When completed in
2022, the new permanent facility “will provide
state-of the-art combat and contingency medi-
cal support to service members from EUCOM,
AFRICOM and CENTCOM.”*' ERI funds are
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also contributing to creation of the Joint Intel-
ligence Analysis Center, which will consolidate

intelligence functions formerly spread across

multiple bases and “strengthen EUCOM,
NATO and UK intelligence relationships.”?*2

Some of the world’s most important ship-
ping lanes are also in the European region. In
fact, the world’s busiest shipping lane is the
English Channel, through which pass 500 ships
a day, not including small boats and pleasure
craft. Approximately 90 percent of the world’s
trade travels by sea. Given the high volume of
maritime traffic in the European region, no
U.S. or NATO military operation can be un-
dertaken without consideration of how these
shippinglanes offer opportunity—and risk—to
America and her allies. In addition to the Eng-
lish Channel, other important shipping routes
in Europe include the Strait of Gibraltar; the
Turkish Straits (including the Dardanelles and
the Bosporus); the Northern Sea Route; and
the Danish Straits.

Strait of Gibraltar. The Strait of Gibraltar
connects the Mediterranean Sea with the At-
lantic Ocean and separates North Africa from
Gibraltar and Spain on the southernmost point
of the Iberian Peninsula. The strait is about 40
miles long and approximately eight miles wide
at its narrowest point. More than 200 cargo
vessels pass through the Strait of Gibraltar
every day, carrying cargoes to Asia, Europe,
Africa, and the Americas.

The strait’s proximity to North Africa, com-
bined with its narrowness, has presented secu-
rity challenges for U.S. and allied warships. In
2002, Moroccan security forces foiled an al-
Qaeda plot to attack U.S. and U.K. naval ships
in the Strait of Gibraltar using the same tactics
that had been used in the attack on the USS
Cole. A 2014 article in the al-Qaeda English-
language publication Resurgence urged attacks
on oil tankers and cargo ships crossing the
Strait of Gibraltar as a way to cause “phenom-
enal” damage to the world economy.?*?

The Turkish Straits (Including the Dar-
danelles and the Bosporus). These straits
are long and narrow: 40 and 16 miles long,
respectively, with the narrowest point in the

Bosporus, which connects the Black Sea with
the Sea of Marmara, only 765 yards wide. Ap-
proximately 46,000 ships each year transit the
straits, including more than 5,600 tankers.?**

The 1936 Montreux Convention gave Tur-
key control of the Bosporus and placed limita-
tions on the number, transit time, and tonnage
of naval ships from non-Black Sea countries
that can use the straits and operate in the Black
Sea.?*> This places limitations on U.S. Navy op-
eration in the Black Sea. The U.S. Navy spent
207 days in the Black Sea in 2014, 150 days in
2015, and only 58 days in 2016.**

GIUK Gap. This North Atlantic naval cor-
ridor between Greenland, Iceland, and the
United Kingdom is strategically vital. During
the Cold War, Soviet submarines, bombers, and
reconnaissance aircraft traversed the GIUK
Gap to gain access to the Atlantic Ocean from
the northern Russian coast. Recent increased
Russian activity through and near the GIUK
Gap has led the U.S. to return military assets
to Keflavik in southwest Iceland.

The Danish Straits. Consisting of three
channels connecting the Baltic Sea to the
North Sea via the Kattegat and Skagerrak seas,
the Danish Straits are particularly important
to the Baltic Sea nations as a way to import and
export goods. This is especially true for Rus-
sia, which increasingly has been shipping its
crude oil exports to Europe through its Bal-
tic ports.>*” Russian oil companies have an-
nounced plans to stop the use of foreign ports
on the Baltic Sea to export crude by 2018, say-
ing that they will focus instead on increased
use of Russian ports.?*® More than 125,000
ships per year transit these straits.?*

Geostrategic Islands in the Baltic Sea.
Three other critically important locations are
the Aland Islands (Finnish); Gotland Island
(Swedish); and Borholm Island (Danish). The
Aland Islands have been demilitarized since the
1856 Treaty of Paris ending the Crimean War
and have always been considered the most im-
portant geostrategic piece of real estate in the
Baltic Sea. Gotland Island is strategically locat-
ed halfway between Sweden and Latvia in the
middle of the Baltic Sea. Sweden maintained a
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permanent military garrison on the island for

hundreds of years until 2005. At the height of
the Cold War, 15,000-20,000 Swedish military
personnel were stationed on Gotland.?*° To-
day, Sweden is standing up a 300-strong Battle

Group Gotland, to be fully established on the

island by 2018.1n 2017, Sweden will spend $45

million to improve the battlegroup’s prepared-
ness and anti-aircraft capabilities.? The mili-
tary facilities will need to be reconstituted, as

most were sold for civilian use after 2005. In

September 2017, around 1,000 U.S. forces will

take part in the Aurora exercise in and around

Gotland.*? Bornholm Island is strategically lo-
cated at the mouth of the Baltic Sea.

In March 2015, Russia carried out a large-
scale training exercise with up to 33,000
soldiers, which included the capture of the
Aland, Gotland, and Borholm islands as part
of its scenario. Reinforcing the Baltic region
would be nearly impossible without control of
these islands.

The biggest danger to infrastructure assets
in Europe pertains to any potential NATO
conflict with Russia in one or more of NATO’s
eastern states. In such a scenario, infrastruc-
ture would be heavily targeted in order to deny
or delay the alliance’s ability to move the sig-
nificant numbers of manpower, matériel, and
equipment that would be needed to retake any
territory lost during an initial attack. In such
a scenario, the shortcomings of NATO’s force
posture would become obvious.

Conclusion

Overall, the European region remains a
stable, mature, and friendly operating environ-
ment. Russia remains the preeminent threat to

the region, both conventionally and noncon-
ventionally, and the impact of the migrant cri-
sis, continued economic sluggishness, threat

from terrorism, and political fragmentation

increase the potential for internal instability.
The threats emanating from the previously
noted arc of instability that stretches from the

eastern Atlantic Ocean to the Middle East and

up to the Caucasus through Russia and into the

Arctic have spilled over into Europe itself in

the form of terrorism and migrants arriving on

the continent’s shores.

America’s closest and oldest allies are lo-
cated in Europe. The region is incredibly im-
portant to the U.S. for economic, military, and
political reasons. Perhaps most important,
the U.S. has treaty obligations through NATO
to defend the European members of that alli-
ance. If the U.S. needs to act in the European
region or nearby, there is a history of interop-
erability with allies and access to key logisti-
cal infrastructure that makes the operating
environment in Europe more favorable than
the environment in other regions in which U.S.
forces might have to operate.

The past year saw continued U.S. reen-
gagement with the continent both militarily
and politically along with modest increases
in European allies’ defense budgets and capa-
bility investment. NATO continued its steady
progression toward strengthening its deter-
rence posture in the East and reaffirmed that
it remains a nuclear alliance. NATO’s biggest
challenges pertain to continued underinvest-
ment from European members, a tempestuous
Turkey, and a return to collective defense that
isundermined by disparate threat perceptions
within the alliance.

Scoring the European Operating Environment

As noted at the beginning of this section,
various considerations must be taken into ac-
countin assessing the regions within which the
U.S. may have to conduct military operations
to defend its vital national interests against
threats. Our assessment of the operating

environment utilized a five-point scale, rang-
ing from “very poor” to “excellent” conditions

and covering four regional characteristics of
greatest relevance to the conduct of mili-
tary operations:
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. Very Poor. Significant hurdles exist for

military operations. Physical infrastruc-
ture is insufficient or nonexistent, and
the region is politically unstable. The U.S.
military is poorly placed or absent, and
alliances are nonexistent or diffuse.

. Unfavorable. A challenging operating

environment for military operations is
marked by inadequate infrastructure,
weak alliances, and recurring political in-
stability. The U.S. military is inadequately
placed in the region.

. Moderate. A neutral to moderately favor-

able operating environment is character-
ized by adequate infrastructure, a mod-
erate alliance structure, and acceptable
levels of regional political stability. The
U.S. military is adequately placed.

. Favorable. A favorable operating envi-

ronment includes good infrastructure,
strong alliances, and a stable political en-
vironment. The U.S. military is well placed
in the region for future operations.

. Excellent. An extremely favorable

operating environment includes well-es-
tablished and well-maintained infrastruc-
ture, strong capable allies, and a stable
political environment. The U.S. military
is exceptionally well placed to defend

U.S. interests.

The key regional characteristics consist of:

. Alliances. Alliances are important for

interoperability and collective defense, as
allies would be more likely to lend support
to U.S. military operations. Various indica-
tors provide insight into the strength or
health of an alliance. These include wheth-
er the U.S. trains regularly with countries
in the region, has good interoperability
with the forces of an ally, and shares intel-
ligence with nations in the region.

b. Political Stability. Political stability

brings predictability for military planners
when considering such things as tran-

sit, basing, and overflight rights for U.S.
military operations. The overall degree of
political stability indicates whether U.S.
military actions would be hindered or en-
abled and considers, for example, whether
transfers of power in the region are gener-
ally peaceful and whether there have been
any recent instances of political instability
in the region.

. U.S. Military Positioning. Having mili-

tary forces based or equipment and sup-
plies staged in a region greatly facilitates
the United States’ ability to respond to
crises and, presumably, achieve successes
in critical “first battles” more quickly.
Being routinely present in a region also
assists in maintaining familiarity with its
characteristics and the various actors that
might try to assist or thwart U.S. actions.
With this in mind, we assessed whether or
not the U.S. military was well positioned
in the region. Again, indicators included
bases, troop presence, prepositioned
equipment, and recent examples of mili-
tary operations (including training and
humanitarian) launched from the region.

. Infrastructure. Modern, reliable, and

suitable infrastructure is essential to
military operations. Airfields, ports, rail
lines, canals, and paved roads enable the
U.S. to stage, launch operations from, and
logistically sustain combat operations. We
combined expert knowledge of regions
with publicly available information on
critical infrastructure to arrive at our
overall assessment of this metric.

For Europe, scores this year remained

steady, with no substantial changes in any in-
dividual categories or average scores. The 2018
Index again assesses the European Operating
Environment as “favorable”:
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¢ Alliances: 4—Favorable e Infrastructure: 4—Favorable

e Political Stability: 4—Favorable Leading to a regional score of: Favorable

o U.S. Military Positioning: 3—Moderate
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Middle East

trategically situated at the intersection of

Europe, Asia, and Africa, the Middle East
has long been an important focus of United
States foreign policy. U.S. security relation-
ships in the region are built on pragmatism,
shared security concerns, and economic in-
terests, including large sales of U.S. arms to
countries in the region that are seeking to
defend themselves. The U.S. also maintains a
long-term interest in the Middle East that is
related to the region’s economic importance as
the world’s primary source of oil and gas.

The region is home to a wide array of cul-
tures, religions, and ethnic groups, including
Arabs, Jews, Kurds, Persians, and Turks, among
others. It also is home to the three Abrahamic
religions of Judaism, Christianity, and Islam,
in addition to many smaller religions like the
Bahd’i, Druze, Yazidi, and Zoroastrian faiths.
The region contains many predominantly
Muslim countries as well as the world’s only
Jewish state.

The Middle East is deeply sectarian, and
these long-standing divisions, exacerbated
by religious extremists vying for power, are
central to many of the challenges that the re-
gion faces today. In some cases, these sectar-
ian divides go back centuries. Contemporary
conflicts, however, have less to do with these
histories than they do with modern extremist
ideologies and the fact that modern-day bor-
ders often do not reflect the region’s cultural,
ethnic, or religious realities. Today’s borders
are often the results of decisions taken by the
British, French, and other powers during and
soon after World War I as they dismantled the
Ottoman Empire.!

In a way not understood by many in the
West, religion remains a prominent fact of dai-
ly life in the modern Middle East. At the heart
of many of the region’s conflicts is the friction
within Islam between Sunnis and Shias. This
friction dates back to the death of the Prophet
Muhammad in 632 AD.2 Sunni Muslims, who
form the majority of the world’s Muslim popu-
lation, hold power in most of the Arab coun-
tries in the Middle East.

Viewing the current instability in the Mid-
dle East through the lens of a Sunni-Shia con-
flict, however, does not show the full picture.
The cultural and historical division between
Persians and Arabs has reinforced the Sunni-
Shia split. The mutual distrust of many Arab/
Sunni powers and the Persian/Shia power
(Iran), compounded by clashing national and
ideological interests, has fueled instability, in-
cluding in Bahrain, Iraq, Lebanon, Syria, and
Yemen. Sunni extremist organizations such as
al-Qaeda and the Islamic State have exploited
sectarian and ethnic tensions to gain support
by posing as champions of Sunni Arabs against
Iran, Syria’s Alawite-dominated regime, and
other non-Sunni governments and movements.

Current regional demographic trends also
are destabilizing factors. The Middle East con-
tains one of the world’s youngest and fastest-
growing populations. In most of the West, this
would be viewed as an advantage, but not in the
Middle East. Known as “youth bulges,” these
demographic tsunamis have overwhelmed
the inadequate political, economic, and edu-
cational infrastructures in many countries, and
the lack of access to education, jobs, and mean-
ingful political participation fuels discontent.
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Because more than 60 percent of the region’s
inhabitants are less than 25 years old, this
demographic bulge will continue to have a
substantial effect on political stability across
the region.

The Middle East contains more than half
of the world’s oil reserves and is the world’s
chief oil-exporting region. As the world’s big-
gest oil consumer, the U.S. has a vested interest
in maintaining the free flow of oil and gas from
the region. This is true even though the U.S. ac-
tually imports relatively little of its oil from the
Middle East.? Oil is a fungible commodity, and
the U.S. economy remains vulnerable to sud-
den spikes in world oil prices.

Because many U.S. allies depend on Middle
East oil and gas, there is also a second-order ef-
fect for the U.S. if supply from the Middle East
is reduced or compromised. For example, Ja-
pan (the world’s third largest economy) is the
world’s largest liquefied natural gas (LNG) im-
porter, accounting for 32 percent of the global
market share of LNG demand.* Qatar is the
second largest supplier of LNG to Japan. In
2016, another U.S. ally in Asia—South Korea,
the world’s 15th largest economy®—depended
on the Middle East for 82 percent of its im-
ports of crude 0il.° The U.S. itself might not be
dependent on Middle East oil or LNG, but the
economic consequences arising from a major
disruption of supplies would ripple across
the globe.

Financial and logistics hubs are also grow-
ing along some of the world’s busiest trans-
continental trade routes. One of the region’s
economic bright spots in terms of trade and
commerce is found in the Persian Gulf. The
emirates of Dubai and Abu Dhabi in the Unit-
ed Arab Emirates (UAE), along with Qatar, are
competing to become the region’s top financial
center. Although many oil-exporting countries
recovered from the 2008 financial crisis and
subsequent recession, they have since experi-
enced the deepest economic downturn since
the 1990s as a result of falling oil prices.” Vari-
ous factors such as weak demand, infighting
within the Organization of the Petroleum Ex-
porting Countries (OPEC), and increased U.S.

domestic oil production have contributed to
these plunging oil prices.?

Nevertheless, the Middle East is full of eco-
nomic extremes. For example:

e Qataris the world’s wealthiest country in
terms of gross domestic product (GDP)
per capita; Yemen, a mere 700 miles away,
ranks 198th.’

e Saudi Arabia has 265 billion barrels of
proven oil reserves. It shares a nearly 500-
mile border with Jordan, which has just 1
million barrels of proven oil reserves.

e According to the 2017 Index of Economic
Freedom, published by The Heritage
Foundation, the UAE ranks 8th in the
world in terms of economic freedom; Iran,
located just across the Persian Gulf, ranks
155th.!°

These disparities are made worse by gov-
ernment corruption across most of the region,
which not only squanders economic and hu-
man resources, but also restricts economic
competition and hinders the development of
free enterprise.

The economic situation is part of what
drives the Middle East’s political environment.
The lack of economic freedom was an impor-
tant factor leading to the Arab Spring uprisings,
which disrupted economic activity, depressed
foreign and domestic investment, and slowed
economic growth.

The political environment has a direct bear-
ing on how easily the U.S. military can operate
in aregion. In many Middle Eastern countries,
the political situation remains fraught with
uncertainty. The Arab Spring uprisings that
began in early 2011 formed a regional sand-
storm that eroded the foundations of many
authoritarian regimes, erased borders, and de-
stabilized many countries in the region. Even
so, the popular uprisings in Tunisia, Libya,
Egypt, Bahrain, Syria, and Yemen did not usher
in a new era of democracy and liberal rule, as
many in the West were hoping. At best, these
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uprisings made slow progress toward demo-
cratic reform. At worst, they added to politi-
cal instability, exacerbated economic problems,
and contributed to the rise of Islamist extrem-
ists. Six years later, the economic and political
outlooks remain bleak."

There is no shortage of security challenges
for the U.S. and its allies in this region. Iran has
exacerbated Shia—Sunni tensions to increase
its influence on embattled regimes and under-
mine adversaries in Sunni-led states. Tehran
attempts to run an unconventional empire by
exerting great influence on sub-state entities
like Hamas (Palestinian territories); Hezbollah
(Lebanon); the Mahdi movement (Iraq); and
the Houthi insurgents (Yemen). In Afghani-
stan, Tehran’s influence on some Shiite groups
is such that many have even volunteered to
fight for Basher al-Assad in Syria.”? Iran also
provided arms to the Taliban after it was oust-
ed from power by a U.S.-led coalition® and has
long considered the Afghan city of Herat, near
the Afghan-Iranian border, to be within its
sphere of influence.

The Iran nuclear agreement has strength-
ened Tehran’s ability to establish regional he-
gemony. Tehran has recovered approximately
$100 billion in frozen assets that will boost its
economy and enhance its strategic position,
military capabilities, and support for sur-
rogate networks and terrorist groups.™* This
economic transfusion will enable Tehran to
tilt the regional balance of power even further
in its favor.

Iran already looms large over weak and
divided Arab rivals. Iraq and Syria have been
destabilized by insurgencies and civil war and
may never fully recover. Egypt is distracted by
its own internal problems, economic imbalanc-
es, and the Islamist extremist insurgency in the
Sinai Peninsula. Jordan has been inundated
by aflood of Syrian refugees and is threatened
by the spillover of Islamist extremist groups
from Syria. Meanwhile, Tehran has continued
to build up its missile arsenal (now the larg-
est in the Middle East) and has increased its
naval provocations in the Persian Gulf, inter-
vened to prop up the Assad regime in Syria, and

reinforced Shiite Islamist revolutionaries in
Yemen and Bahrain."”

In Syria, the Assad regime’s brutal repres-
sion of peaceful demonstrations in early 2011
ignited a fierce civil war that has led to the
deaths of more than half a million people!®
and displaced about 4.8 million refugees in
Turkey, Lebanon, Jordan, Iraq, and Egypt."”
More than 6.3 million people are internally
displaced within Syria.'® The destabilizing
spillover effects of this civil war include the
creation of large refugee populations that
could become areservoir of potential recruits
for extremist groups. In Jordan, where King
Abdullah’s regime has been buffeted by Arab
Spring protests and adverse economic trends,
Syrian refugees now account for more than
10 percent of the population. This has placed
even more strain on Jordan’s small economy,
scarce water resources, and limited social ser-
vices, creating rising resentment among the
local population.

In 2015, more than 1 million migrants and
refugees from across the Middle East crossed
into Europe—the largest numbers of migrat-
ing people that Europe has seen since World
War I1.” This has sparked a crisis as countries
struggle to cope with the massive influx and its
social, economic, and political ramifications.

Thanks to the power vacuum created by the
ongoing civil war in Syria, Islamist extrem-
ist groups, including the al-Qaeda-affiliated
Jabhat Fateh al-Sham (formally known as al-
Nusra Front) and the self-styled Islamic State
(IS), formerly known as ISIS or ISIL and be-
fore that as al-Qaeda in Iraq, have carved out
extensive sanctuaries where they are building
proto-states and training militants from a
wide variety of other Arab countries, Central
Asia, Russia, Europe, Australia, and the United
States. With a sophisticated Internet and social
media presence and by capitalizing on the civil
war in Syria and sectarian divisions in Iraqg, the
IShasbeen able to recruit over 25,000 fighters
from outside the region to join its ranks in Iraq
and Syria. These foreign fighters include over
4,500 citizens from Western nations, including
approximately 250 U.S. citizens.?°
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In late 2013, the IS exploited the Shia-
dominated Iraqi government’s heavy-handed
alienation, marginalization, and repression of
the Sunni Arab minority in Iraq to reinvigo-
rate its insurgency and seize territory. In the
summer of 2014, the IS spearheaded a broad
Sunni uprising against Baghdad. The assault
was incredibly effective, and by the end of the
year, the IS controlled one-third of Iraq and
one-third of Syria—a land mass roughly equal
to the area of Great Britain—where the extrem-
ist group ruled upward of 9 million people. The
self-proclaimed caliphate lost its final major
redoubt in Iraq’s second largest city, Mosul,
and its so-called capital city located in Raqqa,
Syria, is currently under siege by Syrian Dem-
ocratic Forces. The Peshmerga militia of the
Kurdistan Regional Government, an autono-
mous area in northeastern Iraq, took advan-
tage of the chaos caused by the collapse of the
Iraqi security forces and occupied the city of
Kirkuk, which Kurds have long considered to
be rightfully theirs—a claim rejected by the
central government in Baghdad. The IS contin-
ues to attack the Shia-dominated government
in Baghdad, massacre Shia civilians and Sun-
nis who disagree with it, and terrorize religious
and ethnic minorities in northern Iraq includ-
ing the Christian community, Kurds, Turkmen,
and Yazidis. In early 2016, Iraq’s military and
militia forces, backed by air power from the
U.S.-led coalition and by Peshmerga forces,
launched an offensive to retake Mosul.

On September 10, 2014, the U.S. announced
the formation of a broad international coali-
tion to defeat the Islamic State. Today, this
coalition has 69 members including non-state
organizations like NATO and INTERPOL.
However, many of these members merely
provide political support: Today, 9,000 troops
contributed by 23 of the coalition’s 69 member
countries are on the ground in Iraq and Syria,
and the bulk of these are from the U.S. (There
are approximately 5,000 U.S. troops in Iraq
and another 1,000 in Syria.) The U.S.-led air
campaign has played a significant role in de-
grading IS capabilities, especially in support
of the Mosul offensive, but even though the

list of participants in this campaign (Australia,
Bahrain, Belgium, Canada, Denmark, France,
Jordan, Saudi Arabia, the Netherlands, Tur-
key, the United Arab Emirates, and the United

Kingdom) is impressive, the U.S. conducts the

vast majority of air strikes in Iraq and almost

all of them in Syria.

Arab-Israeli tensions are another source of
instability. The repeated breakdown of Israeli—
Palestinian peace negotiations and the rise of
the Hamas regime in Gaza in a 2007 coup have
created an even more antagonistic situation.
Hamas, the Palestinian branch of the Muslim
Brotherhood, seeks to transform the conflict
from a national struggle over sovereignty and
territory into areligious conflict in which com-
promise is denounced as blasphemy. Hamas
invokes jihad in its struggle against Israel and
seeks to destroy the Jewish state and replace
it with an Islamic state.

Although elected to power with only 44
percent of the vote in the 2006 elections (elec-
tions were due to be held in 2014 but have since
been suspended indefinitely), Hamas has since
forced its radical agenda on the people of Gaza.
This has led in turn to diminished public sup-
port and a high degree of needless suffering.
Hamas provoked wars with Israel in 2008,
2009, 2012, and 2014 and continues to threat-
en Israel and representatives of Egypt, Jor-
dan, and the Palestinian Authority who have
signed peace agreements with Israel. As long
as Hamas remains imbued with its Islamist ex-
tremist ideology that advocates the destruction
of Israel and retains a stranglehold over Gaza,
achieving a sustainable Israeli-Palestinian
peace agreement appears to be impossible.?

Important Alliances and
Bilateral Relations in the Middle East

The U.S. has strong military, security, in-
telligence, and diplomatic ties with several
Middle Eastern nations, including Israel,
Egypt, Jordan, and the members of the Gulf
Cooperation Council (GCC).?2 Since the his-
torical and political circumstances that led to
the creation of NATO have largely been absent
in the Middle East, the region lacks a similarly
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strong collective security organization. Middle

Eastern countries traditionally have preferred

to maintain bilateral relationships with the U.S.
and generally have shunned multilateral ar-
rangements because of the lack of trust among

Arab states.

This lack of trust manifested itself in June
2017 when the Kingdom of Saudi Arabia, the
United Arab Emirates, Bahrain, Egypt, and
several other Muslim-majority countries cut
or downgraded diplomatic ties with Qatar.
All commercial land, air, and sea travel be-
tween Qatar and these nations has been sev-
ered, and Qatari diplomats and citizens have
been evicted.

This is the best example of how regional
tensions can transcend the Arab-Iranian or
Israeli-Palestinian debate. Qatar has long
supported Muslim Brotherhood groups, as
well as questionable Islamist factions in Syria
and Libya, and has often been seen as being too
close for comfort with Iran, a major adversary
of Sunni Arab states in the Gulf.

This is not the first time that something like
this has happened, albeit on a much smaller
scale. In 2014, anumber of Arab states recalled
their ambassadors to Qatar to protest Doha’s
support for Egypt’s Muslim Brotherhood
movement. I't took eight months to resolve this
dispute before relations could be fully restored.

Bilateral and multilateral relations in the
region, especially with the U.S. and other West-
ern countries, are often made more difficult by
their secretive nature. The opaqueness of these
relationships sometimes creates problems for
the U.S. when trying to coordinate defense and
security cooperation with European allies ac-
tive in the region (mainly the U.K. and France).

Military training is an important part of
these relationships. The main motivation
behind these exercises is to ensure close and
effective coordination with key regional part-
ners, demonstrate an enduring U.S. security
commitment to regional allies, and train Arab
armed forces so that they can assume a larger
share of responsibility for regional security.
Last year, the U.S. Naval Forces Central Com-
mand launched the world’s largest maritime

exercise across the Middle East to demon-
strate global resolve in maintaining freedom of
navigation and the free flow of maritime com-
merce.? This has been followed by subsequent,
albeit smaller, maritime exercises.

Kuwait, Bahrain, the UAE, Saudi Arabia, and
Qatar have participated in, and in some cases
have commanded, Combined Task Force-152,
formed in 2004 to maintain maritime securi-
ty in the Persian Gulf. The commander of the
U.S. Central Command (CENTCOM) noted
that Middle Eastern partners have begun to
take the threat from transnational Islamist
extremist groups more seriously as ISIS has
gained momentum, increased in strength, and
expanded its international influence.?* Middle
Eastern countries have also participated fur-
ther afield in Afghanistan; since 2001, Jordan,
Egypt, Bahrain, and the UAE have supplied
troops to the U.S.-led mission there. During
the 2011 NATO-led operation in Libya, U.S. al-
lies Qatar, Jordan, and the UAE participated to
varying degrees.

In addition to military training, U.S. defense
relations are underpinned by huge defense
equipment deals. U.S. military hardware (and,
to a lesser extent, British and French hard-
ware) is preferred across the region because
of its effectiveness and symbolic value as a sign
of a close security relationship, and much of it
has been combat tested. For example, Kuwait,
the UAE, Jordan, and Saudi Arabia combined
have more than 400 F-15, F-16, and F/A-18 jet
fighter aircraft. Following the Iran nuclear
deal, threatened Arab states undertook mili-
tary buildups and a flood of arms purchases.
The U.S. approved $33 billion worth of weap-
ons sales to its Gulf Cooperation Council al-
lies between May 2015 and March 2016. Dur-
ing his first overseas visit, President Trump
announced a new $110 billion arms deal with
Saudi Arabia.?® U.S. arms deals with GCC coun-
tries include ballistic missile defense systems,
attack helicopters, advanced frigates, and anti-
armor missiles. The use of U.S.-made hardware
helps with interoperability and lays the foun-
dation for longer-term regional engagement
and cooperation.
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Iran continues to incite violence against
Israel by providing thousands of increasingly
long-range rockets to Hamas, Palestine Islamic
Jihad, and Hezbollah, all of which are commit-
ted to destroying Israel. Additionally, Iran has
escalated its threats against Arab neighbors in
the Persian Gulf by funding, training, equip-
ping, and supporting anti-government militant
groups in an attempt to undermine various
Arab regimes.

Israel. America’s most important bilateral
relationship in the Middle East is with Israel.
Both countries are democracies, value free-
market economies, and believe in human
rights at a time when many countries in the
Middle East reject those values. Israel has
been designated as a Major Non-NATO ally
(MNNA)?® because of its close ties to the U.S.
With support from the United States, Israel
has developed one of the world’s most sophis-
ticated air and missile defense networks.?” No
significant progress on peace negotiations
with the Palestinians or on stabilizing Isra-
el’s volatile neighborhood is possible with-
out a strong and effective Israeli-American
partnership.?®

In March 2015, incumbent Prime Minis-
ter Benjamin Netanyahu soundly defeated
his chief rival faction, the center-left Zionist
Union. Netanyahu’s reelection enabled him
to criticize the July 2015 U.S. nuclear agree-
ment with Iran from a position of strength
and further strained political relations with
the Obama Administration. However, with the
election of President Trump, U.S.-Israeli rela-
tions are as strong as they have been in years
if not decades.

Saudi Arabia. After Israel, the U.S. military
relationship is deepest with the Gulf states, in-
cluding Saudi Arabia, which serves as de facto
leader of the GCC. The United States started
to play a more active role in the Persian Gulf
after the UK. completed the withdrawal of its
military presence from bases “east of Suez”
in 1971. The U.S. is also the largest provider
of arms to Saudi Arabia and regularly, if not
controversially, sells munitions needed to re-
supply stockpiles expended in the Saudi-led

campaign against the Houthis in Yemen. As
noted, President Trump recently approved a
$110 billion arms sale to the Saudis.

America’s relationship with Saudi Arabia
is based on pragmatism and is important for
both security and economic reasons. The Sau-
dis enjoy huge influence across the Muslim
world. Roughly 2 million Muslims partici-
pate in the annual Hajj pilgrimage to the holy
city of Mecca. Saudi Arabia owns the world’s
second largest oil reserves and is the world’s
foremost oil exporter. The uninterrupted flow
of Saudi oil exports is crucial for fueling the
global economy.

Riyadh has been a key partner in efforts to
counterbalance Iran. Saudi Arabia also has
played a growing role in countering the al-
Qaeda terrorist network. Until 2003, Riyadh
was in denial about Saudi connections to the
9/11 attacks. However, after Saudi Arabia was
targeted by al-Qaeda terrorist attacks on its
own soil, the government began to cooperate
more closely in combating al-Qaeda.?® After
the death of King Abdullah, his half-brother,
Crown Prince Salman, ascended to the throne
in late January 2015.

Gulf Cooperation Council. The countries
of the GCC (Bahrain, Kuwait, Oman, Qatar,
Saudi Arabia, and the UAE) are located close
to the Arab-Persian fault line, making them
strategically important to the U.S.*° The root
of the Arab-Iranian tensions in the Gulf is
Tehran’s ideological drive to export its Islamist
revolution and overthrow the traditional rul-
ers of the Arab kingdoms. This ideological
clash has further amplified long-standing
sectarian tensions between Shia Islam and
Sunni Islam. Tehran has sought to radicalize
Shia Arab minority groups to undermine Sunni
Arab regimes in Saudi Arabia, Kuwait, and Bah-
rain. It also sought to incite revolts by the Shia
majorities in Iraq against Saddam Hussein’s
regime and in Bahrain against the Sunni al-
Khalifa dynasty.

Culturally, many Iranians look down on
the Gulf states, many of which they see as ar-
tificial states carved out of the former Persian
Empire and propped up by Western powers.
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Long-standing Iranian territorial claims in

the Gulf add to Arab-Persian tensions.* For

example, Iran has long considered Bahrain to

be part of its territory, a claim that has strained

bilateral relations and contributed to Bahrain’s

decision to break diplomatic ties after the at-
tack on the Saudi embassy in Tehran in early
2016.%2 Iran also occupies the small but strate-
gically importantislands of Abu Musa, Greater

Tunb, and Lesser Tunb (also claimed by the

UAE) near the Strait of Hormuz.

The GCC often has problems agreeing on a
common policy on matters of security. This re-
flects both the organization’s intergovernmen-
tal nature and the desire of its members to place
national interests above those of the GCC. The
recent events regarding Qatar illustrate this dif-
ficulty. Another source of disagreement involves
the question of how best to deal with Iran. On
one end of the spectrum, Saudi Arabia, Bahrain,
and the UAE take a hawkish view of the threat
from Iran. Oman and Qatar, both of which share
natural gas fields with Iran, view Iran’s activi-
ties in the region as less of a threat and maintain
good relations with Tehran. Kuwait tends to fall
somewhere in the middle. Inter- GCC relations
also can be problematic. The UAE, Bahrain, and
Saudi Arabia have been at odds with Qatar over
Qatar’s support for the Muslim Brotherhood,
which they see as a threat to internal security,
and Qatar has recently decreased its overt sup-
port for the organization in order to strengthen
relations with its GCC partners.

Apart from Bahrain, the GCC countries
have weathered the political turbulence of
the Arab Spring relatively well. Many of their
citizens enjoy a high standard of living (made
possible by millions of foreign workers and the
export of oil and gas), which makes it easier for
them to tolerate authoritarian rule. Of the six
GCC states, Bahrain fared the worst during the
2011 popular uprisings due to persistent Sunni-
Shia sectarian tensions worsened by Iranian
antagonism and the increased willingness of
Shiite youths to protest what they see as dis-
crimination by the al-Khalifa monarchy.

Egypt. Egypt is another important U.S. mili-
tary ally. As one of only two Arab countries (the

other being Jordan) that have diplomatic rela-
tions with Israel, Egypt is closely enmeshed in
the Israeli-Palestinian conflict and remains a
leading political, diplomatic, and military pow-
erin the region.

Relations between the U.S. and Egypt have
been problematic since the 2011 downfall of
President Hosni Mubarak after 30 years of
rule. The Muslim Brotherhood’s Mohamed
Morsi was elected president in 2012 and used
the Islamist-dominated parliament to pass a
constitution that advanced an Islamist agenda.
Morsi’s authoritarian rule, combined with ris-
ing popular dissatisfaction with falling living
standards, rampant crime, and high unemploy-
ment, led to a massive wave of protests in June
2013 that prompted a military coup in July.
The leader of the coup, Field Marshal Abdel
Fattah el-Sisi, pledged to restore democracy
and was elected president in 2014. His govern-
ment faces major political, economic, and se-
curity challenges. Egypt’s limping economy has
been badly damaged by more than five years
of political turbulence and violence that has
reduced tourism revenues, deterred foreign
investment, and raised the national debt. The
new regime also faces an emboldened ISIS,
which launched waves of attacks in North Sinai
including the destruction of a Russian airliner
over the Sinai Peninsula in October 2015.3% Oc-
casional attacks continue today.

The July 2013 coup led by el-Sisi against
the Muslim Brotherhood-backed Morsi re-
gime strained relations with the Obama Ad-
ministration and resulted in a temporary hold
on U.S. military assistance to Egypt. U.S. as-
sistance was eventually restored in 2015, but
diplomatic relations remain strained. Cairo
demonstrated its initial displeasure by buy-
ing Russian arms financed by Saudi Arabia
in late 2013. Bilateral relations with the U.S.
slowly started to improve after Egypt’s mili-
tary made good on its promises to hold elec-
tions in 2014. President Trump’s willingness
to work with el-Sisi has further improved
U.S.-Egyptian relations.

Lebanon and Yemen. The United
States has developed cooperative defense
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arrangements with Lebanon and Yemen,
two states that face substantial threats from

Iranian-supported terrorist groups as well

as from al-Qaeda and the Islamic State. The

United States has provided arms, equip-
ment, and training for the Lebanese Armed

Forces (LAF), which has found itself increas-
ingly challenged by Sunni Islamist extrem-
ist groups, including the IS, in addition to

the long-term threat posed by Hezbollah.
Hezbollah has emerged as Lebanon’s most

powerful military force, adding to GCC fears

about growing Iranian influence in Lebanon.
In early 2016, Saudi Arabia cut off its funding

for $4 billion worth of military aid to Lebanon

because the country did not condemn attacks

on Saudi diplomatic missions in Iran, thereby
intensifying the proxy war with Iran.**

Washington’s security relationship with Ye-
men has grown since the 9/11 attacks. Yemen,
Osama bin Laden’s ancestral homeland, faces
major security threats from al-Qaeda in the
Arabian Peninsula (AQAP), one of the most
dangerous al-Qaeda affiliates.

The overall political and security situation
in Yemen deteriorated further in 2014-2016.
In January 2015, the Houthis, a militant Shi-
ite group based in northern Yemen and backed
by Iran,* overran the capital city of Sana’a and
forced the internationally recognized govern-
ment led by President Abd Rabbu Mansour
Hadi to resign. The Houthis solidified their
control throughout the North and West of
Yemen, and President Hadi fled to Riyadh.
Backed by the U.S,, the U.K., and France, Saudi
Arabia formed a coalition of 10 Sunni coun-
tries and led an air campaign against Houthi
forces that began in March 2015. The coalition
has rolled back the Houthis but is no closer to
reinstating the internationally recognized gov-
ernment in Sana’a.

The Yemeni conflict has become a proxy
war between Saudi Arabia and Iran. Riyadh
supports the Yemeni government, and Iran
has provided money, arms, and training to the
Houthi rebels, who belong to the Zaidi sect of
Shia Islam. The unstable political situation in
Yemen caused the United States to evacuate

its embassy and withdraw its special opera-
tions forces in 2015, severely undermining U.S.
counterterrorism and intelligence capabilities
in the country. The growing chaos enabled
AQAP to expand its presence and establish a
“mini-state” spanning more than 350 miles of
coastline.?® The IS entered Yemen in March
2015; however, estimates suggest that the num-
ber of IS personnel in Yemen is in the hundreds,
while al-Qaeda numbers in the thousands.?”
Under President Trump, the U.S. has taken a
more robust role in Yemen with its counter-
terrorism operations. For example, in March
2017 alone, the U.S. conducted more than 70
strikes in Yemen—double the total number of
U.S. strikes in all of 2016.%®

Quality of Armed Forces in the Middle East

The quality and capabilities of the region’s
armed forces are mixed. Some countries spend
billions of dollars each year on advanced West-
ern military hardware, and others spend very
little. Due to the drop in global oil prices, de-
fense spending decreased in 2016 for oil-pro-
ducing countries in the region while increas-
ing for the non-oil-producing countries. Saudi
Arabia was by far the region’s largest military
spender despite dropping from $81.9 billion in
2015 to $56.9 billion in 2016—a decrease of 30
percent. By 2015, Iraq’s defense spending had
increased by 536 percent when compared to
2006. However, like other oil-producing coun-
tries in the region, Iraq decreased its defense
spending by 14.1 percent in 2016 even though
large parts of the country remain under IS
control.* It is too early to tell how the lifting
of European Union and U.S. sanctions will af-
fect Iran’s military expenditure, but Tehran is
expected to increase spending.

Historically, figures on defense spending for
the Middle East have been very unreliable, but
the lack of data has worsened. For 2016, there
were no available data for Kuwait, Qatar, Syria,
the United Arab Emirates, and Yemen accord-
ing to areport by the Stockholm International
Peace Research Institute.*®

Different security factors drive the degree
to which Middle Eastern countries fund, train,
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and arm their militaries. For Israel, which de-
feated Arab coalitions in wars in 1948,1956, 1967,
1973, and 1982, the chief potential threats to its
existence are now posed by an Iranian regime
that has called for Israel to be “wiped from the
map.”* Asaresult of Israel’s military dominance,
states and non-state actors in the region have
invested in asymmetric and unconventional ca-
pabilities to offset Israel’s military superiority.*?
For the Gulf states, the main driver of defense
policy is the Iranian military threat combined
with internal security challenges. For Iraq, the
internal threat posed by insurgents and terror-
ists drives defense policy. In many ways, the
Obama Administration’s engagement with Teh-
ran united Israel and its Arab neighbors against
the shared threat of Iran.

The Israel Defense Forces (IDF) are widely
considered the most capable military force in
the Middle East. On a conventional level, the
IDF consistently surpasses other regional
military forces.*® Other countries, such as
Iran, have developed asymmetric tactics and
have built up the military capabilities of proxy
groups to close the gap in recent years,** but
the IDF’s quality and effectiveness remain
unparalleled with regard to both technical ca-
pacity and personnel.* This was demonstrated
by Israel’s 2014 military operations against
Hamas in the Gaza Strip: After weeks of con-
flict, the IDF mobilized over 80,000 reservists,
demonstrating the depth and flexibility of the
Israeli armed forces.*

Israel funds its military sector heavily and
has a strong national industrial capacity sup-
ported by significant funding from the U.S.
Combined, these factors give Israel a regional
advantage despite limitations of manpower
and size.*” In particular, the IDF has focused on
maintaining its superiority in missile defense,
intelligence collection, precision weapons, and
cyber technologies.*® The Israelis regard their
cyber capabilities as especially important. In
early 2016, the IDF unveiled a new five-year
plan, worth roughly $78.6 billion, to enhance
cyber-protected and networked combat ca-
pabilities in order to augment the IDF’s ca-
pacity to fight in multiple theaters.** Cyber

technologies are used for anumber of purposes,
including defending Israeli cyberspace, gath-
ering intelligence, and carrying out attacks.*°
Israel maintains its qualitative superiority
in medium-range and long-range missile ca-
pabilities.” It also fields effective missile de-
fense systems, including Iron Dome and Arrow,
both of which the U.S. helped to finance.>*> U.S.
spending on Israel’s air and missile defense has
soared in the past decade, from $133 million in
2006 to $488 million in 2016.7

Israel also has a nuclear weapons capability
(which it does not publicly acknowledge) that
increases its strength relative to other powers
in the region. Israel’s nuclear weapons capabil-
ity has helped to deter adversaries as the gap in
conventional capabilities has been reduced.>*

After Israel, the most technologically ad-
vanced and best-equipped armed forces are
found in the Gulf Cooperation Council. Pre-
viously, the export of oil and gas meant that
there was no shortage of resources to devote
to defense spending, but the collapse of crude
oil prices may force oil-exporting countries
to adjust their defense spending patterns. At
present, however, GCC nations still have the
best-funded, although not necessarily the most
effective, Arab armed forces in the region.

The GCC established a joint expeditionary
force called the Peninsula Shield Force (PSF),
which has had only modest operational suc-
cess and has never met its stated ambition
of deploying tens of thousands of soldiers.
Created in 1984, its main purpose today is
to counter Iran’s military buildup and help
maintain internal security. The PSF first de-
ployed a modest force of 3,000 troops to help
liberate Kuwait during the first Gulf War.
Its most recent deployment was to Bahrain
in 2011 to help restore order after Iranian-
backed Shiite protests brought the country to
a standstill and threatened the monarchy.>®
Internal divisions inside the GCC, especially
among Qatar, UAE, and Saudi Arabia, have
prevented the PSF from playing a more ac-
tive role in the region.

All GCC members boast advanced defense
hardware with a preference for U.S., UK., and
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French equipment. Saudi Arabia maintains
the most capable military force in the GCC.
It has an army of 75,000 soldiers and a Na-
tional Guard of 100,000 personnel reporting
directly to the king. The army operates 900
main battle tanks including 370 U.S.-made
M1A2s. Its air force is built around American
and British-built aircraft and consists of more
than 338 combat-capable aircraft including F-
15s, Tornados, and Typhoons.*® These aircraft
flew missions over Yemen against Houthi reb-
els in 2009-2010, during Operation Decisive
Storm in Yemen beginning in March 2015, and
most recently over Syria as part of the U.S.-led
fight against ISIS.>” Both Saudi Arabia®® and
the UAE® have hundreds of Storm Shadow
air-launched cruise missiles (known as Black
Shaheen in the UAE) in their inventories.
These weapons proved highly effective when
the British and French used them during the
air campaign over Libya in 2011.

In fact, air power is the strong suit of most
GCC members. Oman operates F-16s and has
purchased 12 Typhoons, on track to be deliv-
ered in 2017. According to Defense Industry
Daily, “The UAE operates the F-16E/F Desert
Falcon, which holds more advanced avionics
than any F-16 variant in the US inventory.”®
Qatar operates French-made Mirage fighters.
The UAE and Qatar deployed fighters to par-
ticipate in NATO-led operations over Libya in
2011 (although they did not participate in strike
operations). Beginning in early fall 2014, all six
GCC members joined the U.S.-led anti-ISIS
coalition, with the UAE contributing the most
in terms of air power.® However, air strikes
in Syria by members of the GCC decreased
substantially in 2017. The navies of the GCC
members rarely deploy beyond their Exclusive
Economic Zones, but all members (other than
Oman) have participated in regional combined
task forces led by the U.S.%? In 2016, Oman and
Britain launched a multimillion-dollar joint
venture to develop Dugm as a strategic Middle
Eastern port in the Indian Ocean to improve
defense security and prosperity agendas.®

Even with the billions of dollars invested
each year by members of the GCC, most see

security ties with the United States as crucial

for their security. As former U.S. Defense Sec-

retary Robert Gates once noted, the Saudis will
“fight the Iranians to the last American.”®*

Egypt has the largest Arab military force in
the Middle East, with 438,500 active person-
nel and 479,000 reserve personnel in its armed
forces.®® It possesses a fully operational military
with an army, air force, air defense, navy, and spe-
cial operations forces. Until 1979, when the U.S.
began to supply Egypt with military equipment,
Cairorelied primarily on less capable Soviet mili-
tary technology.®® Since then, its army and air
force have been significantly upgraded with U.S.
military weapons, equipment, and warplanes.

Egypt substantially increased troop deploy-
ments and military operations in 2015 following
the onslaught of Islamist and insurgent activity
atitsborders. This has been the case especially
with respect to Libya, where the Egyptian air
force has conducted a number of air strikes in
the past two years aimed at terrorist targets
there.®” It has also sought closer security coop-
eration with other North African states to im-
prove border and internal security.®®

The most visible expression of U.S. influ-
ence in Cairo is military aid, which was with-
held in some areas after the 2013 military coup
but reinstated in 2015. Since 1948, the U.S. has
provided Egypt with more than $77 billion in
foreign aid.® Recently, this support has helped
Egypt to procure Apache attack helicopters, F-
16s, Harpoon ship-to-ship missile systems, and
M1A1 tank kits.

Egypt has struggled with increased terror-
ist activity in the Sinai Peninsula, including at-
tacks on Egyptian soldiers, attacks on foreign
tourists, and the October 2015 bombing of a
Russian airliner departing from the Sinai, for
all of which the Islamic State’s “Sinai Province’
terrorist group has claimed responsibility. The
government’s response to the uptick of vio-
lence has been severe: arrests of thousands of
suspected Islamist extremists and restrictive
measures such as a law criminalizing media
reporting that contradicts official reports.”

Jordan is a close U.S. ally with small but ef-
fective military forces. Its principal security
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threats include ISIS, turbulence in Syria and

Iraq, and the resulting flow of refugees. Jordan

is currently home to more than 1.4 million reg-
istered and unregistered Syrian refugees. In

January 2016, King Abdullah announced that

Jordan had reached the saturation point in its

ability to take in more Syrian refugees.” While

Jordan faces few conventional threats from its

neighbors, its internal security is threatened

by Islamist extremists returning from fighting

in the region who have been emboldened by
the growing influence of al-Qaeda and other

Islamist militants. As a result, Jordan’s highly
professional armed forces have been focused

inrecent years on border and internal security.
Nevertheless, Jordan’s conventional capability
is significant considering its size.

Jordan’s ground forces total 74,000 soldiers
and include 390 British-made Challenger 1
tanks. The backbone of its air force is com-
prised of 43 F-16 Fighting Falcons.” Jordan’s
special operations forces are highly capable,
having benefitted from extensive U.S. and
UK. training. Jordanian forces have served in
Afghanistan and in numerous U.N.-led peace-
keeping operations.

Iraq has fielded one of the region’s most
dysfunctional military forces. After the 2011
withdrawal of U.S. troops, Iraq’s government
selected and promoted military leaders ac-
cording to political criteria. Shiite army offi-
cers were favored over their Sunni, Christian,
and Kurdish counterparts. Then-Prime Minis-
ter Nouri al-Maliki chose top officers accord-
ing to their political loyalties. Politicization of
the armed forces also exacerbated corruption
within many units, with some commanders si-
phoning off funds allocated for “ghost soldiers”
who never existed or had been separated from
the army for various reasons.

The promotion of incompetent military
leaders, poor logistical support due to corrup-
tion and other problems, limited operational
mobility, and weaknesses in intelligence, re-
connaissance, medical support, and air force
capabilities have combined to weaken the ef-
fectiveness of the Iraqi armed forces. In June
2014, for example, the collapse of up to four

divisions, which were routed by vastly smaller
numbers of Islamic State fighters, led to the fall
of Mosul. Although security and stability op-
erations continue, Iraqi Prime Minister Haider
al-Abadi announced the liberation of Mosul on
July9,2017.7

Current U.S. Military Presence
in the Middle East

The United States maintained a limited
military presence in the Middle East before
1980, chiefly a small naval force based at Bah-
rain since 1958. The U.S. “twin pillar” strat-
egy relied on prerevolutionary Iran and Saudi
Arabia to take the lead in defending the Per-
sian Gulf from the Soviet Union and its client
regimes in Iraq, Syria, and South Yemen,” but
the 1979 Iranian revolution demolished one
pillar, and the December 1979 Soviet invasion
of Afghanistan increased the Soviet threat to
the Gulf. President Jimmy Carter proclaimed
in January 1980 that the United States would
take military action to defend oil-rich Persian
Gulf states from external aggression, a com-
mitment known as the Carter Doctrine. In
1980, he ordered the creation of the Rapid
Deployment Joint Task Force (RDJTF), the
precursor to USCENTCOM, established in
January 1983.7°

Up until the late 1980s, a possible Soviet in-
vasion of Iran was considered to be the most
significant threat facing the U.S. in the Middle
East.” After the collapse of the Soviet Union,
Saddam Hussein’s Iraqi regime became the
chief threat to regional stability. Iraq invaded
Kuwait in August 1990, and the United States
responded in January 1991 by leading an in-
ternational coalition of more than 30 nations
to expel Iraqi forces from Kuwait. CENTCOM
commanded the U.S. contribution of more than
532,000 military personnel to the coalition
armed forces, which totaled at least 737,000.”
This marked the peak U.S. force deployment in
the Middle East.

Confrontations with Iraq continued
throughout the 1990s as a result of Iraqi viola-
tions of the 1991 Gulf War cease-fire. Baghdad’s
failure to cooperate with U.N. arms inspectors to
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verify the destruction of its weapons of mass de-
struction and its links to terrorism led to the U.S.
invasion of Iraq in 2003. During the initial inva-
sion, U.S. forces reached nearly 150,000, joined
by military personnel from coalition forces.
Apart from the “surge” in 2007, when Presi-
dent George W. Bush deployed an additional
30,000 personnel, American combat forces in
Iraq fluctuated between 100,000 and 150,000.7®
In December 2011, the U.S. officially completed
its withdrawal of troops, leaving only 150 per-
sonnel attached to the U.S. embassyin Iraq.”” In
the aftermath of IS territorial gains in Iraq, the
U.S. has redeployed thousands of troops to Iraq.
Today, approximately 5,000 troops are helping
with the anti-IS effort in that country.

In addition, the U.S. continues to maintain
a limited number of forces in other locations
in the Middle East, primarily in GCC countries.
Currently, tens of thousands of U.S. troops are
serving in the region. Their exact disposition
is not made public because of political sensi-
tivities,® but information gleaned from open
sources reveals the following:

¢ Kuwait. Approximately 17,500 U.S.
personnel are based in Kuwait. (The
U.S. routinely maintains 15,000 troops
in Kuwait but recently added another
2,500 in support of the anti-IS campaign
in Iraq.®!) These forces are spread among
Camp Arifjan, Ahmed Al Jaber Air Base,
and Ali Al Salem Air Base. A large depot of
prepositioned equipment and a squadron
of fighters and Patriot missile systems are
also deployed to Kuwait.

¢ UAE. According to CENTCOM, about
4,000 U.S. personnel,® mainly from the
U.S. Air Force, are stationed in the UAE,
primarily at Al Dhafra Air Base. Their
main mission in the UAE is to operate
fighters, unmanned aerial vehicles (UAVs),
refueling aircraft, and surveillance air-
craft. The United States also has regularly
deployed F-22 Raptor combat aircraft to
Al Dhafra.®® Patriot missile systems are
deployed for air and missile defense.

Oman. Since 2004, Omani facilities
reportedly have not been used for air
support operations in either Afghanistan
or Iraq, and the number of U.S. military
personnel in Oman has fallen to about
200, mostly from the U.S. Air Force. Ac-
cording to the Congressional Research
Service, “the United States reportedly can
use—with advance notice and for speci-
fied purposes—Oman’s military airfields
in Muscat (the capital), Thumrait, and
Masirah Island.”®*

Bahrain. The oldest U.S. military pres-
ence in the Middle East is found in Bah-
rain. Today, some 8,000 U.S. military per-
sonnel are based there.® Bahrain is home
to the Naval Support Activity Bahrain and
the U.S. Fifth Fleet, so most U.S. military
personnel there belong to the U.S. Navy. A
significant number of U.S. Air Force per-
sonnel operate out of Shaykh Isa Air Base,
where F-16s, F/A-18s, and P-3 surveillance
aircraft are stationed.® U.S. Patriot missile
systems also are deployed to Bahrain. The
deep-water port of Khalifa bin Salman is
one of the few facilities in the Gulf that
can accommodate U.S. aircraft carriers.

Saudi Arabia. The U.S. withdrew the bulk
of its forces from Saudi Arabia in 2003.
Little information on the number of U.S.
military personnel currently based there
is available. However, the six-decade-old
United States Military Training Mission
to the Kingdom of Saudi Arabia, the four-
decade-old Office of the Program Manager
of the Saudi Arabian National Guard
Modernization Program, and the Office of
the Program Manager-Facilities Security
Force are based in Eskan Village Air Base
approximately 13 miles south of the capi-
tal city of Riyadh.?

Qatar. Approximately 10,000 U.S. person-
nel, mainly from the U.S. Air Force, are
deployed in Qatar.®® The U.S. operates its
Combined Air Operations Center at Al
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Udeid Air Base, which is one of the most
important U.S. air bases in the world. It

is also the base from which the anti-ISIS
campaign is headquartered. Heavy bomb-
ers, tankers, transports, and ISR aircraft
operate from there. Al Udeid Air Base

also serves as the forward headquarters of
CENTCOM. The base also houses prepo-
sitioned U.S. military equipment and is
defended by U.S. Patriot missile systems.

It is too soon to say how recent diplomatic
moves by Saudi Arabia and other Arab
states against Doha will affect the United
States’ relationship with Qatar, if at all.
U.S. military relationships in the region
have been known for their flexibility and
pragmatism. In the short term, the Saudi-
led GCC ban on commercial travel and
shipping to Qatar might adversely affect
America’s ability to keep the base supplied
with food and other essentials. The U.S.
will be able to overcome this challenge,
but at a cost. If the travel restrictions
continue, the U.S. will eventually have to
weigh the benefits of maintaining the base
against the cost of doing so.

¢ Jordan. According to CENTCOM, Jordan

“is one of our strongest and most reliable
partners in the Levant sub-region.”®® Al-
though there are no U.S. military bases in
Jordan, the U.S. has along history of con-
ducting training exercises in the country.
Due to recent events in neighboring Syria,
approximately 2000 troops, a squadron of
F-16s, a Patriot missile battery, and M142
High Mobility Artillery Rocket Systems
have been deployed in Jordan.*®

In addition, there have been media reports
that the U.S. government operates a secret UAV
base in Saudi Arabia from which drone attacks
against militants in Yemen are launched.” There
also are reports of an American base on Yemen’s
SocotraIsland, which islocated near the coast of
Somalia, being used for counterterrorism opera-
tions off the Horn of Africa and Yemen.

CENTCOM’s stated mission is to promote
cooperation among nations; respond to crises;
deter or defeat state and non-state aggression;
support economic development; and, when
necessary, perform reconstruction in order to
establish the conditions for regional security,
stability, and prosperity.

CENTCOM is supported by four service
component commands and one subordinate
unified command: U.S. Naval Forces Middle
East (USNAVCENT); U.S. Army Forces Mid-
dle East (USARCENT); U.S. Air Forces Middle
East (USAFCENT); U.S. Marine Forces Middle
East (MARCENT); and U.S. Special Operations
Command Middle East (SOCCENT).

e U.S. Naval Forces Central Command.
USNAVCENT is the maritime component
of USCENTCOM. With its forward head-
quarters in Bahrain, it is responsible for
commanding the afloat units that rota-
tionally deploy or surge from the United
States, in addition to other ships that are
based in the Gulf for longer periods. US-
NAVCENT conducts persistent maritime
operations to advance U.S. interests, deter
and counter disruptive countries, defeat
violent extremism, and strengthen part-
ner nations’ maritime capabilities in order
to promote a secure maritime environ-
ment in an area encompassing about 2.5
million square miles of water.

¢ U.S. Army Forces Central Command.
USARCENT is the land component of US-
CENTCOM. Based in Kuwait, it is respon-
sible for land operations in an area encom-
passing 4.6 million square miles (1.5 times
larger than the continental United States).

e U.S. Air Forces Central Command.
USAFCENT is the air component of US-
CENTCOM. Based in Qatar, it is responsi-
ble for air operations and for working with
the air forces of partner countries in the
region. Additionally, USAFCENT manages
an extensive supply and equipment prepo-
sitioning program at several regional sites.
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¢ U.S. Marine Forces Central Command.
USMARCENT is the designated Marine
Corps service component for USCENT-
COM. Based in Bahrain, it is responsible
for all Marine Corps forces in the region.

¢ U.S. Special Operations Command
Central. SOCCENT is a subordinate
USCENTCOM unified command. Based
in Qatar, it is responsible for planning spe-
cial operations throughout the USCENT-
COM region, planning and conducting
peacetime joint/combined special opera-
tions training exercises, and orchestrating
command and control of peacetime and
wartime special operations.

In addition to the American military pres-
ence in the region, two U.S. allies—the United
Kingdom and France—play an important role
that should not be overlooked.

The U.K.’s presence in the Middle East is
alegacy of British imperial rule. The U.K. has
maintained close ties with many countries
over which it once ruled and has conducted
military operations in the region for decades.
Approximately 1,200 British service personnel
are based throughout the Gulf.

The British presence in the region is domi-
nated by the Royal Navy. In terms of perma-
nently based naval assets, there are four mine
hunters and one Royal Fleet Auxiliary supply
ship. Generally, there also are frigates or de-
stroyers in the Gulf or Arabian Sea perform-
ing maritime security duties. Although such
matters are not the subject of public discus-
sion, U.K. attack submarines also operate
in the area. As a sign of its long-term mari-
time presence in the region, the U.K. broke
ground on an $11 million headquarters for its
Maritime Component Command at Bahrain’s
Salman Naval Base in 2014° and recently an-
nounced a multimillion-dollar investment to
modernize the Dugm Port complex in Oman
to accommodate the U.Ks new Queen Eliza-
beth-class aircraft carriers.**

The U.K. also has a sizeable Royal Air Force
(RAF) presence in the region, mainly in the

UAE and Oman. A short drive from Dubai, Al-
Minhad Air Base is home to a small contingent

of UK. personnel. The U.K. also operates small

RAF detachments in Oman that support UK.
and coalition operations in the region. Al-
though considered to be in Europe, the UK.’s

Sovereign Base Areas of Akrotiri and Dhekelia

in Cyprus have supported U.S. military and in-
telligence operations in the past and will con-
tinue to do so in the future.

The British presence in the region extends
beyond soldiers, ships, and planes. A British-
run staff college operates in Qatar, and Kuwait
chose the UK. to help run its own equivalent
of the Royal Military Academy at Sandhurst.*
The UK. also plays a very active role in train-
ing the Saudi Arabian and Jordanian militaries.

The French presence in the Gulf is smaller
than the U.Ks but is still significant. France
opened its first military base in the Gulf in
2009 in Abu Dhabi in the UAE. This was the
first foreign military installation built by the
French in 50 years.” In total, the French have
650 personnel based in the country along with
eight Rafale fighter jets.”” French ships have ac-
cess to the Zayed Port, which is big enough to
handle every ship in the French Navy except
the aircraft carrier Charles De Gaulle.

Another important actor in Middle East
security is the small East African country of
Djibouti. It sits on the Bab el-Mandeb Strait,
through which nearly 4.7 million barrels of oil
aday transit and which is a choke point on the
route to the Suez Canal. An increasing num-
ber of countries recognize Djibouti’s value as
a base from which to project maritime power
and launch counterterrorism operations. It
is home to the U.S’s only permanent military
base in Africa, Camp Lemonnier, with its ap-
proximately 4,000 personnel. In 2016, Djibouti
granted China a 10-year lease on land to build
China’s first permanent overseas base, which
will have the capacity to house 10,000 troops
and is just across a bay from Camp Lemonni-
er. Saudi Arabia also announced in 2016 that
it would build a base in Djibouti. France, Italy,
Germany, and Japan already have presences of
varying strength there.
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Key Infrastructure and
Warfighting Capabilities

The Middle East is geographically situ-
ated in a critical location. Two-thirds of the
world’s population lives within an eight-hour
flight from the Gulf region, making it acces-
sible from most of the globe. The Middle East
also contains some of the world’s most critical
maritime choke points, such as the Suez Canal
and the Strait of Hormuz.

While infrastructure is not as developed in
the Middle East as it is in North America or Eu-
rope, a decades-long presence means that the
U.S. has tried and tested systems that involve
moving large numbers of matériel and person-
nel into and out of the region. For example, ac-
cording to the Department of Defense, at the
height of U.S. combat operations in Iraq during
the Second Gulf War, there were 165,000 service-
members and 505 bases. Moving personnel and
equipment out of the country was an enormous
undertaking—“the largest logistical drawdown
since World War I1”°*—and included the rede-
ployment of “the 60,000 troops who remained in
Iraq at the time and more than 1 million pieces
of equipment ahead of their deadline.””

The condition of roads in the region var-
ies from country to country. For example, 100
percent of the roads in Israel, Jordan, and the
UAE are paved. Other nations, such as Oman
(49 percent), Saudi Arabia (21.5 percent), and
Yemen (8.7 percent), have poor paved road
coverage according to the most recent infor-
mation available.!®® Rail coverage is also poor.
For instance, Saudi Arabia has only 563 miles
of railroads.’® By comparison, New Hampshire,
which is roughly 1 percent the size of Saudi
Arabia, has about the same amount in freight
rail miles alone.'°? In Syria, six years of civil war
has wreaked havoc on the rail system.*?

The U.S. has access to several airfields in the
region. The primary air hub for U.S. forces is at
Al Udeid Air Base in Qatar. Other airfields in-
clude Ali Al Salem Air Base, Kuwait; Al Dhafra,
UAE; Al Minhad, UAE; Isa, Bahrain; Eskan
Village Air Base, Saudi Arabia; Muscat, Oman;
Thumrait, Oman; Masirah Island, Oman; and
use of the commercial airport at Seeb, Oman.

In the past, the U.S. has used major airfields in

Iraq, including Baghdad International Airport

and Balad Air Base, as well as Prince Sultan Air

Base in Saudi Arabia. Just because the U.S. has

access to a particular air base today does not

mean that it will be made available for a par-
ticular operation in the future. For example, it

is highly unlikely that Qatar and Oman would

allow the U.S. to use air bases in their territory
for strikes against Iran.

The U.S. has access to ports in the region,
perhaps most importantly in Bahrain. The Na-
val Support Activity Bahrain has undertaken
a $260 million expansion project that will en-
able the homeporting of littoral combat ships
by 2018 in one of the world’s busiest water-
ways.'** The U.S. also has access to a deep-water
port, Khalifa bin Salman, in Bahrain and naval
facilities at Fujairah, UAE.!® The UAE’s com-
mercial port of Jebel Ali is open for visits from
U.S. warships and prepositioning of equipment
for operations in theater.!°°

Approximately 90 percent of the world’s
trade travels by sea, and some of the busiest
and most important shipping lanes are located
in the Middle East. For example, the Strait of
Hormuz and the Bab el-Mandeb Strait com-
bined have over 65,000 cargo ships travelling
through them each year.!” Given the high vol-
ume of maritime traffic in the region, no U.S.
military operation can be undertaken without
consideration of how these shipping lanes offer
opportunity and risk to America and her allies.
The major shipping routes include:

¢ The Suez Canal. In 2016, 974 million
tons of cargo transited the canal, aver-
aging 46 ships each day.'°® Considering
that the canal itself is 120 miles long but
only 670 feet wide, this is an impres-
sive amount of traffic. The Suez Canal
is important for Europe in terms of oil
transportation. The canal also serves as
an important strategic asset, as it is used
routinely by the U.S. Navy to move surface
combatants between the Mediterranean
Sea and the Red Sea.
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MAP 2
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Thanks to a bilateral arrangement be-
tween Egypt and the United States, the
U.S. Navy enjoys priority access to the
canal. However, the journey through the
narrow waterway is no easy task for large
surface combatants. The canal was not
constructed with the aim of accommo-
dating 90,000-ton aircraft carriers and
therefore exposes a larger ship to attack.
For this reason, different types of secu-
rity protocols are followed, including the
provision of air support by the Egyptian
military.'*

e Strait of Hormuz. The Strait of Hor-
mugz is a critical oil-supply bottleneck
and the world’s busiest passageway for
oil tankers. The strait links the Persian
Gulf with the Arabian Sea and the Gulf of
Oman. Nearly 17 million barrels of oil per

day, “about 30% of all seaborne-traded
oil,” pass through the strait for an annual
total of more than 6 billion barrels of oil.
Most of these crude oil exports go to Asian
markets, particularly Japan, India, South
Korea, and China.!?

The shipping routes through the Strait
of Hormuz are particularly vulnerable to
disruption, given the extremely narrow
passage and its proximity to Iran. Tehran
has repeatedly threatened to close the
strategic strait if Iran is attacked. While
attacking shipping in the strait would
drive up oil prices, Iran would also lose,
both because it depends on the Strait of
Hormuz to export its own crude oil and
because such an attack would undermine
Tehran’s relations with such oil import-
ers as China, Japan, and India. Tehran
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also would pay a heavy military price if it
provoked a U.S. military response.

¢ Bab el-Mandeb Strait. The Bab el-Man-
deb strait is a strategic waterway located
between the Horn of Africa and Yemen
that links the Red Sea to the Indian Ocean.
Exports from the Persian Gulf and Asia
destined for Western markets must pass
through the strait en route to the Suez Ca-
nal. Oil tankers transport approximately
4.7 million barrels of oil per day through
the strait.! The Bab el-Mandeb Straitis 18
miles wide at its narrowest point, limiting
passage to two channels for inbound and
outbound shipments.!?

Over the past decade, piracy off the coast
of Somalia has dominated the focus of
international maritime security efforts.
Recently, however, the frequency of
pirate attacks in the region has reached
its lowest point since 2006, according

to the International Maritime Bureau’s
global piracy report. Pirate activity, how-
ever, continues to threaten international
trade and the safety of the international
commons.'?

Maritime Prepositioning of Equipment
and Supplies. The U.S. military has deployed
non-combatant maritime prepositioning ships
(MPS) containing large amounts of military
equipment and supplies in strategic locations
from which they can reach areas of conflict
relatively quickly as associated U.S. Army or
Marine Corps units located elsewhere arrive
in the areas. The British Indian Ocean Terri-
tory of Diego Garcia, an island atoll, hosts the
U.S. Naval Support Facility Diego Garcia, which
supports prepositioning ships that can supply
Army or Marine Corps units deployed for con-
tingency operations in the Middle East.

Conclusion

For the foreseeable future, the Middle East
region will remain a key focus for U.S. military
planners. An area that was once considered

relatively stable, mainly due to the ironfisted

rule of authoritarian regimes, is now highly
unstable and a breeding ground for terrorism.
Overall security in the region has deteriorated

in recent years. Conflicts in Iraq, Libya, Syria,
and Yemen have worsened, with Islamic State

or al-Qaeda fighters playing major roles. The

regional dispute with Qatar has made U.S. re-
lations in the region even more complex and

difficult to manage. The Russian and Iranian

interventions in Syria have greatly complicat-
ed the fighting there. Egypt faces a growing in-
surgency in the Sinai that is gradually spread-
ing. Iraq has managed to stem the advance of
and actually to push back the Islamic State but

needs substantial help to defeat it.

Many of the borders created after World
War I are under significant stress. In countries
like Iraq, Libya, Syria, and Yemen, the suprem-
acy of the nation-state is being challenged by
non-state actors that wield influence, power,
and resources comparable to those of small
states. The main security and political chal-
lenges in the region are linked inextricably to
the unrealized aspirations of the Arab Spring,
surging transnational terrorism, and the po-
tential threat of Iran. These challenges are
made more difficult by the Arab-Israeli con-
flict, Sunni-Shia sectarian divides, the rise of
Iran’s Islamist revolutionary nationalism, and
the proliferation of Sunni Islamist revolution-
ary groups.

Thanks to decades of U.S. military opera-
tions in the Middle East, the U.S. has tried
and tested procedures for operating in the
region. Bases and infrastructure are well es-
tablished. The logistical processes for main-
taining a large force forward deployed thou-
sands of miles away from the homeland are
well in place. Unlike in Europe, all of these
processes have recently been tested in com-
bat. The personal links between allied armed
forces are also present. Joint training exer-
cises improve interoperability, and U.S. mili-
tary educational courses, which officers (and
often royals) from the Middle East regularly
attend, allow the U.S. to influence some of the
region’s future leaders.

The Heritage Foundation | heritage.org/Military

157



America’s relationships in the region are
based pragmatically on shared security and
economic concerns. As long as these issues
remain relevant to both sides, the U.S. is likely

to have an open door to operate in the Middle
East when its national interests require it to
do so.

Scoring the Middle East Operating Environment

As noted at the beginning of this section, var-
ious aspects of the region facilitate or inhibit the
ability of the U.S. to conduct military operations
to defend its vital national interests against
threats. Our assessment of the operating envi-
ronment utilizes a five-point scale, ranging from

“very poor” to “excellent” conditions and cov-
ering four regional characteristics of greatest
relevance to the conduct of military operations:

strong and capable allies, and a stable
political environment. The U.S. military
is exceptionally well placed to defend U.S.
interests.

The key regional characteristics consist of:

a. Alliances. Alliances are important for
interoperability and collective defense, as
allies would be more likely to lend sup-

1. Very Poor. Significant hurdles exist for port to U.S. military operations. Vari-

military operations. Physical infrastruc-
ture is insufficient or nonexistent, and the
region is politically unstable. In addition,
the U.S. military is poorly placed or absent,
and alliances are nonexistent or diffuse.

. Unfavorable. A challenging operating
environment for military operations is
marked by inadequate infrastructure,
weak alliances, and recurring political in-
stability. The U.S. military is inadequately
placed in the region.

. Moderate. A neutral to moderately favor-
able operating environment is character-
ized by adequate infrastructure, a mod-
erate alliance structure, and acceptable
levels of regional political stability. The
U.S. military is adequately placed.

. Favorable. A favorable operating envi-
ronment includes good infrastructure,
strong alliances, and a stable political en-
vironment. The U.S. military is well placed
in the region for future operations.

. Excellent. An extremely favorable oper-
ating environment includes well-estab-
lished and well-maintained infrastructure,

ous indicators provide insight into the
strength or health of an alliance. These
include whether the U.S. trains regularly
with countries in the region, has good
interoperability with the forces of an ally,
and shares intelligence with nations in
the region.

. Political Stability. Political stability

brings predictability for military plan-
ners when considering such things as
transit, basing, and overflight rights for
U.S. military operations. The overall
degree of political stability indicates
whether U.S. military actions would be
hindered or enabled and considers, for
example, whether transfers of power in
the region are generally peaceful and
whether there have been any recent in-
stances of political instability.

. U.S. Military Positioning. Having mili-

tary forces based or equipment and sup-
plies staged in a region greatly facilitates
the ability if the United States to respond
to crises and, presumably, achieve suc-
cess in critical “first battles” more quickly.
Being routinely present in a region also
assists in maintaining familiarity with its
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characteristics and the various actors who
might assist or thwart U.S. actions. With
this in mind, we assessed whether or not
the U.S. military was well positioned in the
region. Again, indicators included bases,
troop presence, prepositioned equipment,
and recent examples of military opera-
tions (including training and humanitar-
ian) launched from the region.

d. Infrastructure. Modern, reliable, and
suitable infrastructure is essential to mili-
tary operations. Airfields, ports, rail lines,
canals, and paved roads enable the U.S.
to stage, launch, and logistically sustain
combat operations. We combined expert
knowledge of regions with publicly avail-
able information on critical infrastructure
to arrive at our overall assessment of this
metric.!*

In summary, the U.S. has developed an ex-

tensive network of bases in the region and has
acquired substantial operational experience

in combatting regional threats, but many of its
allies are hobbled by political instability, eco-
nomic problems, internal security threats, and
mushrooming transnational threats. Although
the overall score remains “moderate,” as it was
last year, it has fallen lower and is in danger of
falling to “poor” because of increasing politi-
cal instability and growing bilateral tensions
with allies over the security implications of the
nuclear agreement with Iran and how best to
fight the Islamic State.

With this in mind, we arrived at these aver-
age scores for the Middle East (rounded to the
nearest whole number):

» Alliances: 3—Moderate

» Political Stability: 1—Very Poor

e U.S. Military Positioning: 3—Moderate
Infrastructure: 3—Moderate

Leading to a regional score of: Moderate

Operating Environment: Middle East

VERY POOR UNFAVORABLE MODERATE FAVORABLE EXCELLENT
Alliances v
Political Stability
U.S. Military Posture v
Infrastructure v
OVERALL | v I
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AsIa

ince the founding of the American republic,

Asia has been a key area of interest for the
United States for both economic and security
reasons. One of the first ships to sail under an
American flag was the aptly named Empress of
China, which inaugurated America’s participa-
tion in the lucrative China trade in 1784. In the
more than 200 years since then, the United
States has worked under the strategic assump-
tion that it was inimical to American interests
to allow any single nation to dominate Asia. Asia
constituted too important amarket and was too
great a source of key resources for the United
States to be denied access. Thus, beginning with
U.S. Secretary of State John Hay’s “Open Door’
policy toward China in the 19th century, the
United States has worked to prevent the rise
of aregional hegemon, whether it was imperial
Japan in Asia or the Soviet Union in Europe.

In the 21st century, Asia’s importance to the
United States will continue to grow. Already,
40 percent of U.S. trade in goods is in Asian
markets. Asia is a key source of vital natural
resources and a crucial part of the global value
chain in areas like electronic components. It
is America’s second largest trading partner in
services.! Disruption in Asia, as occurred with
the March 2011 earthquake in Japan, affects
the production of things like cars, aircraft, and
computers around the world, as well as the
global financial system.

Asia is of more than just economic concern,
however. Several of the world’s largest militar-
ies are in Asia, including those of China, India,
North and South Korea, Pakistan, Russia, and
Vietnam. The United States also maintains
a network of treaty alliances and security

3

partnerships, as well as a significant military
presence, in Asia. Five Asian states (China,
North Korea, India, Pakistan, and Russia) pos-
sess nuclear weapons.

The region is a focus of American security
concerns both because of the presence of sub-
stantial military forces and because of the legacy
of conflict. Both of the two major “hot” wars
fought by the United States during the Cold War
were in Asia: Korea and Vietnam. Moreover, the
Asian security environment is unstable. For one
thing, the Cold War has not ended in Asia. Of
the four states divided between Communism
and democracy by the Cold War, three (China,
Korea, and Vietnam) were in Asia. Neither the
Korean situation nor the China-Taiwan situa-
tion was resolved despite the fall of the Berlin
Wall and the collapse of the Soviet Union.

The Cold War itself was an ideological con-
flict layered atop long-standing—and still lin-
gering—historical animosities. Asia is home to
several major territorial disputes, among them:

* Northern Territories/Southern Kuriles
(Japan and Russia);

e Senkakus/Diaoyutai/Diaoyu Dao (Japan,
China, and Taiwan);

e Dok-do/Takeshima (Korea and Japan);

e Paracels/Xisha Islands (Vietnam, China,
and Taiwan);

e Spratlys/Nansha Islands (China, Tai-
wan, Vietnam, Brunei, Malaysia, and
the Philippines);
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e Kashmir (India and Pakistan); and

e Aksai Chin and parts of the Indian state of
Arunachal Pradesh (India and China).

Even the various names applied to the dis-
puted territories reflect the fundamental dif-
ferences in point of view, as each state refers
to the disputed areas under a different name.
Similarly, different names are applied to the
various major bodies of water: for example,

“East Sea” or “Sea of Japan” and “Yellow Sea”
or “West Sea.” China and India do not even
agree on the length of their disputed border,
with Chinse estimates as low as 2,000 kilo-
meters and Indian estimates generally in the
mid-3,000s.

These disputes over names also reflect the
broader tensions rooted in historical animosi-
ties—enmities that still scar the region. Most
notably, Japan’s actions leading up to and
during World War II remain a major source of
controversy, particularly in China and South
Korea, where debates over issues such as what
is incorporated in textbooks and governmen-
tal statements prevent old wounds from com-
pletely healing. Similarly, a Chinese claim
that much of the Korean Peninsula was once
Chinese territory aroused reactions in both
Koreas. The end of the Cold War did little to
resolve any of these underlying disagreements.

Itis in this light that one should consider
the lack of a political-security architecture, or
even much of an economic one, undergirding
East Asia. Despite substantial trade and ex-
panding value chains among the various Asian
states, as well as with the rest of the world, for-
mal economic integration is limited. There is
no counterpart to the European Union or even
to the European Economic Community, just as
there is no parallel with the European Coal and
Steel Community, the precursor to European
economic integration.

The Association of Southeast Asian Nations
(ASEAN) is a far looser agglomeration of dis-
parate states, although they have succeeded in
expanding economic linkages among them-
selves over the past 50 years through a range

of economic agreements like the ASEAN Free

Trade Area (AFTA). Less important to regional

stability has been the South Asia Association

of Regional Cooperation (SAARC), which in-
cludes Afghanistan, Bangladesh, Bhutan, India,
Maldives, Nepal, Pakistan, and Sri Lanka. The

SAARC is largely ineffective, both because of
the lack of regional economic integration and

because of the historical rivalry between In-
dia and Pakistan. Also, despite attempts, there

is still no Asia-wide free trade agreement, al-
though the Trans-Pacific Partnership, if it pro-
ceeds without the U.S,, and the Regional Com-
prehensive Economic Partnership would help

to remedy this gap to some extent.

Similarly, there is no equivalent of NATO,
despite an ultimately failed mid-20th century
effort to forge a parallel multilateral security
architecture through the Southeast Asia Treaty
Organization (SEATO). Regional security enti-
ties like the Five Power Defence Arrangement
(involving the United Kingdom, Australia,
New Zealand, Malaysia, and Singapore in an

“arrangement,” not an alliance) or discussion
forums like the ASEAN Regional Forum and
the ASEAN Defense Ministers-Plus Meeting
have been far weaker. Nor did an Asian equiva-
lent of the Warsaw Pact arise. Instead, Asian
security has been marked by a combination
of bilateral alliances, mostly centered on the
United States, and individual nations’ efforts
to maintain their own security.

Important Alliances and
Bilateral Relations in Asia

For the United States, the keys to its po-
sition in the Western Pacific are its alliances
with Japan, the Republic of Korea (ROK), the
Philippines, Thailand, and Australia. These five
alliances are supplemented by very close secu-
rity relationships with New Zealand, Afghani-
stan, Pakistan, and Singapore and evolving
relationships with other nations in the region
like India, Vietnam, Malaysia, and Indonesia.
The U.S. also has a robust unofficial relation-
ship with Taiwan.

The United States enjoys the benefit of shar-
ing common weapons and systems with many
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of its allies, which facilitates interoperability.
Many nations, for example, have equipped

their ground forces with M-16/M-4-based

infantry weapons (and share the 5.56mm cali-
ber); field F-15 and F-16 combat aircraft; and

employ LINK-16 data links. Australia, Japan,
and South Korea are partners in the produc-
tion of the F-35 Joint Strike Fighter; Australia

and Japan have already taken delivery of air-
craft, and South Korea is due to take delivery

next year. Consequently, in the event of con-
flict, the various air, naval, and even land forces

will be capable of sharing information in such

key areas as air defense and maritime domain

awareness. This advantage is further expanded

by the constant ongoing range of both bilateral

and multilateral exercises, which acclimates

various forces to operating together and famil-
iarizes both American and local commanders

with each other’s standard operating proce-
dures (SOPs), as well as training and tactics.

Japan. The U.S.-Japan defense relation-
ship is the linchpin in the American network
of relations in the Western Pacific. The U.S.-Ja-
pan Treaty of Mutual Cooperation and Secu-
rity, signed in 1960, provided for a deep alliance
between two of the world’s largest economies
and most sophisticated military establish-
ments, and changes in Japanese defense poli-
cies are now enabling an even greater level of
cooperation on security issues between the
two allies and others in the region.

Since the end of World War 11, Japan’s de-
fense policy has been distinguished by Article
9 of its constitution. This article, which states
in part that “the Japanese people forever re-
nounce war as a sovereign right of the nation
and the threat or use of force as means of set-
tling international disputes,”in effect prohib-
its the use of force by Japan’s governments as
aninstrument of national policy. It also has led
to several other associated policies.

One such policy is a prohibition on “collec-
tive self-defense.” Japan recognized that na-
tions have aright to employ their armed forces
to help other states defend themselves (i.e., to
engage in collective defensive operations) but
rejected that policy for itself: Japan would

employ its forces only in defense of Japan. In
2015, this changed. The U.S. and Japan revised
their defense cooperation guidelines, and the
Japanese passed legislation needed to allow Ja-
pan to exercise limited collective self-defense
in certain cases involving threats to both the
U.S. and Japan, as well as in multilateral peace-
keeping operations.

A similar policy decision was made regard-
ing Japanese arms exports in 2014. For a vari-
ety of economic and political reasons, Tokyo
had chosen until then to rely on domestic or li-
censed production to meet most of its military
requirements while essentially banning de-
fense-related exports. The relaxation of these
export rules in 2014 enabled Japan, among
other things, to pursue (ultimately unsuccess-
fully) an opportunity to build new state-of-the-
art submarines in Australia, for Australia, and
possible sales of amphibious search and res-
cue aircraft to the Indian navy. Japan has also
sold multiple patrol vessels to the Philippine
and Vietnamese Coast Guards and is exploring
various joint development opportunities with
the U.S. and a few other nations.

Tokyo relies heavily on the United States
forits security. In particular, it depends on the
United States to deter nuclear attacks on the
home islands. The combination of the pacifist
constitution and Japan’s past (i.e., the atomic
bombings of Hiroshima and Nagasaki) has
forestalled much public interest in obtaining
an independent nuclear deterrent. Similarly,
throughout the Cold War, Japan relied on the
American conventional and nuclear commit-
ment to deter Soviet and Chinese aggression.

As part of its relationship with Japan, the
United States maintains some 54,000 mili-
tary personnel and another 8,000 Depart-
ment of Defense civilian employees in Japan
under the rubric of U.S. Forces Japan (USFJ).?
These forces include a forward-deployed car-
rier battle group centered on the USS Ronald
Reagan; a submarine tender; an amphibious
assault ship at Yokosuka; and the bulk of the
Third Marine Expeditionary Force (III MEF)
on Okinawa. U.S. forces exercise regularly with
their Japanese counterparts; in recent years,
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this collaboration has expanded from air and
naval exercises to practicing amphibious op-
erations together.

The American presence is supported by a
substantial American defense infrastructure
throughout Japan, including Okinawa. The ar-
ray of major bases provides key logistical and
communications support for U.S. operations
throughout the Western Pacific, cutting trav-
el time substantially compared with deploy-
ments from Hawaii or the West Coast of the
United States. They also provide key listening
posts on Russian, Chinese, and North Korean
military operations. This is supplemented by
Japan’s growing array of space systems, includ-
ing new reconnaissance satellites.

The Japanese government currently pro-
vides some $2 billion annually to support the
cost of USFJ.* These funds cover a variety of ex-
penses, including utility and labor costs at U.S.
bases, improvements to U.S. facilities in Japan,
and the cost of relocating training exercises
away from populated areas in Japan. Japan is
also covering nearly all of the expenses related
torelocation of the Futenma Marine Corps Air
Station from its crowded urban location to a
less densely populated part of the island and
facilities in Guam to accommodate some Ma-
rines being moved off the island.

Atleast since the 1990 Gulf War, the United
States had sought to expand Japanese par-
ticipation in international security affairs.
Japan’s political system, based on the view
that Japan’s constitution, legal decisions, and
popular attitudes all forbid such a shift, gen-
erally resisted this effort. Attempts to expand
Japan’s range of defense activities, especially
away from the home islands, have often been
vehemently opposed by Japan’s neighbors,
especially China and South Korea, due to un-
resolved differences on issues ranging from
territorial claims and boundaries to historical
grievances and Japanese visits to the Yasuku-
ni Shrine. Even with the incremental changes
allowing for broader Japanese defense con-
tributions, these issues will doubtless con-
tinue to constrain Japan’s contributions to
the alliance.

These historical issues have been sufficient
to torpedo efforts to improve defense coopera-
tion between Seoul and Tokyo, a fact highlight-
ed in 2012 by South Korea’s last-minute deci-
sion not to sign an agreement to share sensitive
military data, including details about the North
Korean threat to both countries.® In December
2014, the U.S,, South Korea, and Japan signed a
military data-sharing agreement limited to in-
formation on the North Korean military threat
and requiring both allies to pass information
through the United States military. This was
supplemented in 2016 by a Japan-ROK bilat-
eral agreement on sharing military intelligence.
Similar controversies, rooted in history as well
as in contemporary politics, have also affected
Sino-Japanese relations and, to alesser extent,
Japanese ties to some Southeast Asian states.

Republic of Korea. The United States and
the Republic of Korea signed their Mutual De-
fense Treaty in 1953. That treaty codified the
relationship that had grown from the Korean
‘War, when the United States dispatched troops
to help South Korea defend itself against in-
vasion by Communist North Korea. Since
then, the two states have forged an enduring
alliance supplemented by a substantial trade
and economic relationship that includes a free
trade agreement.

As of March 2017, the United States main-
tained some 23,411 troops in Korea,’ the largest
concentration of American forces on the Asian
mainland. This presence is centered mainly on
the U.S. 2nd Infantry Division, rotating brigade
combat teams, and a significant number of
combat aircraft.

The U.S.-ROK defense relationship in-
volves one of the more integrated and complex
command-and-control structures. A United
Nations Command (UNC) established in 1950
was the basis for the American intervention
and remained in place after the armistice was
signed in 1953. UNC has access to anumber of
bases in Japan in order to support U.N. forces
in Korea. In concrete terms, however, it only
oversaw South Korean and American forces
as other nations’ contributions were gradu-
ally withdrawn or reduced to token elements.
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In 1978, operational control of frontline
South Korean and American military forces
passed from UNC to Combined Forces Com-
mand (CFC). Headed by an American officer
who is also Commander, UN. Command, CFC
reflects an unparalleled degree of U.S.-South
Korean military integration. Similarly, the
system of Korean Augmentees to the United
States Army (KATUSA), which places South
Korean soldiers into American units assigned
to Korea, allows for an atypical degree of tacti-
cal-level integration and cooperation.

Current command arrangements for the
U.S. and ROK militaries are for CFC to exercise
operational control (OPCON) of all forces on
the peninsula in time of war, while peacetime
control rests with respective national authori-
ties, although the U.S. exercises peacetime OP-
CON over non-U.S., non-ROK forces located on
the peninsula. In 2003, South Korean Presi-
dent Roh Moo-hyun, as agreed with the U.S,,
began the process of transferring wartime op-
erational control from CFC to South Korean
commanders, thereby establishing the ROK
military as fully independent of the United
States. This decision engendered significant
opposition within South Korea and raised se-
rious military questions about the impact on
unity of command. Faced with various North
Korean provocations, including a spate of mis-
sile tests as well as attacks on South Korean
military forces and territory in 2010, Washing-
ton and Seoul agreed in late 2014 to postpone
wartime OPCON transfer.’

The domestic political constraints under
which South Korea’s military operates are
less stringent than those that govern the op-
erations of the Japanese military. Thus, South
Korea rotated several divisions to fight along-
side Americans in Vietnam. In the first Gulf
War, the Iraq War, and Afghanistan, South Ko-
rea limited its contributions to non-combatant
forces and monetary aid. The focus of South
Korean defense planning remains on North
Korea, especially as Pyongyang has deployed
its forces in ways that optimize a southward
advance and has carried out several penetra-
tions of ROK territory over the years by ship,

submarine, commandos, and drones. The sink-
ing of the South Korean frigate Cheonan and
shelling of Yongpyeong-do in 2010, which to-
gether killed 48 military personnel, wounded
16, and killed two civilians, have only height-
ened concerns about North Korea.

Over the past several decades, the American
presence on the peninsula has slowly declined.
In the early 1970s, President Richard Nixon
withdrew the 7th Infantry Division, leaving
only the 2nd Infantry Division on the penin-
sula. Those forces have been positioned farther
back so that there are now few Americans de-
ployed on the Demilitarized Zone (DM?Z).

Washington generally maintains “more
than 28,000 American troops” in the ROK.?
These forces regularly engage in major exer-
cises with their ROK counterparts, including
the Key Resolve and Foal Eagle series, both
of which involve the actual deployment of a
substantial number of forces and are partly
intended to deter Pyongyang, as well as to give
U.S. and ROK forces a chance to practice oper-
ating together. The ROK government also pro-
vides substantial resources to defray the costs
of U.S. Forces—Korea. It pays approximately
half of all non-personnel costs for U.S. forces
stationed in South Korea, amounting to $821
million in 2016, and “is paying $9.74 billion
for the relocation of several U.S. bases within
the country and construction of new military
facilities.””

With new governments in place in both the
U.S. and South Korea, the health of the alliance
at the political level will need to be monitored
closely for impact on the operational lev-
els. The two could diverge on issues such as
North Korea sanctions policy, the timing of
engagement with North Korea, deployment
of THAAD, and ROK-Japan relations.

The Philippines. America’s oldest defense
relationship in Asia is with the Philippines.
The United States seized the Philippines from
the Spanish over a century ago as a result of
the Spanish-American War and a subsequent
conflict with Philippine indigenous forces. Un-
like other colonial states, however, the U.S. also
putin place a mechanism for the Philippines to
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gainits independence, transitioning through a
period as a commonwealth until the archipela-
gowas granted full independence in 1946. Just
as important, substantial numbers of Filipinos
fought alongside the United States against Ja-
pan in World War 11, establishing a bond be-
tween the two peoples. Following World War
IT and after assisting the newly independent
Filipino government against the Communist
Hukbalahap movement in the 1940s, the Unit-
ed States and the Philippines signed a mutual
security treaty.

For much of the period between 1898 and
the end of the Cold War, the largest American
bases in the Pacific were in the Philippines,
centered around the U.S. Navy base in Subic
Bay and the complex of airfields that devel-
oped around Clark Field (later Clark Air Base).
While the Philippines have never had the abil-
ity to provide substantial financial support
for the American presence, the unparalleled
base infrastructure provided replenishment
and repair facilities and substantially extend-
ed deployment periods throughout the East
Asian littoral.

These bases were often centers of contro-
versy, as they were reminders of the colonial
era. In 1991, a successor to the Military Bases
Agreement between the U.S. and the Philip-
pines was submitted to the Philippine Senate
for ratification. The Philippines, after alengthy
debate, rejected the treaty, compelling Ameri-
can withdrawal from Philippine bases. Coupled
with the effects of the 1991 eruption of Mount
Pinatubo, which devastated Clark Air Base and
damaged many Subic Bay facilities, and the end
of the Cold War, closure of the bases was not
seen as fundamentally damaging to America’s
posture in the region.

Moreover, despite the closing of the Ameri-
can bases and consequent slashing of American
military assistance, U.S.-Philippine military
relations remained close, and assistance began
to increase again after 9/11 as U.S. forces assist-
ed the Philippines in countering Islamic ter-
rorist groups, including the Abu Sayyaf Group
(ASG), in the south of the archipelago. From
2002-2015, the U.S. rotated 500-600 special

operations forces regularly through the Philip-
pines to assist in counterterrorism operations.
That operation, Joint Special Operations Task

Force-Philippines (JSOTF-P), closed in the

first part of 2015, but the U.S. presence in Min-
danao continues at reduced levels.

The Philippines continues to have serious
problems with Islamist insurgencies and terror-
ists in its South. This affects the government’s
priorities and, potentially, its stability. Although
not adirect threat to the American homeland, it
also bears on the U.S. military footprint in the
Philippines and the type of cooperation the two
militaries undertake. In addition to the current
threat from ISIS-affiliated groups like the ASG,
trained ISIS fighters returning to the Philip-
pines could pose a threat similar to that of the

“mujahedeen” who returned from Afghanistan
after the Soviet war there in the 1980s.

Thousands of U.S. troops participate in
combined exercises with Philippine troops,
most notably as a part of the annual Balikatan
exercises. In all, 258 activities with the Phil-
ippines are planned for 2017, including other

“joint and service-to-service exercises.”*°

In 2014, the United States and the Philip-
pines announced a new Enhanced Defense Co-
operation Agreement (EDCA), which allows for
an expanded American presence in the archi-
pelago,” and in early 2016, they agreed on five
specific bases subject to the agreement. Sub-
sequent agreement has been reached to begin
with Basa Air Base in Pampanga, central Luzon,
the main Philippine island.'”? Under the EDCA,
U.S. forces will rotate through these locations
on an expanded basis, allowing for a more reg-
ular presence (but not new, permanent bases)
in the islands and more joint training with the
Armed Forces of the Philippines (AFP) forces.
The agreement also facilitates the provision of
humanitarian assistance and disaster relief. The
United States also agreed to improve the facili-
ties it uses and to transfer and sell more mili-
tary equipment to the AFP to help it modernize.
This is an important step, as the Philippine mili-
tary has long been one of the region’s weakest
despite the need to defend an incredibly large
expanse of ocean, shoreline, and territory.
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One long-standing difference between
the U.S. and the Philippines has been appli-
cation of the U.S.-Philippine Mutual Defense
Treaty to disputed islands in the South China
Sea. The U.S. has long maintained that the
treaty does not extend American obligations
to disputed areas and territories, but Filipino
officials occasionally have held otherwise.!®
The EDCA does not settle this question, but
tensions in the South China Sea, including
in recent years at Scarborough Shoal, have
highlighted Manila’s need for greater sup-
port from and cooperation with Washington.
Moreover, the U.S. government has long been
explicit that any attack on Philippine govern-
ment ships or aircraft, or on the Philippine
armed forces, would be covered under the
treaty, “thus separating the issue of territo-
rial sovereignty from attack on Philippine
military and public vessels.”*

In 2016, the Philippines elected a very un-
conventional President, Rodrigo Duterte, to
a six-year term. His rhetorical challenges to
current priorities in the U.S.-Philippines alli-
ance have raised questions about the trajectory
of the alliance and initiatives that are impor-
tant to it. With the support of the Philippine
government at various levels, however, the
two militaries continue to work together with
some adjustment in the size and purpose of
their cooperation.”

Thailand. The U.S.-Thai security relation-
ship is built on the 1954 Manila Pact, which
established the now-defunct SEATO, and the
1962 Thanat-Rusk agreement. These were
supplemented by the 2012 Joint Vision state-
ment for U.S.-Thai relations. In 2003, Thailand
was designated a “major, non-NATO ally,” giv-
ing it improved access to American arms sales.

Thailand’s central location has made it an
important component of the network of U.S. al-
liances in Asia. During the Vietnam War, a va-
riety of American aircraft were based in Thai-
land, ranging from fighter-bombers and B-52s
to reconnaissance aircraft. In the first Gulf War
and again in the Iraq War, some of those same
air bases were essential for the rapid deploy-
ment of American forces to the Persian Gulf.

U.S. and Thai forces exercise together regu-
larly, most notably in the annual Cobra Gold
exercises, first begun in 1982. This builds on
a partnership that began with the dispatch
of Thai forces to the Korean War, where over
1,200 Thai troops died out of some 6,000
deployed. The Cobra Gold exercises are
among the world’s largest multilateral mili-
tary exercises.

U.S.-Thai relations have been strained in
recent years as aresult of domestic unrest and
two coups in Thailand. This strife has limited
the extent of U.S.-Thai military cooperation, as
U.S. law prohibits U.S. funding for many kinds
of assistance to a foreign country in which a
military coup deposes a duly elected head of
government. Nonetheless, the two states con-
tinue to cooperate, including in joint military
exercises and counterterrorism. The Counter
Terrorism Information Center (CTIC) con-
tinues to allow the two states to share vital
information about terrorist activities in Asia.
Among other things, the CTIC reportedly
played a key role in the capture of the leader
of Jemaah Islamiyah, Hambali, in 2003.°

Thailand has also been drawing closer to the
People’s Republic of China (PRC). This process,
underway since the end of the Vietnam War, is
accelerating because of expanding economic
relations between the two states. Between
2005 and 2010, the value of trade between the
two states doubled. Today, China is Thailand’s
second leading trading partner."”

Relations between the Thai and Chinese mil-
itaries also have improved over the years. Intel-
ligence officers began formal meetings in 1988.
Thai and Chinese military forces have engaged
in joint naval exercises since 2005, joint coun-
terterrorism exercises since 2007, and joint
marine exercises since 2010"™ and conducted
their first joint air force exercises in 2015. The
Thais have been buying Chinese military equip-
ment for many years. Recent purchases include
two significant buys of battle tanks'® as well as
armored personnel carriers. In 2017, Thailand
made the first of three planned submarine pur-
chases in one of the most expensive arms deals
inits history.?° Submarines could be particularly

The Heritage Foundation | heritage.org/Military

171



critical to Sino-Thai relations because the train-
ing and maintenance required will entail greater
Chinese military presence at Thai military fa-
cilities. Thai-Chinese military relations may
have accelerated as a result of the U.S. restric-
tions imposed in the wake of Thailand’s politi-
cal instability.

Australia. Australia is one of America’s
most important allies in the Asia-Pacific. U.S.—
Australia security ties date back to World War I,
when U.S. forces fought under Australian com-
mand on the Western Front in Europe. These
ties deepened during World War IT when, after
Japan commenced hostilities in the Western
Pacific, Australian forces committed to the
North Africa campaign were not returned to
defend the continent—despite British prom-
ises to do so. As Japanese forces attacked the
East Indies and secured Singapore, Australia
turned to the United States to bolster its de-
fenses, and American and Australian forces
subsequently cooperated closely in the Pacific
War. Those ties and America’s role as the main
external supporter for Australian security
were codified in the Australia-New Zealand-
U.S. (ANZUS) pact of 1951.

A key part of the Obama Administration’s

“Asia pivot” was to rotate additional United
States Air Force units and Marines through
Northern Australia.?! Eventually expected to
total some 2,500 troops, the initial deploy-
ments of 1,250 Marines and their equipment,
including up to 13 aircraft, have been based
near the northern city of Darwin.?? The two
sides concluded negotiations over the terms of
the full deployment late in 2016, and it is now
estimated that deployment will be complete by
2020.% The Air Force has deployed F-22 fighter
aircraft to northern Australia for joint train-
ing exercises, and there have been discussions
about rotational deployments of other assets
to that part of the country as well.>* Meanwhile,
the two nations engage in a variety of security
cooperation efforts, including joint space sur-
veillance activities. These were codified in 2014
with an agreement that allows sharing of space
information data among the U.S., Australia, the
U.K., and Canada.®®

The two nations’ chief defense and foreign
policy officials meet annually in the Austra-
lia-United States Ministerial (AUSMIN) pro-
cess to address such issues of mutual concern
as security developments in the Asia-Pacific
region, global security and development, and
bilateral security cooperation.?® Australia has
also granted the United States access to anum-
ber of joint facilities, including space surveil-
lance facilities at Pine Gap and naval commu-
nications facilities on the North West Cape of
Australia.””

Australia and the United Kingdom are two
of America’s closest partners in the defense in-
dustrial sector. In 2010, the United States ap-
proved Defense Trade Cooperation Treaties
with Australia and the U.K. that allow for the
expedited and simplified export or transfer of
certain defense services and items between the
U.S. and its two key partners without the need
for export licenses or other approvals under
the International Traffic in Arms Regulations.
This also allows for much greater integration
among the American, Australian, and British
defense industrial establishments.?®

Singapore. Although Singapore is not a se-
curity treaty ally of the United States, it is a key
security partner in the region. Their close de-
fense relationship was formalized in 2005 with
the Strategic Framework Agreement (SFA) and
expanded in 2015 with the U.S.-Singapore De-
fense Cooperation Agreement (DCA).

The 2005 SFA was the first agreement of
its kind since the end of the Cold War. It built
on the 1990 Memorandum of Understanding
Regarding United States Use of Facilities in
Singapore, as amended, which allows for U.S.
access to Singaporean military facilities.?” The
2015 DCA establishes “high-level dialogues be-
tween the countries’ defense establishments”
and a “broad framework for defense coopera-
tion in five key areas, namely in the military,
policy, strategic and technology spheres, as
well as cooperation against non-conventional
security challenges, such as piracy and trans-
national terrorism.”*°

New Zealand. For much of the Cold War,
U.S. defense ties with New Zealand were
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similar to those between America and Austra-
lia. As a result of controversies over U.S. Navy
employment of nuclear power and the possible

deployment of U.S. naval vessels with nuclear

weapons, the U.S. suspended its obligations to

New Zealand under the 1951 ANZUS Treaty.
Defense relations improved, however, in the

early 21st century as New Zealand committed

forces to Afghanistan and dispatched an en-
gineering detachment to Iraq. The 2010 Wel-
lington Declaration and the 2012 Washington

Declaration, while not restoring full security
ties, allowed the two nations to resume high-
level defense dialogues.

In 2013, U.S. Secretary of Defense Chuck
Hagel and New Zealand Defense Minister
Jonathan Coleman announced the resumption
of military-to-military cooperation,® and in
July 2016, the U.S. accepted an invitation from
New Zealand to make a single port call, report-
edly with no change in U.S. policy to confirm
or deny the presence of nuclear weapons on
the ship.?? At the time of the visit in Novem-
ber 2016, both sides claimed to have satisfied
their respective legal requirements. The Prime
Minister of New Zealand expressed confidence
that the vessel was not nuclear-powered and
did not possess nuclear armaments, and the
U.S. neither confirmed nor denied this. The
visit occurred in a unique context, including an
international naval review and relief response
to the Kaikoura earthquake, but the arrange-
ment may portend a longer-term solution to
the nuclear impasse between the two nations.

Taiwan. When the United States shifted
its recognition of the government of China
from the Republic of China (on Taiwan) to the
People’s Republic of China (the mainland), it
declared certain commitments concerning the
security of Taiwan. These commitments are
embodied in the Taiwan Relations Act (TRA)
and the subsequent “Six Assurances.”

The TRA is an American law and not a treaty.
Under the TRA, the United States maintains
programs, transactions, and other relations
with Taiwan through the American Institute
in Taiwan (AIT). Except for the Sino-U.S. Mu-
tual Defense Treaty, which had governed U.S.

security relations with Taiwan, all other treaties
and international agreements made between
the Republic of China and the United States
remain in force. (President Jimmy Carter ter-
minated the Sino-U.S. Mutual Defense Treaty
following the shift in recognition to the PRC.)
Under the TRA, it is the policy of the United
States “to provide Taiwan with arms of a de-
fensive character.” The TRA also states that
the U.S. will “make available to Taiwan such
defense articles and services in such quantity
as may be necessary to enable Taiwan to main-
tain a sufficient self-defense capability.” The
U.S. has implemented these provisions of the
TRA through sales of weapons to Taiwan.
The TRA states that it is U.S. policy to
“consider any effort to determine the future of
Taiwan by other than peaceful means, includ-
ing by boycotts or embargoes, a threat to the
peace and security of the Western Pacific area
and of grave concern to the United States.” It
also states that it is U.S. policy to “maintain
the capacity of the United States to resist any
resort to force or other forms of coercion that
would jeopardize the security, or the social or
economic system, of the people on Taiwan.”*
The TRA requires the President to inform
Congress promptly of “any threat to the secu-
rity or the social or economic system of the
people on Taiwan and any danger to the inter-
ests of the United States arising therefrom.” It
then states: “The President and the Congress
shall determine, in accordance with consti-
tutional processes, appropriate action by the
United States in response to any such danger.’
Supplementing the TRA are the “Six Assur-
ances” issued by President Ronald Reaganina
secret July 1982 memo, subsequently publicly
released and the subject of a Senate hearing.
These assurances were intended to moderate
the third Sino—American communiqué, itself
generally seen as one of the “Three Commu-
niqués” that form the foundation of U.S.-PRC
relations. These assurances of July 14, 1982,
were that:

2

[1In negotiating the third Joint Communiqué
with the PRC, the United States:
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1. has not agreed to set a date for ending
arms sales to Taiwan;

2. has not agreed to hold prior consultations
with the PRC on arms sales to Taiwan;

3. will not play any mediation role between
Taipei and Beijing;

4. has not agreed to revise the Taiwan Rela-
tions Act;

5. has not altered its position regarding sov-
ereignty over Taiwan;

6. will not exert pressure on Taiwan to negoti-
ate with the PRC.2®

Although the United States sells Taiwan a
variety of military equipment, it does not en-
gage in joint exercises with the Taiwan armed
forces. Some Taiwan military officers, however,
attend professional military education institu-
tions in the United States. There also are regu-
lar high-level meetings between senior U.S. and
Taiwan defense officials, both uniformed and
civilian. The United States does not maintain
any bases in Taiwan or its territories.

Vietnam, Malaysia, and Indonesia. The
U.S. has security relationships with several
key Southeast Asian countries. None of these
relationships is as extensive and formal as its
relationship with Singapore and its treaty al-
lies, but all are of growing significance. The
U.S. “rebalance” to the Pacific incorporated
a policy of “rebalance within the rebalance”
that included efforts to expand relations with
this second tier of American security partners
and diversify the geographical spread of its
forward-deployed forces.

Since shortly after the normalization of
diplomatic relations between the two coun-
tries in 1995, the U.S. and Vietnam also have
normalized their defense relationship, albeit
very slowly. The relationship was codified in
2011 with a Memorandum of Understanding

“advancing bilateral defense cooperation” that
covers five areas of operations, including mari-
time security, and was updated with the 2015
Joint Vision Statement on Defense Coopera-
tion, which includes a reference to “coopera-
tion in the production of new technologies and
equipment.”3¢

The most significant development in secu-
rity ties over the past several years has been
the relaxation of the ban on sales of arms to
Vietnam. The U.S. lifted the embargo on mari-
time security-related equipment in the fall of
2014 and then lifted the ban completely when
President Barack Obama visited Hanoi in 2016.
This full embargo had long served as a psycho-
logical obstacle to Vietnamese cooperation on
security issues, but lifting it does not necessar-
ily change the nature of the articles likely to be
sold. The only transfer to have been announced
is the provision under the Foreign Assistance
Act of adecommissioned Hamilton-class Coast
Guard cutter.?” Others, including P-3 maritime
patrol aircraft, discussed since the relaxation
of the embargo three years ago have yet to be
concluded. Lifting the embargo does, however,
expand the potential of the relationship and
better positions the U.S. to compete with Chi-
nese and Russian positions there.

The Joint Statement from President
Obama’s visit also memorialized a number
of other improvements in the U.S.-Vietnam
relationship, including the Cooperative Hu-
manitarian and Medical Storage Initiative
(CHAMSI), which will advance cooperation
on humanitarian assistance and disaster relief
by, among other things, prepositioning related
American equipment in Danang, Vietnam.3®
During Vietnamese Prime Minister Nguyen
Xuan Phuc’s visit to Washington in 2017, the
U.S. and Vietnam recommitted to this initia-
tive and pledged to implement it expeditiously.
President Trump and Prime Minister Phuc
also pledged to strengthen defense ties under
the 2011 and 2015 foundational documents.’

There remain significant limits on the U.S.-
Vietnam security relationship, including a
Vietnamese defense establishment that is very
cautious in its selection of defense partners,
party-to-party ties between the Communist
parties of Vietnam and China, and a foreign
policy that seeks to balance relationships with
all major powers. The U.S. remains, like others
among Vietnam’s security partners, officially
limited to one port call a year with an addi-
tional one to two calls on Vietnamese bases
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negotiable. The U.S. has not docked a warship
at the Vietnamese military base at Cam Ranh
Bay since the end of the Vietnam War, but it
has used the international port there anumber
of times since it was opened in 2016.*°

The U.S. and Malaysia “have maintained
steady defense cooperation since the 1990s”
despite occasional political differences. Each
year, they participate jointly in dozens of bi-
lateral and multilateral exercises to promote
effective cooperation across a range of mis-
sions.* The U.S. occasionally flies P-3 and/
or P-8 patrol aircraft out of Malaysian bases
in Borneo.

The U.S.-Indonesia defense relationship
was revived in 2005 following a period of es-
trangement caused by American human rights
concerns. It now includes regular joint exercis-
es, port calls, and sales of weaponry. The U.S. is
also working closely with Indonesia’s defense
establishment to institute reforms in Indo-
nesia’s strategic defense planning processes.
Because of their impact on the operating en-
vironment in and around Indonesia, as well as
the setting of priorities in the U.S.-Indonesia
relationship, Islamist extremism and terror-
ism need to be carefully monitored. Similar
to the case with the Philippines, the return of
ISIS fighters to their homes in Indonesia (and
Malaysia) could further complicate operat-
ing environments.

The U.S. is working across the board at mod-
est levels of investment to help build Southeast
Asia’s maritime security capacity.*> Most no-
table in this regard is the Maritime Security
Initiative (MSI) announced by Secretary of
Defense Ashton Carter in 2015.4

Afghanistan. On October 7, 2001, U.S. forc-
esinvaded Afghanistan in response to the Sep-
tember 11, 2001, attacks on the United States.
This marked the beginning of Operation En-
during Freedom to combat al-Qaeda and its
Taliban supporters. The U.S., in alliance with
the UK. and the anti-Taliban Afghan Northern
Alliance forces, ousted the Taliban from power
in December 2001. Most Taliban and al-Qaeda
leaders fled across the border into Pakistan’s
Federally Administered Tribal Areas (FATA),

where they regrouped and started an insur-
gency in Afghanistan in 2003.

In August 2003, NATO joined the war in Af-
ghanistan and assumed control of the Interna-
tional Security Assistance Force (ISAF). At the
height of the war in 2011, there were 50 troop-
contributing nations and nearly 150,000 NATO
and U.S. forces on the ground in Afghanistan.

On December 28, 2014, NATO formally
ended combat operations and relinquished
responsibility to the Afghan security forces,
which currently number around 352,000 (in-
cluding army and police).** After Afghan Presi-
dent Ashraf Ghani signed a bilateral security
agreement with the U.S. and a Status of Forces
Agreement with NATO, the international coali-
tion launched Operation Resolute Support to
train and support Afghan security forces. As
of February 2017, more than 13,400 U.S. and
NATO forces were stationed in Afghanistan.
Most U.S. and NATO forces are stationed at
bases in Kabul and Bagram, with tactical ad-
vise-and-assist teams located there, in Mazar-
i-Sharif, Herat, Kandahar, and Laghman.*

In 2014, President Obama pledged to cut
U.S. force levels to around 5,500 by the end of
2015 and then to zero by the end of 2016, but he
reversed himself the following year, announc-
ing that the U.S. instead would maintain this
force level when he departed office. He revised
his pledge again in 2016 to say that he would
keep 8,400 in place, leaving any further reduc-
tions up to his successor. In August 2017, while
declining to announce specific troop levels,
President Trump announced that “conditions
on the ground” would guide the new strategy
for Afghanistan.*

Pakistan. During the war in Afghanistan,
the U.S. and NATO relied heavily on logisti-
cal supply lines running through Pakistan to
resupply coalition forces in Afghanistan. Sup-
plies and fuel were carried on transportation
routes from the port at Karachi to Afghan-
Pakistani border crossing points at Torkham
in the Khyber Pass and Chaman in Baluchistan
province. During the initial years of the Afghan
war, about 80 percent of U.S. and NATO sup-
plies traveled through Pakistani territory. This
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amount decreased to around 50 percent-60
percent as the U.S. shifted to northern routes
and when U.S.—Pakistan relations significantly
deteriorated because of U.S. drone strikes, con-
tinued Pakistani support to Taliban militants,
and the fallout surrounding the U.S. raid on
Osama bin Laden’s hideout in Abbottabad on
May 2, 2011.

From October 2001 until December 2011,
the U.S. leased Pakistan’s Shamsi airfield
southwest of Quetta in Baluchistan province
and used it as a base from which to conduct
surveillance and drone operations against ter-
rorist targets in Pakistan’s tribal border areas.
Pakistan ordered the U.S. to vacate the base
shortly after NATO forces attacked Pakistani
positions along the Afghanistan border, killing
24 Pakistani soldiers, on November 26, 2011.

Escalation of the U.S. drone strike campaign
in Pakistan’s border areas from 2009-2012 led
to the significant degradation of al-Qaeda’s
ability to plot, plan, and train for terrorist at-
tacks. The U.S. began to curtail drone strikes in
2013, largely as a result of Pakistan’s growing
complaints that the drone campaign infringed
on its sovereignty and criticism from interna-
tional human rights organizations about the
number of civilian casualties. All told, there
have been over 400 drone strikes since January
2008, including the strike that killed Taliban
leader Mullah Akhtar Mansour in Baluchistan
province in May 2016.

The U.S. provides significant amounts of
military aid to Pakistan and “reimbursements”
in the form of coalition support funds (CSF)
for Pakistan’s military deployments and op-
erations along the border with Afghanistan.
Pakistan has some 150,000 troops stationed
inregions bordering Afghanistan and recently
conducted arobust military campaign against
Pakistani militants in North Waziristan. From
FY 2002-FY 2018, the U.S. has provided almost
$8 billion in security-related assistance and
more than $14 billion in CSF funds to Paki-
stan.*” While $1 billion in CSF reimbursements
was authorized for Pakistan in 2015, the U.S.
withheld $300 million because of Pakistan’s
failure to crack down on the Haqqani network.

In 2016, reflecting a trend of growing congres-
sional resistance to military assistance for Pak-
istan, Congress blocked funds for the provision
of eight F-16s to Pakistan.

India. During the Cold War, U.S.-Indian
military cooperation was minimal, except for
a brief period during the Sino-Indian border
warin 1962 when the U.S. sided with India and
supplied it with arms and ammunition. The
rapprochement was short-lived, however, and
mutual suspicion continued to mark the Indo-
U.S. relationship because of India’s robust re-
lationship with Russia and the U.S. provision
of military aid to Pakistan, especially during
the 1970s under the Nixon Administration.
America’s ties with India hit a nadir during
the 1971 Indo-Pakistani war when the U.S.
deployed the aircraft carrier USS Enterprise
toward the Bay of Bengal in a show of support
for Pakistani forces.

Military ties between the U.S. and India
have improved significantly over the past de-
cade as the two sides have moved toward es-
tablishment of a strategic partnership based
on their mutual concern about rising Chinese
military and economic influence and converg-
ing interests in countering regional terrorism.
The U.S. and India have completed contracts
worth approximately $14 billion for the supply
of U.S. military equipment to India, including
C-130J and C-17 transport aircraft and P-8
maritime surveillance aircraft.

Defense ties between the two countries
are poised to expand further as India moves
forward with an ambitious military modern-
ization program and following three success-
ful summit-level meetings between President
Obama and Indian Prime Minister Narendra
Modi. During President Obama’s January 2015
visit to India, the two sides agreed to renew
and upgrade their 10-year Defense Frame-
work Agreement. Under the Defense Trade
and Technology Initiative (DTTI) launched
in 2012, the U.S. and India are cooperating on
development of six very specific “pathfinder”
technology projects.*®* During Prime Minister
Modi’s visit to the U.S. in June 2016, the two
sides welcomed finalization of the text of a
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logistics-sharing agreement that would allow
each country to access the other’s military sup-
plies and refueling capabilities through ports
and military bases. The signing of the logistics
agreement, formally called the Logistics Ex-
change Memorandum of Agreement (LEMOA),
marks a milestone in the Indo-U.S. defense
partnership. During that visit, the U.S. also
designated India a “major defense partner,” a
designation unique to India that is intended to
ease its access to American defense technology.
The Trump Administration subsequently reaf-
firmed this status.*” New Delhi and Washington
regularly hold joint exercises across all servic-
es, including an annual naval exercise in which
Japan will now participate on an annual basis
and in which Australia and Singapore have also
participated in the past.

Quality of Allied Armed Forces in Asia

Because of the lack of an integrated, re-
gional security architecture along the lines of
NATO, the United States partners with most
of the nations in the region on a bilateral basis.
This means that there is no single standard to
which all of the local militaries aspire; instead,
there is a wide range of capabilities that are in-
fluenced by local threat perceptions, institu-
tional interests, physical conditions, historical
factors, and budgetary considerations.

Moreover, the lack of recent major conflicts
in the region makes assessing the quality of
Asian armed forces difficult. Most Asian mili-
taries have limited combat experience; some
(e.g., Malaysia) have never fought an external
war since gaining independence in the mid-
20th century. The Indochina wars, the most
recent high-intensity conflicts, are now 30
years in the past. It is therefore unclear how
well Asian militaries have trained for future
warfare and whether their doctrine will meet
the exigencies of wartime realities. In particu-
lar, no Asian militaries have engaged in high-
intensity air or naval combat, so the quality
of their personnel, training, or equipment is
likewise unclear.

Based on examinations of equipment, how-
ever, it is assessed that several Asian allies and

friends have substantial military capabilities
supported by robust defense industries and
significant defense spending. Japan’s, South
Korea’s, and Australia’s defense budgets are
estimated to be among the world’s 15 largest.
Each of their military forces fields some of the
world’s most advanced weapons, including F-
15s in the Japan Air Self Defense Force and
ROK Air Force; airborne early warning (AEW)
platforms; AEGIS-capable surface combatants
and modern diesel-electric submarines; and
third-generation main battle tanks. As noted,
all three nations are involved in the production
and purchase of F-35 fighters.

At this point, both the Japanese and Korean
militaries are arguably more capable than most
European militaries, at least in terms of con-
ventional forces. Japan’s Self Defense Forces,
for example, field more tanks, principal surface
combatants, and combat-capable aircraft (690,
47, and 556, respectively) than their British
opposite numbers (227, 19, and 267, respec-
tively).** Similarly, South Korea fields a larger
military of tanks, principal surface combatants,
and combat-capable aircraft (more than 2,434,
23, and 567, respectively) than their German
counterparts (306, 15, and 209, respectively).*

Both the ROK and Japan are also increas-
ingly interested in developing missile defense
capabilities, including joint development
and coproduction in the case of Japan. After
much negotiation and indecision, Seoul and
Washington began to deploy America’s Ter-
minal High-Altitude Area Defense (THAAD)
missile defense system on the peninsula in
2017, but newly elected liberal South Korean
President Moon Jae-in demanded a halt pend-
ing a lengthy environmental impact assess-
ment. Moon subsequently reversed himself
after North Korea’s second ICBM test in July
2017, deciding to allow temporary deployment.
South Korea also continues to pursue an indig-
enous missile defense capability.

Singapore’s small population and physi-
cal borders limit the size of its military, but
in terms of equipment and training, it has the
largest defense budget among Southeast Asia’s
countries®® and fields some of the region’s
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highest-quality forces. For example, Singa-
pore’s ground forces can deploy third-genera-
tion Leopard Il main battle tanks, and its fleet
includes five conventional submarines (in-
cluding one with air-independent propulsion
systems), six frigates, and six missile-armed
corvettes. In addition, its air force not only has
F-15E Strike Eagles and F-16s, but also has one
of Southeast Asia’s largest fleets of airborne
early warning and control aircraft (six G550
aircraft) and a tanker fleet of KC-130s that can
help to extend range or time on station.

At the other extreme, the Armed Forces of
the Philippines (AFP) are among the region’s
weakest military forces. Having long focused
on waging counterinsurgency campaigns while
relying on the United States for its external
security, the AFP has one of the lowest bud-
gets in the region—and one of the most exten-
sive coastlines to defend. With a base defense
budget of only $2.7 billion®® and forced to deal
with a number of insurgencies, including the
Islamist Abu Sayyaf and New People’s Army,
Philippine defense resources have long been
stretched thin. The last squadron of fighter air-
craft (1960s-vintage F-5 fighters) was decom-
missioned in 2005; the Philippine Air Force
(PAF) has had to employ its S-211 trainers as
fighters and ground attack aircraft. The most
modern ships in the Philippine navy are three
former U.S. Hamilton-class Coast Guard cut-
ters; its other main combatant is a World War
II destroyer escort, one of the world’s oldest
serving warships.

Current U.S. Presence in Asia

U.S. Pacific Command. PACOM is the
oldest and largest of American unified com-
mands. Established on January 1, 1947, PA-
COM, “together with other U.S. government
agencies, protects and defends the United
States, its territories, allies, and interests.”>*
To this end, the U.S. seeks to preserve a “geo-
graphically distributed, operationally resil-
ient, and politically sustainable” regional
force posture within the PACOM area of
responsibility that can effectively deter any
potential adversaries.>

PACOM’s area of responsibility includes not
only the expanses of the Pacific, but also Alaska
and portions of the Arctic, South Asia, and the
Indian Ocean. It includes 36 nations holding
more than 50 percent of the world’s population,
two of the three largest economies, and nine
of the 10 smallest; the most populous nation
(China); the largest democracy (India); the
largest Muslim-majority nation (Indonesia);
and the world’s smallest republic (Nauru). The
region is a vital driver of the global economy
and includes the world’s busiest international
sea-lanes and nine of its 10 largest ports. By any
meaningful measure, the Asia-Pacific is also
the most militarized region in the world, with
seven of its 10 largest standing militaries and
five of its declared nuclear nations.*®

Under PACOM are a number of component
commands, including:

e U.S. Army Pacific. USARPAC is the Ar-
my’s component command in the Pacific.
It is comprised of 80,000 soldiers and sup-
plies Army forces as necessary for various
global contingencies. Among others, it
administers the 25th Infantry Division
headquartered in Hawaii, U.S. Army Japan,
and U.S. Army Alaska.””

¢ U.S. Pacific Air Force. PACAF is re-
sponsible for planning and conducting
defensive and offensive air operations in
the Asia-Pacific region. It has three num-
bered air forces under its command: 5th
Air Force (in Japan); 7th Air Force (in Ko-
rea); and 11th Air Force (headquartered
in Alaska). These field two squadrons
of F-15s, two squadrons of F-22s, five
squadrons of F-16s, and a single squadron
of A-10 ground attack aircraft, as well
as two squadrons of E-3 early-warning
aircraft, tankers, and transports.®® Other
forces that regularly come under PA-
CAF command include B-52, B-1, and
B-2bombers.

¢ U.S. Pacific Fleet. PACFLT normally
controls all U.S. naval forces committed
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to the Pacific, which usually represents
60 percent of the Navy’s fleet. It is orga-
nized into Seventh Fleet, headquartered
in Japan, and Third Fleet, headquartered
in California. Seventh Fleet comprises the
forward-deployed element of PACFLT and
includes the only American carrier strike
group (CTF-70) and amphibious group
(CTF-76) home-ported abroad, ported at
Yokosuka and Sasebo, Japan, respectively.
The Third Fleet’s area of responsibility
(AOR) spans the West Coast of the United
States to the International Date Line and
includes the Alaskan coastline and parts of
the Arctic. In recent years, this boundary
between the two fleets’ areas of operation
have been blurred under a concept called
“Third Fleet Forward.” This has eased the
involvement of the Third Fleet’s five car-
rier strike groups in the Western Pacific.
Since 2015, the conduct of Freedom of
Navigation Operations (FONOPS) that
challenge excessive maritime claims, a
part of the Navy’s mission since 1979, has
assumed a very high profile as a result
of five well-publicized operations in the
South China Sea.

U.S. Marine Forces Pacific. MARFOR-
PAC controls elements of the U.S. Marine
Corps operating in the Asia-Pacific region.
Its headquarters are in Hawaii. Because of
its extensive responsibilities and physical
span, MARFORPAC controls two-thirds of
Marine Corps forces: the I Marine Expedi-
tionary Force (MEF), centered on the 1st
Marine Division, 3rd Marine Air Wing, and
1st Marine Logistics Group, and the III Ma-
rine Expeditionary Force, centered on the
3rd Marine Division, 1st Marine Air Wing,
and 3rd Marine Logistics Group. The I
MEF is headquartered at Camp Pendleton,
California, and the ITI MEF is headquar-
tered on Okinawa, although each has vari-
ous subordinate elements deployed at any
time throughout the Pacific on exercises,
maintaining presence, or engaged in other
activities. MARFORPAC is responsible

for supporting three different commands:
Itis the U.S. Marine Corps component of
PACOM, provides the Fleet Marine Forces
to PACFLT, and provides Marine forces for
U.S. Forces Korea (USFK).>°

¢ U.S. Special Operations Command Pa-

cific. SOCPAC has operational control of
various special operations forces, includ-
ing Navy SEALs; Naval Special Warfare
units; Army Special Forces (Green Berets);
and Special Operations Aviation units in
the Pacific region, including elements in
Japan and South Korea. It supports the
Pacific Command’s Theater Security Co-
operation Program as well as other plans
and contingency responses. Until 2015,
this included Joint Special Operations
Task Force-Philippines (JSOTF-P), 500-
600 soldiers assisting Manila in combat-
ting Islamist insurgencies in the southern
Philippines such as Abu Sayyaf. SOCPAC
forces also support various operations in
the region other than warfighting, such

as counterdrug operations, counterter-
rorism training, humanitarian assistance,
and demining activities.

¢ U.S. Forces Korea and U.S. Eighth

Army. Because of the unique situation
on the Korean Peninsula, two subcom-
ponents of PACOM, U.S. Forces Korea
(USFK) and U.S. Eighth Army, are based
in Korea. USFK, a joint headquarters led
by a four-star U.S. general, is in charge of
the various U.S. military elements on the
peninsula. U.S. Eighth Army operates in
conjunction with USFK as well as with the
United Nations presence in the form of
United Nations Command.

Other forces, including space capabilities,
cyber capabilities, air and sealift assets, and
additional combat forces, may be made avail-
able to PACOM depending on requirements
and availability.

U.S. Central Command—Afghanistan.
Unlike the U.S. forces deployed in Japan and
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South Korea, there is no permanent force
structure committed to Afghanistan; instead,
forces rotate through the theater under the
direction of PACOM’s counterpart in that
region of the world, U.S. Central Command
(CENTCOM). As of May 2016, these forc-
esincluded:

¢ Resolute Support Mission, including
U.S. Forces Afghanistan.®

e Special Operations Joint Task Force—
Afghanistan. This includes a Special
Forces battalion, based out of Bagram Air-
field, and additional allied special opera-
tions forces at Kabul.

¢ 9th Air and Space Expeditionary Task
Force. This includes the 155th Air Ex-
peditionary Wing, providing air support
from Bagram airfield; the 451st Air Expe-
ditionary Group and 455th Expeditionary
Operations Group, operating from Kan-
dahar and Bagram airfields, respectively,
providing air support and surveillance
operations over various parts of Afghani-
stan; and the 421st Expeditionary Fighter
Squadron, providing close air support
from Bagram airfield.

¢ Combined Joint Task Force 10/10th
Mountain Division, centered on Bagram
airfield. This is the main U.S. national sup-
port element. It includes seven battalions
of infantry, air defense artillery for coun-
ter-artillery missions, and explosive ord-
nance disposal across Afghanistan. It also
includes three Army aviation battalions, a
combat aviation brigade headquarters, and
two additional joint task forces to provide
nationwide surveillance support.®!

¢ Five Train, Advise, Assist Commands
in Afghanistan, each of which is a multi-
national force tasked with improving local
capabilities to conduct operations.5?

Key Infrastructure That Enables
Expeditionary Warfighting Capabilities

Any planning for operations in the Pacific
will be dominated by the “tyranny of distance.”
Because of the extensive distances that must
be traversed in order to deploy forces, even
Air Force units will take one or more days to
deploy, and ships measure steaming time in
weeks. For instance, a ship sailing at 20 knots
requires nearly five days to get from San Diego
to Hawaii. From there, it takes a further seven
days to get to Guam, seven days to Yokosuka,
Japan, and eight days to Okinawa—if ships en-
counter no interference along the journey.*?

China’s growing anti-access/area denial (A2/
AD) capabilities, ranging from an expanding
fleet of modern submarines to anti-ship bal-
listic and cruise missiles, increase the opera-
tional risk for deployment of U.S. forces in the
event of conflict. China’s capabilities not only
jeopardize American combat forces that would
flow into the theater for initial combat, but also
would continue to threaten the logistical sup-
port needed to sustain American combat power
for the subsequent days, weeks, and months.

American basing structure in the Indo-Pa-
cific region, including access to key allied facili-
ties, is therefore both necessary and increas-
ingly at risk.

American Facilities

Much as in the 20th century, Hawaii re-
mains the linchpin of America’s ability to sup-
port its position in the Western Pacific. If the
United States cannot preserve its facilities in
Hawaii, both combat power and sustainability
become moot. The United States maintains air
and naval bases, communications infrastruc-
ture, and logistical support on Oahu and else-
where in the Hawaiian Islands. Hawaii is also a
key site for undersea cables that carry much of
the world’s communications and data, as well
as satellite ground stations.

The American territory of Guam is located
4,600 miles farther west. Obtained from Spain
as aresult of the Spanish-American War, Guam
became a key coaling station for U.S. Navy
ships. Seized by Japan in World War II, it was
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liberated by U.S. forces in 1944 and after the war
became an unincorporated, organized territory
of the United States. Key U.S. military facilities
on Guam include U.S. Naval Base Guam, which
houses several attack submarines and possibly
anew aircraft carrier berth, and Andersen Air
Force Base, one of a handful of facilities that can
house B-2 bombers. U.S. task forces can stage
out of Apra Harbor, drawing weapons from the

Ordnance Annex in the island’s South Central
Highlands. There is also acommunications and
data relay facility on the island.

Guam’s facilities have improved steadily
over the past 20 years. B-2 bombers, for exam-
ple, began operating from Andersen Air Force
Base in 2005.%* These improvements have been
accelerated and expanded even as China’s A2/
AD capabilities have raised doubts about the
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ability of the U.S. to sustain operations in the
Asian littoral. The concentration of air and
naval assets as well as logistical infrastructure,
however, makes the island an attractive poten-
tial target in the event of conflict. The increas-
ing reach of Chinese and North Korean ballis-
tic missiles reflects this growing vulnerability.

The U.S. military has noncombatant mari-
time prepositioning ships (MPS), which con-
tain large amounts of military equipment and
supplies, in strategic locations from which they
can reach areas of conflict relatively quickly as
associated U.S. Army or Marine Corps units lo-
cated elsewhere arrive in the areas. U.S. Navy
units on Guam and in Saipan, Commonwealth
of the Northern Marianas, support preposi-
tioning ships that can supply Army or Marine
Corps units deployed for contingency opera-
tions in Asia.

Allied and Friendly Facilities

For the United States, access to bases in
Asia has long been a vital part of its ability to
support military operations in the region. Even
with the extensive aerial refueling and replen-
ishment skills of the U.S. Air Force and U.S.
Navy, it is still essential for the United States
toretain access to resupply and replenishment
facilities, at least in peacetime. The ability of
those facilities to survive and function will di-
rectly influence the course of any conflict in the
Western Pacific region. Moreover, a variety of
support functions, including communications,
intelligence, and space support, cannot be ac-
complished without facilities in the region.

At the present time, it would be extraordi-
narily difficult to maintain maritime domain
awareness or space situational awareness
without access to facilities in the Asia-Pa-
cificregion. The American alliance network is
therefore a matter both of political partnership
and of access to key facilities on allied soil.

Japan. In Japan, the United States has ac-
cess to over 100 different facilities, including
communications stations, military and de-
pendent housing, fuel and ammunition depots,
and weapons and training ranges, in addition
to major bases such as air bases at Misawa,

Yokota, and Kadena and naval facilities at Yo-
kosuka, Atsugi, and Sasebo. The naval facilities
support the USS Ronald Reagan carrier strike
group (CSG), which is home-ported in Yoko-
suka, as well as a Marine Expeditionary Strike
Group (ESG) centered on the USS Bonhomme
Richard, home-ported at Sasebo. Additionally,
the skilled workforce at places like Yokosuka is
needed to maintain American forces and repair
equipment in time of conflict. Replacing them
would take years, if not decades. This combina-
tion of facilities and workforce, in addition to
physical location and political support, makes
Japan an essential part of any American mili-
tary response to contingencies in the Western
Pacific. Japanese financial support for the
American presence also makes these facilities
some of the most cost-effective in the world.

The status of one critical U.S. base has been
a matter of public debate in Japan for many
years. The U.S. Marine Corps’ Third Marine
Expeditionary Force, based on Okinawa, is
the U.S. rapid reaction force in the Pacific. The
Marine Air-Ground Task Force, comprised of
air, ground, and logistics elements, enables
quick and effective response to crises or hu-
manitarian disasters. To improve the political
sustainability of U.S. forces by reducing the
impact on the local population in that densely
populated area, the Marines are relocating
some units to Guam and less-populated areas
of Okinawa. The latter includes moving a heli-
copter unit from Futenma to a new facility in
amore remote location in northeastern Oki-
nawa. Because of local resistance, construc-
tion of the Futenma Replacement Facility at
Camp Schwab will not be complete until 2025,
but the U.S. and Japanese governments have
affirmed their support for the project.

South Korea. The United States also main-
tains an array of facilities in South Korea, with
alarger Army footprint than in Japan, as the
United States and South Korea remain focused
on deterring North Korean aggression and pre-
paring for any possible North Korean contin-
gencies. The Army maintains four major facili-
ties (which in turn control a number of smaller
sites) at Daegu, Yongsan in Seoul, and Camps
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Red Cloud/Casey and Humphreys. These fa-
cilities support the U.S. 2nd Infantry Division,
which is based in South Korea. Other key facili-
ties include air bases at Osan and Kunsan and a

naval facility at Chinhae near Pusan.

The Philippines. In 1992, The United
States ended nearly a century-long presence in
the Philippines when it withdrew from its base
in Subic Bay as its lease there ended. Clark Air
Base had been closed earlier due to the eruption
of Mount Pinatubo; the costs of repairing the
facility were deemed too high to be worthwhile.
In 2014, however, with the growing Chinese
assertiveness in the South China Sea, includ-
ing against Philippine claims such as Mischief
Reef (seized in 1995) and Scarborough Shoal
(2012), the U.S. and the Philippines negotiated
the Enhanced Defense Cooperation Agreement,
which will allow for the rotation of American
forces through Philippine military bases.

In 2016, the two sides agreed on an initial
list of five bases in the Philippines that will be
involved. Geographically distributed across
the country, they are Antonio Bautista Air Base
in Palawaan closest to the Spratlys; Basa Air
Base on the main island of Luzon and closest
to the hotly contested Scarborough Shoal; Fort
Magsaysay, also on Luzon and the only facility
on the list that is not an air base; Lumbia Air
Base in Mindanao, where Manila remains in
low-intensity combat with Islamist insurgents;
and Mactan-Benito Ebuen Air Base in the cen-
tral Philippines.®

It remains unclear precisely which forces
would be rotated through the Philippines as a
part of this agreement, which in turn affects
the kinds of facilities that would be most need-
ed. However, outside the context of the EDCA,
the U.S. deployed E/A-18G Growler electronic
attack, A-10 Warthog close air support aircraft,
and Pavehawk helicopters to the Philippines
in 2016.° The base upgrades and deployments
pursuant to the EDCA are part of abroader ex-
pansion of U.S.-Philippines defense ties, which
most recently included the U.S. leaving behind
men and matériel at Clark Air Base following
annual exercises,%” as well as joint naval pa-
trols and increased levels of assistance under

the Maritime Security Initiative (MSI). Since
July 2016, the Duterte government has shed
doubt on the future of U.S.-Philippines mili-
tary cooperation, but it continues to be robust
at the operational level.

Singapore. The United States does not
have bases in Singapore, but it is allowed ac-
cess to several key facilities that are essential
for supporting American forward presence.
Since the closure of its facilities at Subic Bay,
the United States has been allowed to oper-
ate the principal logistics command for the
Seventh Fleet out of the Port of Singapore Au-
thority’s Sembawang Terminal. The U.S. Navy
also has access to Changi Naval Base, one of
the few docks in the world that can handle a
100,000-ton American aircraft carrier. In ad-
dition, a small U.S. Air Force contingent oper-
ates out of Paya Lebar Air Base to support U.S.
Air Force combat units visiting Singapore and
Southeast Asia, and Singapore hosts two new
Littoral Combat Ships (LLCS) (with the option
of hosting two more) and a rotating squadron
of F-16 fighter aircraft.®®

Australia. A much-discussed element of the

“Asia pivot” has been the 2011 agreement to de-
ploy U.S. Marines to Darwin in northern Austra-
lia. While planned to amount to 2,500 Marines,
the rotations fluctuate and have not yet reached
that number. “In its mature state,” according to
the Australian Department of Defence, “the Ma-
rine Rotational Force-Darwin (MRF-D) will be
aMarine Air- Ground Task Force...with a variety
of aircraft, vehicles and equipment.”® The Ma-
rines do not constitute a permanent presence in
Australia, in keeping with Australian sensitivi-
ties about permanent American bases on Aus-
tralian soil.”® Similarly, the United States jointly
staffs the Joint Defence Facility Pine Gap and
the Joint Geological and Geophysical Research
Station at Alice Springs and has access to the
Harold E. Holt Naval Communication Station in
Western Australia, including the space surveil-
lance radar system there.”

Finally, the United States is granted access
to a number of facilities in Asian states on a
contingency or crisis basis. Thus, U.S. Air Force
units transited Thailand’s U-Tapao Air Base
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and Sattahip Naval Base during the first Gulf
War and during the Iraq War, but they do not
maintain a permanent presence there. Addi-
tionally, the U.S. Navy conducts hundreds of
port calls throughout the region.

Diego Garcia. The American facilities on
the British territory of Diego Garcia are vital
to U.S. operations in the Indian Ocean and Af-
ghanistan and provide essential support for
operations in the Middle East and East Asia.
The island is home to the 12 ships of Maritime
Prepositioning Squadron-2 (MPS-2), which
can support a Marine brigade and associated
Navy elements for 30 days. There are also sev-
eral elements of the U.S. global space surveil-
lance and communications infrastructure on
the island, as well as basing facilities for the
B-2 bomber.

Conclusion
The Asian strategic environment is ex-
tremely expansive, as it spans half the globe,

with a variety of political relationships among
states that have wildly varying capabilities.
The region includes long-standing American
allies with relationships dating back to the
beginning of the Cold War as well as recently
established states and some long-standing ad-
versaries such as North Korea.

American conceptions of the region must
therefore start from the physical limitations
imposed by the tyranny of distance. Moving
forces within the region (never mind to it)
will take time and require extensive strategic
lift assets as well as sufficient infrastructure,
such as sea and aerial ports of debarkation that
can handle American strategic lift assets, and
political support. At the same time, the com-
plicated nature of intra-Asian relations, es-
pecially unresolved historical and territorial
issues, means that the United States, unlike
Europe, cannot necessarily count on support
from all of its regional allies in responding to
any given contingency.

Scoring the Asia Operating Environment

As with the operating environments of
Europe and the Middle East, we assessed the
characteristics of Asia as they would pertain to
supporting U.S. military operations. Various as-
pects of the region facilitate or inhibit America’s
ability to conduct military operations to defend
its vital national interests against threats. Our
assessment of the operating environment uti-
lized a five-point scale, ranging from “very poor”
to “excellent” conditions and covering four re-
gional characteristics of greatest relevance to
the conduct of military operations:

1. Very Poor. Significant hurdles exist for
military operations. Physical infrastruc-
ture is insufficient or nonexistent, and
the region is politically unstable. The U.S.
military is poorly placed or absent, and
alliances are nonexistent or diffuse.

2. Unfavorable. A challenging operating
environment for military operations is

marked by inadequate infrastructure,
weak alliances, and recurring political in-
stability. The U.S. military is inadequately
placed in the region.

3. Moderate. A neutral to moderately favor-
able operating environment is character-
ized by adequate infrastructure, a mod-
erate alliance structure, and acceptable
levels of regional political stability. The
U.S. military is adequately placed.

4. Favorable. A favorable operating envi-
ronment includes good infrastructure,
strong alliances, and a stable political en-
vironment. The U.S. military is well placed
in the region for future operations.

5. Excellent. An extremely favorable operat-
ing environment includes well-established
and well-maintained infrastructure, strong
and capable allies, and a stable political
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environment. The U.S. military is excep-
tionally well placed to defend U.S. interests.

The key regional characteristics consisted of:

a. Alliances. Alliances are important for in-
teroperability and collective defense as al-
lies would be more likely to lend support to
U.S. military operations. Various indicators
provide insight into the strength or health
of an alliance. These include whether the
U.S. trains regularly with countries in the
region, has good interoperability with the
forces of an ally, and shares intelligence
with nations in the region.

b. Political Stability. Political stability
brings predictability for military planners
when considering such things as tran-
sit, basing, and overflight rights for U.S.
military operations. The overall degree of
political stability indicates whether U.S.
military actions would be hindered or en-
abled and considers, for example, whether
transfers of power in the region are gener-
ally peaceful and whether there have been
any recent instances of political instability
in the region.

¢. U.S. Military Positioning. Having mili-
tary forces based or equipment and sup-
plies staged in a region greatly facilitates
the ability of the United States to respond
to crises and, presumably, more quickly
achieve successes in critical “first battles.”

Operating Environment: Asia

VERY POOR  UNFAVORABLE

Being routinely present in a region also
assists in maintaining familiarity with its
characteristics and the various actors who
might act to assist or thwart U.S. actions.
With this in mind, we assessed whether or
not the U.S. military was well positioned
in the region. Again, indicators included
bases, troop presence, prepositioned
equipment, and recent examples of mili-
tary operations (including training and
humanitarian) launched from the region.

. Infrastructure. Modern, reliable, and

suitable infrastructure is essential to
military operations. Airfields, ports, rail
lines, canals, and paved roads enable the
U.S. to stage, launch operations from, and
logistically sustain combat operations. We
combined expert knowledge of regions
with publicly available information on
critical infrastructure to arrive at our
overall assessment of this metric.”?

For Asia, we arrived at these average scores:
Alliances: 4—Favorable

Political Stability: 3—Moderate

U.S. Military Positioning: 4—Favorable
Infrastructure: 4—Favorable

Aggregating to a regional score of:

Favorable

MODERATE = FAVORABLE = EXCELLENT

Alliances v
Political Stability v

U.S. Military Posture v
Infrastructure v
OVERALL I v I
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Conclusion: Scoring the
Global Operating Environment

he U.S. is a global power with global securi-

ty interests, and threats to those interests
can emerge from any region. Consequently, the
U.S. military must be ready to operate in any
region when called upon to do so, and it must
account for the range of conditions it might en-
counter when planning for potential military
operations. This informs its decisions about
the type and amount of equipment it purchases

Global Operating Environment

(especially to transport and sustain the force);
where it might operate from; and how easy (or
not) it will be to project and sustain combat
power when engaged with the enemy:.

Aggregating the three regional scores pro-
vides a Global Operating Environment score.

Global Operating Environment:
FAVORABLE

VERY POOR UNFAVORABLE MODERATE FAVORABLE  EXCELLENT
Europe v
Middle East v
Asia v
OVERALL I v I

Scoring of the Global Security Environment
remained “favorable” for the 2018 Index of U.S.

Global Operating Environment

VERY POOR

The Middle East Operating Environment
remained “moderate” in 2018. The region
remains plagued by instability, substantial
internal security challenges, and spreading,
extremely violent transnational threats.

The Europe Operating Environment also
did not see categorical changes in any of its

MODERATE

Military Strength, despite significant shifts in
the scoring of the Asia Operating Environment.

FAVORABLE EXCELLENT

scores, remaining “favorable.” The migrant
crisis, economic sluggishness, and political
fragmentation increase the potential for insta-
bility, but the region remains generally stable
and friendly to U.S. interests.

Although overall scoring for the Asia Op-
erating Environment remained at “favorable”
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from the 2017 Index to the 2018 Index, political

instability in Thailand and a new government
in South Korea caused the political stability
score to drop from “favorable” to “moderate.”
Uncertainty regarding the future of U.S. alli-
ances in the region also prompted a decrease

from “excellent” to “favorable” in that category.
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Vital Interests






Assessing Threats to U.S. Vital Interests

he United States is a global power with

global interests. Scaling its military power
to threats requires judgments with regard to
the importance and priority of those interests,
whether the use of force is the most appropri-
ate and effective way to address the threats to
those interests, and how much and what types
of force are needed to defeat such threats.

This Index focuses on three fundamental,

vital national interests:

¢ Defense of the homeland;

» Successful conclusion of a major war that
has the potential to destabilize a region of
critical interest to the U.S.; and

e Preservation of freedom of movement
within the global commons: the sea, air,
and outer space domains through which
the world conducts business.

The geographical focus of the threats in
these areas is further divided into three broad
regions: Asia, Europe, and the Middle East.

This is not to say that these are America’s
only interests. Among many others, the U.S.
has an interest in the growth of economic free-
dom in trade and investment, the observance
of internationally recognized human rights,
and the alleviation of human suffering beyond
our borders. None of these interests, however,
can be addressed principally and effectively by
the use of military force, nor would threats to
these interests result in material damage to the
foregoing vital national interests. These addi-
tional American interests, however important

they may be, therefore are not used in this as-
sessment of the adequacy of current U.S. mili-
tary power.

Throughout this Index, we reference two
public sources as a mechanism to check our
work against that of other recognized profes-
sional organizations in the field of threat analy-
sis: The Military Balance, published annually
by the London-based International Institute
for Strategic Studies,' and the annual World-
wide Threat Assessment of the US Intelligence
Community (WWTA).? The latter serves as a
reference point produced by the U.S. govern-
ment against which each threat assessment in
this Index was compared. We note any differ-
ences between assessments in this Index and
the work of the two primary references in sum-
mary comments.

The juxtaposition of our detailed, reviewed
analysis against both The Military Balance and
the WWTA revealed two stark limitations in
these external sources.

e First, The Military Balance is an excel-
lent, widely consulted source, but it is
only a count of military hardware without
context in terms of equipment capabil-
ity, maintenance and readiness, training,
manpower, integration of services, doc-
trine, or the behavior of competitors—
those that threaten the national interests—
of the U.S. as defined in this Index.

e Second, the WWTA omits many threats,
and its analysis of those it does address is
limited. Moreover, it does not reference
underlying strategic dynamics that are
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Threat Categories

Behavior HOSTILE

Capability

FORMIDABLE

key to the evaluation of threats and that
may be more predictive of future threats
than is a simple extrapolation of cur-
rent events.

We suspect that this is a consequence of
the U.S. intelligence community’s withhold-
ing from public view its very sensitive as-
sessments, which are derived from classified
sources. Given the need to avoid compromis-
ing sources and methods of collection, such a
policy is understandable, but it also causes the
WWTA’s threat assessments to be of limited
value to policymakers, the public, and analysts
working outside of the government. Perhaps
surprisingly, The Heritage Foundation’s Index
of U.S. Military Strength may actually serve as
auseful correction to the systemic deficiencies
we found in these open sources.

Measuring or categorizing a threat is prob-
lematic because there is no absolute reference
that can be used in assigning a quantitative
score. Two fundamental aspects of threats,
however, are germane to this Index: the threat-
ening entity’s desire or intent to achieve its ob-
jective and its physical ability to do so. Physi-
cal ability is the easier of the two to assess, but
intent is quite difficult. A useful surrogate for
intent is observed behavior, because this is
where intent becomes manifest through ac-
tion. Thus, a provocative, belligerent pattern
of behavior that seriously threatens U.S. vital
interests would be very worrisome. Similarly,
a comprehensive ability to accomplish objec-
tives even in the face of U.S. military power
would cause serious concern for U.S. policy-
makers, while weak or very limited abilities
would lessen U.S. concerns even if an entity
behaved provocatively vis-a-vis U.S. interests.

Each categorization used in the Index con-
veys aword picture of how troubling a threat’s

TESTING ASSERTIVE BENIGN

MARGINAL

CAPABLE  ASPIRATIONAL

behavior and set of capabilities have been dur-
ing the assessed year. The five ascending cat-
egories for observed behavior are:

e Benign,

e Assertive,

e Testing,

e Aggressive, and
e Hostile.

The five ascending categories for physical
capability are:

e Marginal,

e Aspirational,

e Capable,

e Gathering, and
* Formidable.

These characterizations—behavior and ca-
pability—form two halves of an overall assess-
ment of the threats to U.S. vital interests.

As noted, the following assessments are ar-
ranged by region (Europe, Middle East, and
Asia) to correspond with the flow of the chapter
on operating environments and then by U.S. vi-
tal interest (threat posed by an actor to the U.S.
homeland, potential for regional war, and free-
dom of global commons) within each region.
Each actor is then discussed in terms of how
and to what extent its behavior and physical
capabilities posed a challenge to U.S. interests
in the assessed year.
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Europe

he resurgence of an aggressive, belliger-

ent Russia has thrown conventional post-
Cold War thinking into the waste bin. Russian
President Vladimir Putin’s decision to invade
Ukraine and annex Crimea has changed post-
Cold War norms. From the Arctic to the Baltics,
Ukraine, and the South Caucasus, Russia has
proven to be the source of much instability in
Europe. Despite economic problems, Russia
continues to prioritize the rebuilding of its
military and funding for its military opera-
tions abroad. Russia’s military and political
antagonism toward the United States contin-
ues unabated, and its efforts to undermine U.S.
institutions and the NATO alliance are serious
and troubling. Russia’s aggressive stance in a
number of theaters, including the Balkans,
Georgia, Syria, and Ukraine, continues to con-
tribute to destabilization and run counter to
U.S. interests.

Russian Military Capabilities. Accord-
ing to the International Institute for Strategic
Studies (IISS), among the key weapons in Rus-
sia’s inventory are 324 intercontinental ballis-
tic missiles; 2,700 main battle tanks; and more
than 4,900 armored infantry fighting vehicles,
6,100 armored personnel carriers, and 4,316
pieces of artillery. The navy has one aircraft
carrier; 62 submarines (including 13 ballistic
missile submarines); five cruisers; 15 destroy-
ers; 12 frigates; and 95 patrol and coastal com-
batants. The air force has 1,046 combat-capa-
ble aircraft. The IISS counts 270,000 members
of the army. Russia also has a total reserve
force of 2,000,000 for all armed forces.!

To avoid political blowback from mili-
tary deaths abroad, Russia has increasingly

deployed paid private volunteer troops trained

at Special Forces bases and often under the

command of Russian Special Forces. Russia

has used such volunteers in Libya, Syria, and

Ukraine because “[t]hey not only provide the

Kremlin with plausible political deniability but

also apparently take casualties the Russian au-
thorities do not report.”?

Another key development in Russian force
structure occurred in July 2016 when Vladimir
Putin signed a law creating a 340,000-strong
(both civilian and military) National Guard
over which he will have direct control® and
which will be responsible for “enforcing
emergency-situation regimes, combating ter-
rorism, defending Russian territory, and pro-
tecting state facilities and assets.”* According
to reports, the National Guard was crafted by
amalgamating “several different domestic se-
curity forces” under presidential control. Al-
though Putin could issue a directive to deploy
the force abroad,® forces are more likely to be
used to stifle domestic dissent.

Hamstrung by low oil prices, economic
sanctions, and deep structural issues, Russia’s
economy is projected to produce only tepid
growth of 1.4 percent in 2017.° The combined
impact of Western sanctions and Ukraine’s de-
cision to end delivery of military products and
components to Russia in 2014 have hurt the
ability of Russia’s defense industries to access
certain technology and components.” Overall,
Russia’s industrial capacity and capability re-
main problematic. In 2017, Russia’s defense
budget was cut 25.5 percent. “Despite the cut,”
however, “the 2017 budget will remain about
14.4% higher than the level of defence spending
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seenin 2014 in nominal terms.”® Nevertheless,
the macroeconomic situation in Russia has had
an impact on defense: “In real terms, projected
total military expenditure is estimated to fall
by 9.5% in 2017 and by 7.1% in 2018, and then
by a more modest 1.7% in 2019.”° Russia con-
tinues to seek cuts elsewhere to safeguard its
procurement and modernization plans.’
Russia has been investing heavily in mod-
ernization of its armed forces, especially its
nuclear arsenal and navy. As of December 2016,
60 percent of Russia’s nuclear forces had been
modernized." According to the IISS:

Upgrades to Russia’s land- and sea-based
strategic nuclear forces continue with plans

to update 40 missiles a year. In 2015, 21 Yars
intercontinental ballistic missiles (ICBMs) were
delivered to the Strategic Missile Troops, along
with about ten Bulava submarine-launched
ballistic missiles (SLBMs) and the same num-
ber of Liner (upgraded Sineva) SLBMs.!2

Russia has announced that the new RS-28
ballistic missile, commissioned in 2011, will
come into service in 2018 as planned.” The
armed forces also continue to undergo pro-
cess modernization begun by Defense Minister
Anatoly Serdyukov in 2008."* Russia projects
that by the end of 2017, 62 percent of Russian
military equipment in service will be modern."
In March 2017, Russia announced life exten-
sion programs for its Akula-class and Oscar I1-
class nuclear-powered submarines, which op-
erate in both the Northern and Pacific Fleets.'
However, problems remain:

The naval shipbuilding industry has suffered
from years of neglect and under investment;
while the Ukraine crisis and the imposition

of sanctions is starting to have an effect. The
refurbishment of existing naval vessels is pro-
gressing, albeit at a slower, and more expen-
sive, pace than originally envisaged. Although
several new frigates, corvettes and subma-
rines have already entered service, delivery of
new vessels is behind schedule.”

After years of delays, the Russian Navy ex-
pects to commission two stealth guided missile

frigates and a logistic ship in 2017."® However,
according to some analysts, tight budgets and

an inability to procure parts from Ukrainian

industry make it unlikely that Russia will pro-
cure the 16 guided missile frigates in keeping

with its stated intention.” The buildup of Rus-
sia’s Northern Fleet has implications beyond

the immediate theater. “In 2016,” according

to one report, “the aircraft carrier Kuznetsov
transited from the Kola Peninsula and into the

Mediterranean Sea to conduct strikes against

targets in Syria in support of the Assad re-
gime.”?° The carrier was joined in the Medi-
terranean by the “Pyotr Veliky nuclear-pow-
ered battle cruiser, anti-submarine destroyer

Severomorsk, the destroyer Vice-Admiral Ku-
lakov, a tug, a surveillance vessel and a tanker,”
all based out of the Kola peninsula.?

Transport remains a nagging problem, and
Russia’s Defense Minister has stressed the
paucity of Russian transport vessels. In March,
Russia reportedly needed to purchase civilian
cargo vessels and use icebreakers to transport
troops and equipment to Syria at the beginning
of major operations in support of the Assad
regime.?

Russian officials have announced a follow-
on modernization program, the State Arma-
ment Program 2018-2025. Though budget
shortfalls have hampered modernization ef-
forts overall, analysts believe that Russia will
continue to focus on developing high-end sys-
tems such as the S-500 surface-to-air missile
system and T-50 fighter jet?® and that, although

“the new State Armaments Program to 2025
will be less well funded on the whole than its
earlier version,” it “will continue to support
the modernization of the force structure with a
special emphasis on high-technology assets.”**
Russia’s new armaments program prioritizes
nuclear modernization, submarine develop-
ment, and fighter aircraft at the expense of
procuring a new aircraft carrier and nuclear-
powered destroyers, acquisition of which has
been postponed.®

Russian Exercises. Russian military ex-
ercises, especially snap exercises, are a source
of serious concern because they have masked
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real military operations in the past. In 2013,
Russia reintroduced snap exercises, which
are conducted with little or no warning and
often involve thousands of troops and pieces
of equipment.?® In February 2017, for example,
Russia ordered snap exercises involving 45,000
troops, 150 aircraft, and 200 anti-aircraft
pieces.””

Snap exercises have been used for military
campaigns as well. According to General Curtis
Scaparrotti, NATO Supreme Allied Command-
er and Commander, U.S. European Command
(EUCOM), “the annexation of Crimea took
place in connection with a snap exercise by
Russia.”?® Snap exercises have practiced addi-
tional aggression against Ukraine. According
to the IISS:

The largest of these took place in August
2016, with three military districts—Southern,
Western and Central—simultaneously put
on alert, along with the Northern Fleet and
the airborne troops. The aim of this inspec-
tion was to practise the concentration of
forces in the southwestern part of Russia for
potential contingencies in the Caucasus and
against Ukraine.?®

Snap exercises also provide Russian lead-
ership with a hedge against unpreparedness
or corruption. “In addition to affording com-
bat-training benefits,” the IISS reports, “snap
inspections appear to be of increasing impor-
tance as a measure against corruption or de-
ception. As aresult of a snap inspection in the
Baltic Fleet in June 2016, the fleet’s command-
er, chief of staff and dozens of high-ranking of-
ficers were dismissed.”*°

In September, Russia and Belarus will con-
duct Zapad 2017, a massive exercise in Rus-
sia’s Western military district, Kaliningrad,
and Belarus, the last iteration of which took
place in 2013. Former NATO Supreme Allied
Commander General Philip Breedlove has es-
timated that 100,000 troops will take place in
Zapad 17.*' Russia has claimed that only 13,000
troops will participate and that only 3,000 of
those troops and 280 pieces of equipment will
be Russian.?? Yet it plans to use around 4,000

train cars to transport troops to Belarus for the

exercises—enough for around 30,000 troops—
and additional forces are likely to be moved

by air transport.®® Russia reportedly “plans

to involve chemical, biological, radiological

and nuclear (CBKN) military units in the ex-
ercise.”®* Estonian Defence Minister Margus

Tsahkna believes that Russia may plan to leave

significant forces in Belarus following the ex-
ercises: “For Russian troops going to Belarus,
itis a one-way ticket.”?*

Zapad 17 will take part while Swedish ex-
ercises are concurrently ongoing with 19,000
troops, including American troops. Accord-
ing to Lieutenant General Ben Hodges, Com-
mander of U.S. Army Europe, “We will be alert,
we will be very vigilant. But we don’t want it to
turn into a face-off during their biggest exer-
cise of the year.”s°

Threats to the Homeland

Russia is the only state adversary in the re-
gion that possesses the capability to threaten
the U.S. homeland with both conventional and
nonconventional means. Although there is no
indication that Russia plans to use its capabili-
ties against the United States absent a broader
conflict involving America’s NATO allies, the
plausible potential for such a scenario serves
to sustain the strategic importance of those
capabilities. Russia’s explicitly belligerent be-
havior during the past year further adds to the
need for the U.S. to give due consideration to
Russia’s ability to place the security of the U.S.
atrisk.*”

Russia’s National Security Strategy, re-
leased in December 2015, describes NATO as
a threat to the national security of the Rus-
sian Federation:

The buildup of the military potential of the
North Atlantic Treaty Organization (NATO)
and the endowment of it with global functions
pursued in violation of the norms of interna-
tional law, the galvanization of the bloc coun-
tries’ military activity, the further expansion

of the alliance, and the location of its military
infrastructure closer to Russian borders are
creating a threat to national security.®®
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The document also clearly states that
Russia will use every means at its disposal to
achieve its strategic goals: “Interrelated po-
litical, military, military-technical, diplomatic,
economic, informational, and other measures
are being developed and implemented in or-
der to ensure strategic deterrence and the
prevention of armed conflicts.”® In December
2014, Putin signed a new version of Russia’s
military doctrine emphasizing the claimed
threat of NATO and global strike systems to
Russia.*®

Russian Strategic Nuclear Threat. Rus-
sia possesses the largest arsenal of nuclear
weapons among the nuclear powers (when
short-range nuclear weapons are included). It
is one of the few nations with the capability to
destroy many targets in the U.S. homeland and
in U.S.-allied nations and to threaten and pre-
vent free access to the commons by other na-
tions. Russia has both intercontinental-range
and short-range ballistic missiles and a varied
nuclear weapons arsenal that can be delivered
by sea, land, and air. It also is investing signifi-
cant resources in modernizing its arsenal and
maintaining the skills of its workforce.

Russia is currently relying on its nuclear
arsenal to ensure its invincibility against any
enemy, intimidate European powers, and de-
ter counters to its predatory behavior in its

“near abroad,” primarily in Ukraine but also
concerning the Baltic States.* This arsenal
serves as a protective umbrella under which
Russia can modernize its conventional forces
at a deliberate pace. While its nuclear deter-
rent protects Russia from a large-scale attack,
Russia also needs a modern and flexible mili-
tary to fight local wars such as those against
Georgia in 2008 and the ongoing war against
Ukraine that began in 2014. Under Russian
military doctrine, the use of nuclear weapons
in conventional local and regional wars is seen
as de-escalatory because it would cause an en-
emy to concede defeat. In May, for example,
a Russian parliamentarian threatened that
nuclear weapons might be used if the U.S. or
NATO were to move to retake Crimea or de-
fend eastern Ukraine.*?

General Scaparrotti discussed the risks of
Russian use of tactical nuclear weapons in his
March 23, 2017, EUCOM posture statement:

“Most concerning...is Moscow’s substantial

inventory of non-strategic nuclear weapons
in the EUCOM AOR [Area of Responsibil-
ity] and its troubling doctrine that calls on the
potential use of these weapons to escalate its
way out of a failing conflict.”*

Particularly worrisome are Moscow’s plans
for rail-based nuclear-armed missiles, which
are very difficult to detect. The missiles are
scheduled to begin testing in 2019 and to be-
come operational in 2020. Russia reportedly
plans to deploy five regiments with a total
of 30 railroad ICBMs: six missiles per regi-
ment.** The Defense Ministry states that the
new armed forces structure is being created
with the goal of increased flexibility, mobil-
ity, and readiness for combat in limited-scale
conflicts. Strategic Rocket Forces are the first
line of defense (and offense) against Russia’s
great-power counterparts.*®

Russia has two strategies for nuclear deter-
rence. The first is based on a threat of massive
launch-on-warning and retaliatory strikes to
deter a nuclear attack; the second is based on
a threat of limited demonstration and “de-es-
calation” nuclear strikes to deter or terminate
alarge-scale conventional war.*® Russia’s reli-
ance on nuclear weapons is based partly on their
small cost relative to conventional weapons (es-
pecially in terms of their effect) and on Russia’s
inability to attract sufficient numbers of high-
quality servicemembers. Thus, Russia sees its
nuclear weapons as a way to offset the lower
quantity and quality of its conventional forces.

Moscow has repeatedly threatened U.S. al-
lies in Europe with nuclear deployments and
even preemptive nuclear strikes.*” The Rus-
sians justify their aggressive behavior by point-
ing to deployments of U.S. missile defense
systems in Europe even though these systems
are not scaled or postured to mitigate Russia’s
advantage in ballistic missiles and nuclear
weapons to any significant degree.

Russia continues to violate the Interme-
diate-Range Nuclear Forces (INF) Treaty,
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which bans the testing, production, and pos-
session of intermediate-range missiles.*® In
early 2017, Russia fully deployed the SSC-X-8
Cruise Missile in violation of the INF treaty.
One battalion with the cruise missile remains
at a missile test site in southern Russia, and
another battalion with the missile deployed
to an operational base in December 2016. U.S.
officials acknowledge that the banned cruise
missiles are no longer in the testing phase and
now consider them to be fully operational.*’ In
March, General Paul Selva, Vice Chairman of
the Joint Chiefs of Staff, testified that Russia’s
cruise missile deployment “violates the spirit
and intent of the Intermediate Nuclear Forces
Treaty” and “presents a risk to most of our fa-
cilities in Europe.”®
WWTA: The 2017 WWTA states that “Rus-
sia has developed a ground-launched cruise
missile (GLCM) that the United States has
declared is in violation of the Intermediate-
Range Nuclear Forces (INF) Treaty.” Moreover,
“[d]espite Russia’s ongoing development of oth-
er Treaty-compliant missiles with intermedi-
ate ranges, Moscow probably believes that the
new GLCM provides sufficient military advan-
tages that make it worth risking the political
repercussions of violating the INF Treaty.”™
Summary: The sizable Russian nuclear ar-
senal remains the only threat to the existence
of the U.S. homeland emanating from Europe
and Eurasia. While the potential for use of this
arsenal remains low, the fact that Russia con-
tinues to threaten Europe with nuclear attack
demonstrates that it will continue to play a
central strategic role in shaping both Russia’s
military and political thinking and its level of
aggressive behavior beyond its borders.

Threat of Regional War

Tomany U.S. allies, Russia does pose a threat.
At times, this threat is of a military nature. At
other times, Russia uses less conventional tac-
tics such as cyber-attacks, utilization of energy
resources, and propaganda. Today as in Impe-
rial times, Russia’s influence is exerted by both
the pen and the sword. Organizations like
the Collective Security Treaty Organization

(CSTO) or Eurasia Economic Union attempt
to bind regional capitals to Moscow through a
series of agreements and treaties.

Espionage is another tool that Russia uses
in ways that are damaging to U.S. interests.
In May 2016, a Russian spy was sentenced
to prison for gathering intelligence for the
Russian SVR intelligence agency while work-
ing as a banker in New York. The spy specifi-
cally transmitted intelligence on “potential
U.S. sanctions against Russian banks and the
United States’ efforts to develop alternative
energy resources.”” In May 2016, a senior in-
telligence official from Portugal working for
the Portuguese Security Intelligence Service
was arrested for passing secrets to the Russian
Federation, especially classified NATO intel-
ligence and material.

Russian intelligence operatives are report-
edly mapping U.S. telecommunications infra-
structure around the United States near fiber
optic cables.®® In March 2017, the U.S. charged
four people including two Russian intelligence
officials with directing hacks of user data for
Yahoo and Google accounts.”* In December
2016, the U.S. expelled 35 Russian intelligence
operatives, closed two compounds in Mary-
land and New York that were used for espio-
nage, and levied additional economic sanctions
against individuals who took part in interfering
in the U.S. election.”® Russia has also used its
relations with friendly nations for espionage
purposes. In April, Nicaragua began using a
Russian-provided satellite station at Managua
that the Nicaraguan government denies is for
spying but is still of concern to the U.S.>¢

There are four areas of critical interest to
the U.S. in the European region where Rus-
sia poses a direct threat: Central and Eastern
Europe, the Arctic or High North, the Balkans,
and the South Caucasus.

Russian Pressure on Central and East-
ern Europe. Moscow poses a security chal-
lenge to members of NATO that border Rus-
sia. Although the likelihood of a conventional
Russian attack against the Baltic States is low,
primarily because it would trigger a NATO
response, Russia has used nonconventional

204

2018 Index of U.S. Military Strength



means to apply pressure to and sow discord

among these countries. The Baltic States con-
tinue to view Russia as a significant threat.
Lithuania’s 2017 National Security Threat As-
sessment states that Russia is currently “ca-
pable to conduct combat activities against the

Baltic States with 24-48 hrs. notice.”™”

After World War I, the three Baltic nations
of Estonia, Latvia, and Lithuania proclaimed
their independence, and by 1923, the U.S. had
granted full recognition to all three. In June
1940, as part of the Molotov-Ribbentrop Pact
between Nazi Germany and Stalinist Russia,
Soviet troops entered and occupied the three
Baltic countries. A month later, acting U.S. Sec-
retary of State Sumner Welles issued what was
later to be known as the Welles Declaration,
condemning Russia’s occupation and stating
America’s refusal to recognize the legitimacy of
Soviet control of these three states. The three
states regained their independence with the
end of the Cold War.

Due to decades of Russian domination, the
Baltic States factor Russia into their military
planning and foreign policy formulation in a
way that is simply unimaginable in many West-
ern European countries and North America.
Estonia and Latvia have sizable ethnic Rus-
sian populations, and there is concern that
Russia might exploit the situation as a pretext
for aggression. This view is not without merit,
considering Moscow’s irredentist rhetoric and
Russia’s use of this technique to annex Crimea.

Russia has also demonstrated a willingness
to use military force to change the borders of
modern Europe. When Kremlin-backed Ukrai-
nian President Viktor Yanukovych failed to
sign an Association Agreement with the Eu-
ropean Union (EU) in 2013, months of street
demonstrations led to his ouster early in 2014.
Russia responded by violating Ukraine’s ter-
ritorial integrity, sending troops, aided by pro-
Russian local militia, to occupy the Crimean
Peninsula under the pretext of “protecting
Russian people.” This led to Russia’s eventual
annexation of Crimea, the first such forcible
annexation of territory in Europe since the
Second World War.*8

Russia’s annexation of Crimea has de facto
halved Ukraine’s coastline, and Russia has
claimed rights to underwater resources off
the Crimean Peninsula.®® Russia currently can
supply Crimea only by air and sea. Construc-
tion has begun on a planned 11.8-mile bridge
to connect the Crimean Peninsula with Rus-
sia by road and rail at a cost of $3.2 billion to
$4.3 billion,* but there are significant doubts
about the project’s economic viability and
timeline to completion, as well as the suitabil-
ity of the strait as a site for a bridge.® Russia
has deployed 28,000 troops to Crimea and has
embarked on a major program to build housing,
restore airfields, and install new radars there.®?
In addition, control of Crimea has allowed Rus-
sia to use the Black Sea as a platform to launch
and support naval operations in the Gulf of
Aden and the Eastern Mediterranean.®® Rus-
sia has allocated $1 billion to modernize the
Black Sea fleet by 2020 and has stationed addi-
tional warships there including two equipped
with Caliber-NK long-range cruise missiles.%*
Caliber cruise missiles have a range of at least
2,500km, placing cities from Rome to Vilnius
within range of Black Sea-based cruise mis-
siles.%® In August 2016, Russia deployed S-400
air defense systems with a potential range of
around 250 miles to Crimea.®¢

In eastern Ukraine, Russia has helped
to foment and sustain a separatist move-
ment. Backed, armed, and trained by Russia,
separatist leaders in eastern Ukraine have
declared the so-called Lugansk People’s Re-
public and Donetsk People’s Republic. Russia
has backed separatist factions in the Don-
bas region of eastern Ukraine with advanced
weapons, technical and financial assistance,
and Russian conventional and special opera-
tions forces. Russian-backed separatists daily
violate the September 2014 and February 2015
cease-fire agreements, known respectively as
Minsk I and Minsk I1.°” Of the 10,000 deaths
produced by the war, approximately a third
have occurred since the signing of Minsk I1.6®
Alexander Hug, chief of the Organization for
Security and Co-operation in Europe (OSCE)
Special Monitoring Mission (SMM) to Ukraine,
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described the fighting in and around Avdiivka
in January 2017 as “the worst fighting we’ve
seen in Ukraine since 2014 and early 2015.”%°
Ukrainian troops have been on the receiving
end of Russian propaganda. In February, for
instance, Ukrainian troops received text mes-
sages with such threats as “You are just meat to
your commanders,” “Your body will be found
when the snow melts,” and “You’re like the
Germans in Stalingrad.””°

The Minsk cease-fire agreements have led to
the de facto partition of Ukraine and have cre-
ated a frozen conflict that remains both deadly
and advantageous for Russia. General Scapar-
rotti described the seriousness of the situation
in his 2017 EUCOM posture statement:

Recently in eastern Ukraine, Russia con-
trols the battle tempo, again ratcheting up
the number of daily violations of the cease
fire and—even more concerning—direct-

ing combined Russian-separatist forces to
target civilian infrastructure and threaten and
intimidate OSCE monitors in order to turn

up the pressure on Ukraine. Furthermore,
Moscow'’s support for so-called “separatists”
in eastern Ukraine destabilizes Kyiv's political
structures...”

Extensive Russian cyber-attacks against
UKkraine (more than 6,500 in the last two
months of 2016 alone) have targeted govern-
ment ministries, as well as the energy grid
and industrial processes such as the moni-
toring of oil and gas pipelines.”> Russia is also
employing espionage and misinformation to
derail Ukraine. In October 2016, for exam-
ple, Ukraine announced that it had arrested
a Ukrainian on charges of spying for Russian
military intelligence.” Moscow’s poor track
record in implementing cease-fires should
raise doubts among those who expected that
Russia would not use its influence to control
the separatists in eastern Ukraine.

Russia s still in violation of the 2008 peace
agreement signed to end the war against
Georgia. Russian troops are still based in ar-
eas where they are not supposed to be, and
Moscow continues to prevent international

observers from crossing into South Ossetia
and Abkhazia even though they patrol freely
in the rest of Georgia.

In Moldova, Russia supports the breakaway
enclave of Transnistria, where yet another fro-
zen conflict festers to Moscow’s liking. Accord-
ing to EUCOM’s 2017 posture statement:

Russia has employed a decades-long strategy
of indirect action to coerce, destabilize, and
otherwise exercise a malign influence over
other nations. In neighboring states, Russia
continues to fuel “protracted conflicts.” In
Moldova, for example, Russia has yet to follow
through on its 1999 Istanbul summit commit-
ments to withdraw an estimated 1,500 troops—
whose presence has no mandate—from the
Moldovan breakaway region of Transnistria.
Russia asserts that it will remove its force once
a comprehensive settlement to the Transnistri-
an conflict has been reached. However, Russia
continued to undermine the discussion of a
comprehensive settlement to the Transnistrian
conflict at the 5+2 negotiations.™

Whether in Georgia, eastern Ukraine, or
Moldova, it is in Russia’s interests to keep
these conflicts frozen. Russia derives much of
its regional influence from these conflicts, and
bringing them to a peaceful conclusion would
decrease Russia’s influence in the region.

The other countries in Central and Eastern
Europe also see Russia as a threat, although to
varying degrees. Most tend to rely almost com-
pletely on Russia for their energy resources,
some have felt the sharp end of Russian ag-
gression in the past, and all were once in the
Warsaw Pact and fear being forced back into a
similar arrangement. Such historical experi-
ences inevitably have shaped Russia’s image
throughout Central and Eastern Europe.

In November 2016, Russia announced that
deployments of advanced mobile S-400 air
defense systems and mobile short-range bal-
listic missile systems including Iskander mis-
siles in the Kaliningrad Oblast exclave would
be permanent.” There have been reports that
it has deployed tactical nuclear weapons in Ka-
liningrad.” Russia also has outfitted a missile
brigade in Luga, Russia, a mere 74 miles from
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the Estonian city of Narva, with Iskander mis-
siles.”” Recently, Russian military officials have

reportedly asked manufacturers to increase

the range of the Iskander missiles and improve

their accuracy.” Moreover, Russia is not de-
ploying missiles only in Europe. In November

2016, Russia announced that it had stationed

Bal and Bastion missile systems on the Kurile

islands of Tturup and Kunashir, which are also

claimed by Japan.”

Russia has deployed additional troops and
capabilities near its western borders. Bruno
Kahl, head of the German Federal Intelligence
Service, stated in March 2017 that “Russia
has doubled its fighting power on its Western
border, which cannot be considered as defen-
sive against the West.”®° In January, Russia’s
defense ministry announced that four S-400
air defense systems would be deployed to the
Western Military Districtin 2017.% In January
2016, Commander in Chief of Russian Ground
Forces General Oleg Salyukov announced that
four new ground divisions would be formed
in 2016, three of which would be based in the
Western Military District, allegedly in re-
sponse to “intensified exercises of NATO coun-
tries.”®? According to an assessment published
by the Carnegie Endowment for International
Peace, “The overall effect is to produce a line
of substantial Russian combat forces along the
western border, including opposite Belarus. By
contrast with the ad hoc arrangements of the
early stages of the conflict with Ukraine, these
new forces are permanently established.”s?

WWTA: The WWTA states that Russian

“strategic objectives in Ukraine—maintaining
long-term influence over Kyiv and frustrating
Ukraine’s attempts to integrate into Western
institutions—will remain unchanged in 2017”
and that Vladimir Putin “is likely to maintain
pressure on Kyiv through multiple channels,
including through Russia’s actions in eastern
Ukraine, where Russia arms so-called ‘separat-
ists.”” In addition, Moscow “seeks to under-
mine Ukraine’s fragile economic system and
divided political situation to create opportu-
nities to rebuild and consolidate Russian in-
fluence in Ukrainian decision making.” The

WWTA also states that “[s]ettlement talks over
the breakaway region of Transnistria will con-
tinue, but any progress is likely to be limited to
smaller issues.”®*

Summary: NATO members in Eastern and
Central Europe view Russia as a threat, a fear
that is not unfounded considering Russian
aggression against Ukraine and Georgia. The
threat of conventional attack against a NATO
member by Russia remains low but cannot be
ruled out entirely. Russia’s grasp and use of
unconventional warfare against neighboring
countries should remain a top issue for U.S.
and NATO planners.

Militarization of the High North. The
Arctic region is home to some of the roughest
terrain and harshest weather found anywhere
in the world. Increasingly, the melting of Arctic
ice during the summer months is causing new
challenges for the U.S. in terms of Arctic secu-
rity. Many of the shipping lanes currently used
in the Arctic are a considerable distance from
search and rescue (SAR) facilities, and natural
resource exploration that would be considered
routine in other locations is complex, costly,
and dangerous in the Arctic.

The U.S. is one of five littoral Arctic powers
and one of only eight countries with territory
located above the Arctic Circle, the area just
north of 66 degrees north latitude that in-
cludes portions of Norway, Sweden, Finland,
Russia, Canada, Greenland, Iceland, and the
United States.

Arctic actors take different approaches to
military activity in the region. Although the se-
curity challenges currently faced in the Arctic
are not yet military in nature, there is still a
requirement for military capability in the re-
gion that can support civilian authorities. For
example, civilian SAR and response to natural
disasters in such an unforgiving environment
can be augmented by the military.

Russia has taken steps to militarize its pres-
ence in the region. In March, a decree signed
by Russian President Putin gave the Federal
Security Service (FSB) additional powers to
confiscate land “in areas with special objects
for land use, and in the border areas.”®® Russia’s
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Arctic territory is included within this FSB-
controlled border zone. In a parade on May
9, 2017, Russia showcased its Pantsir-SA SAM

system, which is designed to operate in the

Arctic. The system began firing trials in June.5¢

In addition, the Arctic-based Northern Fleet

accounts for two-thirds of the Russian Navy. A
new Arctic command was established in 2015

to coordinate all Russian military activities in

the Arctic region.?” Two Arctic brigades have

been formed, and Russia is planning to form

Arctic Coastal Defense divisions,? which will

be under the command of the Northern Fleet

and stationed in the Kola Peninsula and in

Russia’s eastern Arctic.®

Russia is also investing in Arctic bases. Its
base on Alexandra Land, which will be com-
missioned in 2017,°° can house 150 soldiers au-
tonomously for up to 18 months.” In addition,
old Soviet-era facilities have been reopened.
The airfield on Kotelny Island, for example, has
been put into use for the first time in almost 30
years.”? The base will house 250 people and will
have air defense missiles.”®

In fact, air power in the Arctic is increas-
ingly important to Russia, which has 14 op-
erational airfields in the Arctic along with 16
deep-water ports.”* The 45th Air Force and
Air Defense Army of the Northern Fleet was
formed in December 2015, and Russia report-
edly has placed radar and S-300 missiles on the
Arctic bases at Franz Joseph Land, New Sibe-
rian Islands, Novaya Zemlya, and Severnaya
Zemlya.%

Russia’s ultimate goal is to have a combined
Russian armed force deployed in the Arctic by
2020, and it appears that Moscow is on track to
accomplish this.”® Russia is developing equip-
ment optimized for Arctic conditions like the
Mi-38 helicopter®” and three new nuclear ice-
breakers to add to the 40 icebreakers already
in service (six of which are nuclear).”® Admiral
Paul F. Zukunft, Commandant of the U.S. Coast
Guard, has expressed concern that “Russia
probably is going to launch two icebreaking
corvettes with cruise missiles on them over
the course of the next several years.”® Russia’s
Northern Fleet is also building newly refitted

submarines including “a newly converted Bel-
gorod nuclear submarine in 2018 to carry out
“special missions.”'* Construction on the vessel
had been suspended in 2000 when the Kursk, its
sister submarine, sank. According to Russian
media reports, the submarine “will be engaged
in studying the bottom of the Russian Arctic
shelf, searching for minerals at great depths,
and also laying underwater communications.”
In May, Russia announced that its buildup of the
Northern Fleet’s nuclear capacity is intended
“to phase ‘NATO out of [the] Arctic.”102

Russia’s Maritime Doctrine of Russian Fed-
eration 2020, adopted in July 2015, lists the
Arctic as one of two focal points along with the
Atlantic, a point emphasized by Deputy Prime
Minister Dmitry Rogozin.'*® In April 2016, a
Russian Severodvinsk submarine participated
in Arctic exercises that involved 20 vessels and
fired a Kalibr cruise missile that reportedly hit
atarget on land.'**

Also in April 2016, Russian and Chechen
paratroopers took part in separate military
exercises in the Arctic. It was not the first
time that these exercises had taken place. In
2014, 90 paratroopers landed on Barneo ice
camp in the Arctic; in 2015, 100 paratroopers
from Russia, Belarus, and Tajikistan took part
in exercises on Barneo.'”® In advance of the
April 2016 exercises, personnel and equip-
ment were transferred through Longyear-
byen airport on Svalbard, over which Norway
has sovereignty. The use of the airport likely
violated the Svalbard Treaty, which demilita-
rized the islands.'*¢

WWTA: The WWTA assesses that “as the
Arctic becomes more open to shipping and
commercial exploitation,” the “risk of compe-
tition over access to sea routes and resources,
including fish, will include countries tradi-
tionally active in the Arctic as well as other
countries that do not border on the region but
increasingly look to advance their economic
interests there.”*”

Summary: While NATO has been slow to
turn its attention to the Arctic, Russia contin-
ues to develop and increase its military capa-
bilities in the region. The likelihood of armed
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conflict remains low, but physical changes in
the region mean that the posture of players in
the Arctic will continue to evolve. It is clear
that Russia intends to exert a dominant influ-
ence. In the words of EUCOM’s 2017 posture
statement, “Russia is reasserting its military
prowess and positioning itself for strategic ad-
vantage in the Arctic.”'%®

Threat from Russian Propaganda. Rus-
sia has consistently used propaganda to garner
support for its foreign policies. The 2016 Con-
cept of the Foreign Policy of the Russian Fed-
eration makes clear the Russian government’s
aims in using mass media to further its foreign
policy objectives:

Russia seeks to ensure that the world has

an objective image of the country, develops
its own effective ways to influence foreign
audiences, promotes Russian and Russian-lan-
guage media in the global information space,
providing them with necessary government
support, is proactive in international informa-
tion cooperation, and takes necessary steps
to counter threats to its information security.
New information and communication technol-
ogy is used to this end.!%?

Russian media are hardly independent.
Russia ranked 148th out of 180 countries in
Reporters Without Borders’ 2017 World Press
Freedom Index, the same as its ranking in the
2016 edition."® Specifically:

What with draconian laws and website block-
ing, the pressure on independent media has
grown steadily since Vladimir Putin’s return
to the Kremlin in 2012. Leading independent
news outlets have either been brought under
control or throttled out of existence. As TV
channels continue to inundate viewers with
propaganda, the climate has become increas-
ingly oppressive for those who try to maintain
quality journalism or question the new patriot-
ic and neo-conservative. More and more blog-
gers are receiving prisons sentences for their
activity on online social networks. The leading
human rights NGOs have been declared
“foreign agents.” The oppressive climate at the
national level encourages powerful provincial
officials far from Moscow to crack down even
harder on their media critics.!t

Much of Moscow’s propaganda is meant
for domestic Russian audiences, who still rely
widely on television for their news. Russia’s
leaders are reportedly looking to overhaul TV
toimprove its ability to attract young audienc-
es who have been turning increasingly to so-
cial media and online news for information.!?
Widespread demonstrations against corrup-
tion in March were striking not only because
they occurred in over 100 cities and towns
across Russia, but also because they were heav-
ily attended by young Russians, who are not as
affected by TV-based propaganda.'*

In addition to retaining power internally,
Russia’s leaders are working actively to influ-
ence audiences abroad. In 2016, Russia allocat-
ed $900 million toward propaganda efforts."*
Russian propaganda TV network RT received
around $310 million in state funding in 2016.'
While its overall budget is expected to stay the
same in 2017, RT will receive an extra $19 mil-
lion to start a French-language TV channel
to complement an existing French-language
website.!

In EUCOM’s 2016 posture statement,
General Breedlove described how Russian
propaganda works: “Russia overwhelms the
information space with a barrage of lies that
must be addressed by the United States more
aggressively in both public and private sec-
tors to effectively expose the false narratives
pushed daily by Russian-owned media outlets
and their proxies.”"” British Defence Secretary
Michael Fallon sees Russia as “a country that in
weaponizing misinformation has created what
we might now see as the post-truth age.”"'®

In Ukraine, examples abound. For instance,
Russian media have promoted the false claims
that Russia is simply defending ethnic Rus-
sians in Ukraine from far-right thugs, that the
government in Kyiv is to blame for the vio-
lence that has enveloped parts of the coun-
try, and that the U.S. has instigated unrest in
Ukraine.” In 2014, after a civilian airliner
was shot down by Russian-backed separatists,
Russian propaganda put out stories alleging
that the plane was shot down by the Ukrainian
government.'?

210

2018 Index of U.S. Military Strength



Nor are Russian propaganda efforts limited
only to TV channels. There are widespread
reports that the Russian government has paid
people to post comments to Internet articles
that parrot the government’s propaganda.'*
People working in so-called troll factories
with English-language skills are reportedly
paid more.'*? Twitter has been used in Ukraine
to disseminate false or exaggerated Russian
government claims. The 2017 EUCOM pos-
ture statement includes several instructive
examples of Russian propaganda efforts:

Examples include Russia’s outright denial of
involvement in the lead up to Russia’s occupa-
tion and attempted annexation in Crimea;
attempts to influence elections in the United
States, France and elsewhere; its aggressive
propaganda campaigns targeting ethnic Rus-
sian populations among its neighbors; and
cyber activities directed against infrastructure
in the Baltic nations and Ukraine.!??

Russian propaganda poses its greatest
threat to NATO allies that have a significant
ethnic Russian population: the Baltic States,
especially Estonia and Latvia. Many ethnic
Russians in these countries get their news
through Russian-language media (especially
TV channels) that parrot the official Russian
state line, often interspersed with entertain-
ment shows, making it more appealing to view-
ers. In 2014, Lithuania and Latvia temporarily
banned certain Russian TV stations such as
RTR Rossiya in light of Russian aggression in
Ukraine,'?* and in March 2016, Latvia banned
the Russian “news agency” and propaganda
website Sputnik from operating in the coun-
try.!* Lithuanian Defense Minister Raimundas
Karoblis stated in April 2017 that he believed
Russian disinformation, especially propaganda
stating that the capital city of Vilnius never
belonged to Lithuania, are meant to lay the
groundwork for future “kinetic operations.”*?¢

The inability to reach ethnic Russians in
their vernacular remains a glaring vulnerabil-
ity for planners when thinking about Baltic se-
curity. In an effort to provide an independent,
alternative Russian-language media outlet,

Estonia, Latvia, and Lithuania are in various
stages of planning and creating their own
Russian-language programming to counter
Russian propaganda efforts.'®” In September
2015, Estonia launched ETV+, a Russian-lan-
guage TV channel.'*® Lithuania announced a
temporary ban on the Russian state TV chan-
nel RTR Planeta in November 2016 and has
limited the amount of Russian-language TV
in the country.’® Latvia has imposed similar
temporary bans, including on Russian channel
Rossiya RTR in April 2016, and has sought to
help journalists counter Russian propaganda
through workshops.'*°

Outside of the Baltics, in May 2016, Ukraine
announced a long-term ban on a number of
Russian TV channels, websites, and Russian
media personnel.”® The U.S., albeit belatedly,
has also begun efforts to produce Russian-lan-
guage programming. Current Time, a Russian-
language network that is the result of collabo-
ration between the Voice of America and Radio
Free Europe/Radio Liberty, began broadcast-
ing in February 2017. Its 24-hour broadcasts
are “an eclectic mix of documentaries, human
interest programming and traditional news
shows.”'32

As General Scaparrotti testified in March,
Russian propaganda and disinformation
should be viewed as an extension of Russia’s
military capabilities: “The Russians see this
as part of that spectrum of warfare, it’s their
asymmetric approach.”’®® Russia has also
sought to use misinformation to undermine
NATO’s Enhanced Forward Presence in the
Baltics. In April, Russian hackers planted a
false story about U.S. troops being poisoned
by mustard gas in Latvia on the Baltic News
Service’s website.'** Similarly, Lithuanian par-
liamentarians and media outlets began receiv-
ing e-mails in February containing a false story
that German soldiers had sexually assaulted
an underage Lithuanian girl.’** U.S. troops sta-
tioned in Poland for NATO’s EFP have been
the target of similar Russian misinformation
campaigns.'*

WWTA: The WWTA states that “Russia is
likely to sustain or increase its propaganda
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campaigns.”’®” It also makes clear the link be-
tween cyber operations and information op-
erations: “Information from cyber espionage

can be leaked indiscriminately or selectively to

shape perceptions. Furthermore, even a tech-
nically secure Internet can serve as a platform

for the delivery of manipulative content craft-
ed by foes seeking to gain influence or foment

distrust.”s8

Summary: Russia has used propaganda
consistently and aggressively to advance its
foreign policy aims. This is likely to remain an
essential element of Russian aggression and
planning. The potential for its use to stir up
agitation in the Baltic States, to undermine
NATO, and to expose fissures between West-
ern states makes Russian propaganda a contin-
ued threat to regional stability and a possible
threat to the NATO alliance.

Russian Destabilization in the South
Caucasus. The South Caucasus sits at a cru-
cial geographical and cultural crossroads and
has proven to be strategically important, both
militarily and economically, for centuries. Al-
though the countries in the region (Armenia,
Georgia, and Azerbaijan) are not part of NATO
and therefore do not receive a security guaran-
tee from the United States, they have partici-
pated to varying degrees in NATO and U.S.-led
operations. This is especially true of Georgia,
which aspires to join NATO.

Russia views the South Caucasus as part
of its natural sphere of influence and stands
ready to exert its influence in the region by
force if necessary. In August 2008, Russia
invaded Georgia, coming as close as 15 miles
to the capital city of Tbilisi. Seven years later,
several thousand Russian troops occupied
the two Georgian provinces of South Ossetia
and Abkhazia.

In 2015, Russia signed so-called integra-
tion treaties with South Ossetia and Abkhazia.
Among other things, these treaties call for a
coordinated foreign policy, creation of a com-
mon security and defense space, and imple-
mentation of a streamlined process for Abkha-
zians and South Ossetians to receive Russian
citizenship.” The Georgian Foreign Ministry

criticized the treaties as a step toward “annexa-
tion of Georgia’s occupied territories,”** both

of which are still internationally recognized as

part of Georgia. In March 2017, Putin approved

an agreement with South Ossetia to incorpo-
rate “some military units” into the Russian

Army, a development that Georgian authori-
ties denounced as “yet another Russian provo-
cation aimed at destabilizing the region.”* In

January, Russia announced tank drills in Ab-
khazia with over 2,000 troops, armored per-
sonnel carriers, and Russian T-72B3 tanks.'*?

Russia has based 7,000 soldiers in Abkhazia

and South Ossetia'*® and is regularly expand-
ing its “creeping annexation” of Georgia.'** In

July 2015, Russian troops expanded the border
of the occupied territories to include a piece

of the Baku-Supsa pipeline, which carries oil

from Azerbaijan to Supsa, Georgia, with a ca-
pacity of 100,000 barrels a day and is owned by
British Petroleum.'**

Towns are split in two and families are sep-
arated as a result of Russia’s occupation and
imposition of an internal border. In 2016 alone,
134 people were detained by Russian border
guards for illegal crossings into South Osse-
tia.*¢ In April 2017, South Ossetia held a refer-
endum to change its name to the “Republic of
South Ossetia-Alania.” The referendum, along
with elections in Abkhazia in March and South
Ossetia in April, was widely unrecognized in-
cluding by the U.S., Georgia, and NATO."*’

Today, Moscow continues to exploit ethnic
divisions and tensions in the South Caucasus
to advance pro-Russian policies that are often
at odds with America’s or NATO’s goals in the
region, but Russia’s influence is not restricted
to soft power. In the South Caucasus, the coin
of the realm is military might. It is a rough
neighborhood surrounded by instability and
insecurity reflected in terrorism, religious fa-
naticism, centuries-old sectarian divides, and
competition for natural resources.

Russia maintains a sizable military pres-
ence in Armenia based on an agreement giving
Moscow access to bases in that country for 49
years."*® The bulk of Russia’s forces, consist-
ing of approximately 5,000 soldiers, dozens of
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fighter planes and attack helicopters, and ap-
proximately 100 T-72 tanks, as well as S-300
and Buk MOL1 air defense systems, are based
around the 102nd Military Base.'*° In 2015,
Russia and Armenia signed a Combined Re-
gional Air Defense System agreement. This
past year, Armenia acquired Russian Iskan-
der missiles, although there is “a lack of con-
sensus among defense experts on who really
controls these Armenian Iskander missiles—
Moscow or Yerevan.”'*° In addition to a joint
air defense zone, Russia and Armenia signed a
joint forces agreement in December 2016. Un-
der this agreement, the initial term of which
is five years, leadership of the combined force
transfers to Russia’s Southern Military District
Commander during periods of hostility.'™

Another source of regional instability is the
Nagorno-Karabakh conflict, which began in
1988 when Armenia made territorial claims
to Azerbaijan’s Nagorno-Karabakh Autono-
mous Oblast.’”? By 1992, Armenian forces and
Armenian-backed militias occupied 20 percent
of Azerbaijan, including the Nagorno-Kara-
bakh region and seven surrounding districts. A
cease-fire agreement was signed in 1994, and
the conflict has been described as frozen since
then. Since August 2014, violence has increased
noticeably along the Line of Contact between
Armenian and Azerbaijani forces. Intense
fighting in April 2016 left 200 dead."® In addi-
tion, Azerbaijani forces recaptured some of the
territorylost to Armenia in the early 1990s, the
first changes in the Line of Contact since 1994.1>*
Recently, tensions have simmered, and smaller-
scale fighting has continued to prove deadly. In
June 2017, the International Crisis Group re-
ported that “[a] year after Nagorno-Karabakh’s
April 2016 violent flare-up, Armenia and Azer-
baijan are closer to war than at any point since
the 1994 ceasefire.”’>®

This conflict offers another opportunity for
Russia to exert malign influence and consoli-
date power in the region. While its sympathies
lie with Armenia, Russia is the largest supplier
of weapons to both Armenia and Azerbaijan.'>°
Asnoted by the late Dr. Alexandros Petersen, a
highly respected expert on Eurasian security, it

is no secret “that the Nagorno-Karabakh dis-
pute is a Russian proxy conflict, maintained in
simmering stasis by Russian arms sales to both
sides so that Moscow can sustain leverage over
Armenia, Azerbaijan and by its geographic
proximity Georgia.”*”

Following the outbreak of fighting, Russia
expanded its influence in the region by broker-
ing a shaky cease-fire that has largely held. By
the time the OSCE Minsk Group, created in
1995 to find a peaceful solution to the Nagorno-
Karabakh conflict, met, the Russian-brokered
cease-fire was already in place.’®

The South Caucasus might seem distant to
many American policymakers, but the spill-
over effect of ongoing conflict in the region can
have a direct impact on both U.S. interests and
the security of America’s partners, as well as on
Turkey and other countries that are dependent
on oil and gas transiting the region.

WWTA: The WWTA predicts that the “po-
tential for large-scale hostilities [in the Nago-
rno-Karabakh region] will remain in 2017” and
that the Georgian government will continue on
the path of Euro-Atlantic integration."

Summary: Russia views the South Caucasus
as avital theater and uses a multitude of tools
that include military aggression, economic
pressure, and the stoking of ethnic tensions to
exert influence and control, usually to promote
outcomes that are at odds with U.S. interests.

Russia’s Actions in Syria. Although Rus-
sia has had a military presence in Syria for de-
cades, in September 2015, it became the deci-
sive actor in Syria’s ongoing civil war, having
saved Bashar al-Assad from being overthrown
and having strengthened his hand militarily,
thus enabling government forces to retake
territory lost during the war. In January 2017,
Russia signed an agreement with the Assad
regime to expand the naval facility at Tartus
(Russia’s only naval base on the Mediterra-
nean) “under a 49-year lease that could auto-
matically renew for a further 25 years.” The
planned expansion reportedly would “provide
simultaneous berthing for up to 11 warships,
including nuclear-powered vessels, more
than doubling its present known capacity.”**°
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The agreement also includes upgrades to the
Hmeymim air base at Latakia, including re-
pairs to a second runway.'®! Russia deployed
the S-400 anti-aircraft missile system to
Hmeymim in late 2015.'%2

Russia’s actions in Syria provide a useful
propaganda tool. In May 2016, for example,
one hundred journalists toured Palmyra, a city
that Russia had helped Assad’s forces retake
with air strikes and Special Forces troops.'s*
In addition, Russia is using Syria as a testing
ground for new weapons systems while obtain-
ing valuable combat experience for its troops.
According to Lieutenant General Ben Hodges,
Commander, U.S. Army Europe, Russia has
used its intervention in Syria as a “live-fire
training opportunity.”¢* In February 2017, Rus-
sian Defense Minister Sergei Shoigu claimed
that Russia had tested 162 weapons systems in
Syria.'® Despite this display of Russian arms in
Syria, however, Russian weapons exports have
remained flat, in part because India and China
are developing more weapons systems domes-
tically.'®¢ In 2016, Russian arms exports rose
slightly to $15 billion, up from $14.5 billion in
2015 but still lower than $15.7 billion in 2013.'¢”

Russia’s activities in Syria have allowed
Assad to stay in power and have made achieve-
ment of a peaceful political settlement with
rebel groups nearly impossible. They also have
undermined American policy in the Middle
East, including by frequently targeting forces
backed by the U.S. As summarized in EUCOM’s
2017 posture statement:

Russia’s military intervention has changed the
dynamics of the conflict, bolstered the Bashar
al-Assad regime, targeted moderate op-
position elements, and compounded human
suffering in Syria, and complicated U.S. and
coalition operations against the Islamic State
of Irag and Syria (ISIS). Russia has used this
chaos to establish a permanent presence in
the Middle East and eastern Mediterranean.!%®

The Putin regime will likely seek to link
cooperation in Syria with a softening of U.S.
policy in Europe, especially with regard to
economic sanctions.

Russian pilots have occasionally acted dan-
gerouslyin the skies over Syria. In one incident
in May 2017, a Russian fighter jet intercepted
a U.S. KC-10 tanker, performing a barrel roll
over the top of the KC-10."° That same month,
Russia stated that U.S. and allied aircraft would
be banned from flying over large areas of Syria
because of a deal agreed to by Russia, Iran, and
Turkey. The U.S. responded that the deal does
not “preclude anyone from going after ter-
rorists wherever they may be in Syria.”””° The
U.S. and Russia have a deconfliction hotline to
avoid mid-air collisions and incidents. In April,
Russia threatened to cut the line following U.S.
cruise missile strikes against a Syrian airbase.'”
In May, Lieutenant General Jeffrey Harrigian,
Commander of U.S. Air Forces Central Com-
mand, reported increased use of the line as a
result of stepped up operations near Raqqa.'”?

WWTA: The WWTA concludes that “Mos-
cow’s deployment of combat assets to Syria in
late 2015 helped change the momentum of the
conflict.”'”® It further concludes that “Russia
will continue to look to leverage its military
support to the Asad regime to drive a political
settlement process in Syria on its terms”; that

“Moscow has demonstrated that it can sustain
a modest force at a high-operations tempo
in a permissive, expeditionary setting while
minimizing Russian casualties and economic
costs”; and that “Moscow is also likely to use
Russia’s military intervention in Syria, in con-
junction with efforts to capitalize on fears of a
growing ISIS and extremist threat, to expand
its role in the Middle East.”'™

Summary: While not an existential threat to
the U.S,, Russia’s intervention in Syria ensures
that any future settlement will be run through
Moscow and will include terms consistent with
Russian strategic interests. Russia’s interven-
tion in Syria has helped to keep Assad in power,
has further entrenched Russia’s military po-
sition in the region, and has greatly degraded
the impact of U.S. policy in Syria, often seeking
to counteract U.S. actions and targeting U.S.-
backed forces on the ground.

The Balkans. Security has improved dramat-
ically in the Balkans since the 1990s, but violence
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based on religious and ethnic differences re-
mains an ongoing possibility. These tensions
are exacerbated by sluggish economies, high
unemployment, and political corruption. Ac-
cording to the 2017 EUCOM posture statement,
“[t]he Balkans’ stability since the late 90’s masks
political and socio-economic fragility,” and Rus-
sia’s influence in the region has led to further
destabilization: “In the Balkans, Russia exploits
ethnic tensions to slow progress on European
and transatlantic integration. In 2016, Russia
overtly interfered in the political processes of
both Bosnia-Herzegovina and Montenegro.””

Senior members of the Russian government
have cited NATO enlargement in the Balkans
as one of the biggest threats to Russia.'”® In
June 2017, Montenegro became NATO’s 29th
member state, joining Albania and Croatia as
NATO member states in the Balkans. Russia
stands accused of being behind a failed plot to
break into Montenegro’s parliament on elec-
tion day in 2016, assassinate its former prime
minister, and install a pro-Russian govern-
ment. Russia has denied involvement in the
plot, but Montenegro’s chief prosecutor has
named two Russian citizens as the alleged or-
ganizers and has characterized the plot as the
work of “nationalists from Russia.”*””

After Russia annexed Crimea, the Montene-
grin government backed European sanctions
against Moscow and even implemented its own
sanctions. Nevertheless, Russia has significant
economic influence in Montenegro and in 2015
sought unsuccessfully to gain access to Monte-
negrin ports for the Russian navy to refuel and
perform maintenance.

Serbia in particular has long served as Rus-
sia’s foothold in the Balkans. Both Russia and
Serbia are Orthodox countries, and Russia
wields huge political influence in Serbia. Mos-
cow backed Serbian opposition to Kosovo’s
independence in 2008 and continues to use
Kosovo’s independence to justify its own ac-
tions in Crimea, South Ossetia, and Abkhazia.
Russian media are active in the country, broad-
casting in Serbian."”®

Serbia and Russia have signed a strategic
partnership agreement focused on economic

issues. Russia’s inward investment is focused

on the transport and energy sectors. Except for

those in the Commonwealth of Independent

States, Serbia is the only country in Europe

that has a free trade deal with Russia. It there-
fore seemed odd when Russia decided to scrap

the South Stream gas pipeline, likely costing

Serbia billions of euros of inward investment

and thousands of local jobs. Even with the neg-
ative impact of the South Stream cancellation,
however, Serbia will likely continue to consider

Russia its closest ally.

Serbia’s current president is trying to walk
afine line, promising closer ties with Russia,
after speaking out against sanctions imposed
on Russia because of its actions in Ukraine,”?
while also promising to continue on the path
to EU integration.'®® In October, the Russian
ambassador to Serbia warned of damage to
bilateral economic relations if Serbia were to
join the EU.'® With 80 percent of its gas com-
ing from Russia, Serbia remains dependent on
Russian energy. In January, seeking to diversi-
fyits energy supply, Serbia signed a memoran-
dum of understanding with Bulgaria to develop
an energy link between the two nations.'?

The Russian-Serbian military relation-
ship is similarly close. Russia signed an agree-
ment with Serbia to allow Russian soldiers
to be based at Nis airport, which Serbia has
used to meddle in northern Kosovo."”® Serbia
has observer status in the Collective Security
Treaty Organization, Russia’s answer to NATO,
and has signed a 15-year military cooperation
agreement with Russia that includes the shar-
ing of intelligence, military officer exchanges,
and joint military exercises. The situation in
Ukraine has not changed Serbian attitudes
regarding military cooperation with Russia.
During a state visit in October 2014, Putin was
honored with the largest Serbian military pa-
rade since the days of Yugoslavia.'®* The two
countries have also carried out military train-
ing exercises, and Serbia has inquired about
obtaining Russia’s S-300 surface-to-air missile
system.'® Following a May 2017 visit to Rus-
sia, Serbian Defense Minister Zoran Djord-
jevic stated that Russia had agreed to deliver
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six MiG-29s, 30 T-72 tanks, and 30 BRDM-2
armored vehicles to Serbia.'s
In November 2016, Serbia hosted a joint
exercise named Slavic Brotherhood with Be-
larus and Russia that consisted of 700 troops.
However, Serbia still exercises far more with-
out Russia than with Russia: “In 2016, out of
26 training exercises only two are with Russia.
Out of 21 multinational training drills in 2015,
the Serbian military participated in only two
with Russia.”*®” Like Russia, Serbia is a mem-
ber of NATO’s Partnership for Peace program.
Additionally, Serbia has been part of the U.S.
National Guard’s State Partnership Program,
partnering with the State of Ohio since 2006.
Russia is also active in Bosnia and Herze-
govina—specifically, the ethnically Serb Re-
publika Srpska, one of two substate entities
inside Bosnia and Herzegovina that emerged
from that country’s civil war in the 1990s.
Bosnia and Herzegovina is on the path to
joining the transatlantic community but has
along way to go. It negotiated a Stabilization
and Association Agreement with the EU, but
the agreement is not in force because key eco-
nomic and political reforms have not been
implemented. In 2010, NATO offered Bosnia
and Herzegovina a Membership Action Plan,
but progress on full membership has been
stalled because immovable defense properties
are still not controlled by the Ministry of De-
fense. Moscow knows that exploiting internal
ethnic and religious divisions among the Serb,
Bosniak, and Croat populations is the easiest
way to prevent Bosnia and Herzegovina from
entering the transatlantic community.
Republika Srpska’s leader, Milorad Dodik,
haslong advocated independence for the region
and has enjoyed a very close relationship with
the Kremlin. Recent events in Ukraine, espe-
cially the annexation of Crimea, have inspired
more separatist rhetoric in Republika Srpska.
In many ways, Russia’s relationship with Re-
publika Srpska is akin to its relationship with
Georgia’s South Ossetia and Abkhazia autono-
mous regions: more like a relationship with
another sovereign state than a relationship
with a semiautonomous region inside Bosnia

and Herzegovina. When Putin visited Serbia in

October 2014, Dodik was treated like a head of
state and invited to Belgrade to meet with him.
More recently, in September 2016, Dodik was

treated as a head of state on a visit to Moscow

just days before a referendum that chose Janu-
ary 9 as Republika Srpska’s “statehood day,” a

date filled with religious and ethnic symbolism

for the Serbs.!®® Republika Srpska hosted its

“statehood day” in defiance of a ruling by Bos-
nia’s federal constitutional court that both the

celebration and the referendum establishing

it were illegal.’®® The U.S. sanctioned Dodik in

January 2017, saying that “by obstructing the

Dayton accords, Milorad Dodik poses a signifi-
cant threat to the sovereignty and territorial

integrity of Bosnia-Herzegovina.”**° Dodik has

further promised to hold a referendum on in-
dependence by the end of 2018.1

Russia has also cast doubt on the future of
the European-led peacekeeping operations in
Bosnia and Herzegovina. Russian Foreign Min-
ister Sergei Lavrov said in January that “We
have reminded our Western partners multiple
times that it’s getting indecent to retain in Bos-
nia and Herzegovina, which is considered to
be an independent state, the so-called Office
of the High representative” that was created by
the Dayton accords.”? Russia, which holds veto
power in the U.N. Security Council, abstained
in November 2015 during the annual vote on
extending the peacekeeping mission.'”® This
was the first time in 14 years that it failed to
vote for this resolution. When a U.N. resolu-
tion extending the mandate of the EUFOR
ALTHEA mission to Bosnia and Herzegovina
was adopted unanimously in 2016, Russia’s U.N.
representative condemned alleged “anti-Ser-
bian bias” and again urged that international
monitors be removed from the country.'**

The situation with Kosovo remains fragile,
but an EU-led rapprochement between Kosovo
and Serbia has shown signs of modest success.
In January, a train traveling from Belgrade
to Mitrovica, a heavily Serb town in Kosovo,
was stopped at the Kosovar border. The Rus-
sian-made train was “painted in the colors
of the Serbian flag and feature[d] pictures of
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churches, monasteries, and medieval towns,
as well as the words ‘Kosovo is Serbian’ in 21
languages.”"® The incident raised tensions in
the region significantly.

Macedonia has made great progress toward
joining NATO but has been blocked by Greece
because of a name dispute. Macedonia faced
six months of unrest and massive protests
after elections in December produced a hung
Parliament. Tensions remain high. A coalition
government took office in May. It includes two
ethnic Albanian parties that are seeking con-
cessions, including that Albanian be made a
second language, as a condition of their con-
tinued support.'*¢

Another challenge for the region is the in-
creasing presence of the Islamic State and the
rise of extremism. Thankfully, the region has
not suffered a major attack from ISIS, but it
has served as a fertile recruiting ground for the
Islamic State. Several hundred fighters from
the Balkans are in Iraq and Syria.'”” Most of
these foreign fighters, who have formed a so-
called Balkans Battalion for Islamic State, have
come from Kosovo, but others can be traced
back to Albania, Bosnia, and the Republic
of Macedonia.

The closing of the Balkan route for migrants
means that Islamist transit through the region
no longer poses the threat that it once did.
Some of the terrorists who perpetrated attacks
in Paris in November 2015 and Brussels in 2016
are known to have transited through the Bal-
kan Peninsula. However, the region remains
fertile ground for Islamist ideology,'”® which
is spread in part by Salafists operating in the
region who are backed by countries like Saudi
Arabia.'”®

The U.S. has invested heavily in the Balkans
since the end of the Cold War. Tens of thou-
sands of U.S. servicemembers have served in
the Balkans, and the U.S. has spent billions of
dollars in aid there, all in the hope of creating
asecure and prosperous region that will some-
day be part of the transatlantic community.

WWTA: The WWTA notes that the tighten-
ing of border controls in the Balkans has led to
alimitation of migration to Europe.?°

Summary: The Balkans are being squeezed
from three sides: by increased Russian involve-
ment in internal affairs, ISIS using the region
as a transit and recruiting ground, and con-
tinued economic sluggishness and unemploy-
ment. The region faced greater turmoil over
the past year than it has for some time. Rus-
sia continues to inflame historic religious and
ethnic tensions to maximize its influence and
destabilize the region.

Threats to the Commons

Other than cyberspace and (to some extent)
airspace, the commons are relatively secure in
the European region. Despite periodic Russian
aggressive maneuvers near U.S. and NATO ves-
sels, this remains largely true with respect to
the security of and free passage through ship-
ping lanes in the region. The maritime domain
is heavily patrolled by the navies and coast
guards of NATO and NATO partner countries;
exceptinremote areas in the Arctic Sea, search
and rescue capabilities are readily available;
maritime-launched terrorism is not a signifi-
cant problem; and piracy is virtually nonexis-
tent in the European region.

Sea. In May 2017, three Russian corvettes
sailed four nautical miles off the Latvian coast
within the Exclusive Economic Zone (EEZ) of
Latvia; in April, a Kilo-class Russian submarine
was detected near Latvian sea space.?” Alto-
gether, 209 Russian aircraft or naval vessels
were detected near Latvian air or sea space in
2016.%°2 Also in May, two Russian Su-24 fight-
ers flew within 200 meters of a Dutch frigate,
the HNLMS Evertsen.?*® On February 10, the
USS Porter, a destroyer operating in inter-
national waters in the Black Sea, was buzzed
by two Russian Su-24 fighters, followed by a
solo Su-24 and finally by a Russian I1.-38. The
aircraft were flying with their transponders
switched off and did not respond to radio re-
quests to stop. A spokesperson for EUCOM
said that such buzzing incidents are “always
concerning because they could result in mis-
calculation or accident.”?%*

Moreover, Russian aggressive actions in the
sea-lanes extend beyond European waters. In

The Heritage Foundation | heritage.org/Military

217



April, Russian surveillance ships followed the
Carl Vinson Strike Group, which the U.S. had
deployed near the Korean Peninsula in the
Pacific.%

Russian threats to the maritime theater are
not limited to surface vessels. In October 2015,
news reports of Russian vessels operating ag-
gressively near undersea communications
cables raised concerns that Russia might be
laying the groundwork for severing the cables
in the event of a future conflict.?°° According
to Admiral Michelle Howard, Commander, U.S.
Naval Forces Europe, “We’re seeing activity
[by Russia] that we didn’t even see when it was
the Soviet Union.”2%”

In July, Russia sailed its last remaining Ty-
phoon-class nuclear submarine, the Dmitry
Donskoy, from Severodvinsk across the en-
tire length of Norway into the North Sea, past
Denmark and Sweden, and into the Baltic Sea
before sailing on to St. Petersburg. This was
the first time a Typhoon-class submarine had
sailed into the Baltic Sea. A Russian nuclear-
powered cruiser armed with cruise missiles,
surface-to-air missiles, torpedoes, and rocket
launchers from the Northern Fleet joined the
Dmitry Donskoy in St. Petersburg.2°8

Russian advances in submarine activity are
likewise worrisome. Haga Lunde, the head of
Norway’s Intelligence Service, stated in Febru-
ary that “[w]e are seeing an increase in Russian
submarine activity; also that their vessels are
moving further west. Meanwhile, the subma-
rine’s technology has been so well developed
that it is becoming increasingly difficult to de-
tect them.”2°

Closer to the United States, Russia’s naval
vessels are being used for espionage. In March,
a Russian spy ship was tracked 20 miles off
the U.S. coast near the naval base at Kings Bay,
Georgia. In February, the same vessel had
sailed 30 miles off the coast of Connecticut,
potentially near the U.S. submarine base at
Groton.?"°

Airspace. Russia has continued its provoc-
ative military flights near U.S. and European
airspace over the past year. In October 2016,
two Russian TU-160 Blackjack bombers flew

north of Norway, then northwest of Scotland,
and on west of Ireland before flying into the
Bay of Biscay off French and Spanish territory
and then turning around and flying a similar
route back to Russia. France, Norway, Spain,
and the U.K. scrambled jets to intercept the
bombers. Iceland’s foreign ministry stated
that the bombers had flown between 6,000
and 9,000 feet under a commercial aircraft
flying from Reykjavik, Iceland, to Stockholm,
Sweden.?"

Aggressive Russian flying has also occurred
near U.S. airspace. Over the course of four days
in April 2017, Russian aircraft flew near the
Alaskan coast in four separate incidents. In
the first incident, two-F-22s and an E-3 AWAC
intercepted two Russian Tu-95 bombers. The
next day, two Tu-95 bombers were tracked by
a U.S. AWACS while a Russian IL-38 flew into
Alaska’s Air Defense Identification Zone and
then left. In the third incident, two IL-38s
identified by NORAD and a maritime patrol
flew halfway up the Aleutian Islands. In the
final incident, two Russian Tu-95s flew near
Alaska and Canada before being intercepted
by U.S. F-22s and Canadian CF-18s.*'2 Soon af-
terward, on May 3, U.S. F-22s intercepted two
Russian Tu-95 bombers and Su-35 fighter es-
corts flying within 50 miles of Alaska. This was
the first time since 2015 that Russian bomb-
ers had flown near the U.S. escorted by fighter
jets.2®

Russian flights have also targeted U.S. ally
Japan. In April, three Russian Tu-95 Bear
Bombers and an IL-20 surveillance aircraft
flew within 36 miles of the Japanese coast,
and 14 Japanese fighters were scrambled to
intercept them.?* A similar incident occurred
in January when three Russian Bear bombers,
three refueling I1.-78 aircraft, and two radar
and communications A-50 AWACS flew near
Japan. The bombers flew around Japan, and
the incident caused NORAD to increase its
threat posture from 5 to 4.2

The main threat from Russian airspace in-
cursions, however, remains near NATO terri-
tory in Eastern Europe, specifically the Black
Sea and Baltic regions. In May 2017, a Russian
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Su-27 flew within 20 feet of a U.S. P-8A plane

flying in international airspace over the Black
Sea.?’® In the Baltics, NATO aircraft intercept-
ed Russian military aircraft 110 times in 2016,
down from a high of 160 intercepts in 2015

but far above the 43 recorded in 2013; NATO

officials believe the decrease in 2016 could be

due to Russia’s shifting resources to the Syrian

theater.?”” In May 2017, a plane carrying Rus-
sian Foreign Minister Lavrov, flying without

a filed flight plan and without establishing ra-
dio contact, briefly violated Estonian airspace,
very likely to send a political message.

That the provocative and hazardous behavior
of the Russian armed forces or Russian-spon-
sored groups poses a threat to civilian aircraft
in Europe was demonstrated by the downing of
Malaysia Airlines Flight MH17, killing all 283
passengers and 15 crewmembers, over the skies
of southeastern Ukraine. In addition, there have
been several incidents involving Russian mili-
tary aircraft flying in Europe without using their
transponders. In February 2015, for example,
civilian aircraft in Ireland had to be diverted or
were prevented from taking off when Russian
bombers flying with their transponders turned
off flew across civilian air lanes.?® Similarly, in
March 2014, an Scandinavian Airlines (SAS)
plane almost collided with a Russian signals
intelligence (SIGINT) plane, the two coming
within 90 meters of each other.?”” In a Decem-
ber 2014 incident, a Cimber Airlines flight from
Copenhagen to Poznan nearly collided with a
Russian intelligence plane that was flying with
its transponder turned off.>*°

WWTA: The WWTA does not specifically
mention threats to sea-lanes or airspace, but
it does emphasize global displacement as an
ongoing challenge: “Europe and other host
countries will face accommodation and inte-
gration challenges in 2017, and refugees and
economic migrants will probably continue to
seek to transit to Europe.”?*

Summary: Russia’s violation of the sov-
ereign airspace of NATO member states is a
probing and antagonistic policy that is de-
signed both to test the defense of the alliance
and as practice for potential future conflicts.

Similarly, Russian antagonistic behavior in
international waters is a threat to freedom of
the seas. Russia’s reckless aerial activity in the
region remains a threat to civilian aircraft fly-
ing in European airspace.

Space. Admiral Cecil Haney, head of U.S.
Strategic Command, said in March 2015 that

“[t]he threat in space, I fundamentally believe,
is areal one.”?*? Russia’s space capabilities are
robust, but Moscow “has not recently demon-
strated intent to direct malicious and desta-
bilizing actions toward U.S. space assets.”?*
However, Admiral Haney testified in March
2015 that “Russian leaders openly maintain
that they possess anti-satellite weapons and
conduct anti-satellite research.”?**

In December 2016, Russia carried out the
fifth test of its PL-19 Nudol anti-satellite mis-
sile. In March 2016, Air Force Lieutenant Gen-
eral David J. Buck, Commander, Joint Func-
tional Component Command for Space, stated
that “Russia views U.S. dependency on space as
an exploitable vulnerability, and [the Russians]
are taking deliberate actions to strengthen
their counter-space capabilities.”?* Air Force
Lieutenant General John “Jay” Raymond,
Commander, Air Force Space Command, has
testified that Russia’s anti-satellite capabili-
ties have progressed to the extent that “we are
quickly approaching the point where every
satellite in every orbit can be threatened.”?*

WWTA: According to the WWTA, “Russian
military strategists likely view counterspace
weapons as an integral part of broader aero-
space defense rearmament and are very likely
pursuing a diverse suite of capabilities to affect
satellites in all orbital regimes.” In addition,

“Russian lawmakers have promoted military
pursuit of ASAT missiles to strike low-Earth
orbiting satellites, and Russia is testing such
aweapon for eventual deployment. A Russian
official also acknowledged development of an
aircraft-launched missile capable of destroy-
ing satellites in low-Earth orbit.”?*” The as-
sessment notes Russia’s interest in electronic
warfare for use against U.S. space systems and
states that Russia “intends to modernize its
EW forces and field a new generation of EW
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weapons by 2020.72% Russia is also developing

an airborne laser weapon and will “continue to

conduct sophisticated on-orbit satellite activi-
ties, such as rendezvous and proximity opera-
tions, at least some of which are likely intended

to test dual-use technologies with inherent

counterspace functionality.”?*

Summary: Despite some interruption of
cooperation in space because of Russia’s inva-
sion of Ukraine, cooperation on the Interna-
tional Space Station and commercial transac-
tions involving space-related technology have
continued unabated. Russia also continues
the aggressive building out of its counter-
space capabilities.

Cyber. Russian cyber capabilities are in-
credibly advanced. Over the past year, Russia
engaged in high-profile cyber aggression tar-
geted at Europe and the United States. Russian
cyber-attacks and intrusions were a critical el-
ement in a larger effort to undermine Ameri-
cans’ confidence in their elections. A report re-
leased by the Office of the Director of National
Intelligence in January 2017, which took into
account assessments by the Central Intel-
ligence Agency, Federal Bureau of Investiga-
tion, and National Security Agency, stated that

“Russia’s intelligence services conducted cyber
operations against targets associated with the
2016 US presidential election, including tar-
gets associated with both major US political
parties.”?®° In addition, “We assess with high
confidence that Russian military intelligence
(General Staff Main Intelligence Directorate
or GRU) used the Guccifer 2.0 persona and
DCLeaks.com to release US victim data ob-
tained in cyber operations publicly and in ex-
clusives to media outlets and relayed material
to WikiLeaks.”>! The Russian cyber operations
also “accessed elements of multiple state or lo-
cal electoral boards,” but not systems involved
in vote tallying.?*

Russian hackers also targeted other demo-
cratic electoral or government systems, includ-
ing in France, Germany, Italy, and the Nether-
lands, over the past year. Hans- Georg Maassen,
President of Germany’s Federal Office for the
Protection of the Constitution, a domestic

security agency, said that “large amounts of
data” were stolen in cyber-attacks against the

Bundestag in May 2015.2%® The theft, report-
edly involving 16 gigabytes, has been attributed

to Russia.*®* Germany’s Parliament and politi-
cal parties, among them Chancellor Angela

Merkel’s Christian Democratic Union, have

been targeted in subsequent cyber-attacks,®

including attempted attacks in January 2017.23¢

Over the course of four months in 2016, Italy’s

foreign ministry was subjected to a Russian

cyber-attack that involved non-encrypted

communications.*”

In March, the head of the Netherlands’ Gen-
eral Intelligence and Security Service, Rob Ber-
tholee, stated that Russian hackers had tried
to gain access to more than 100 Dutch gov-
ernment e-mail accounts. Russia is widely be-
lieved to be behind a May cyber-attack against
then-candidate for the French presidency
Emmanuel Macron. E-mails and documents
stolen in the attacks were released along with
a mix of fake documents.?® National Security
Agency Director Admiral Mike Rogers testified
in May that the U.S. warned French authori-
ties about the cyber-attacks: “[ W]e gave them
a heads up: ‘Look, we are watching the Rus-
sians. We are seeing them penetrate some of
your infrastructure. Here’s what we’ve seen....
[W]hat can we do to assist?”*° Frequent cyber-
attacks against French defense targets includ-
ed 24,000 attacks in 2016, according to French
Defense Minister Jean-Yves Le Drian.>*

U.S. defense targets are also in the sights
of Russian hackers, who reportedly sought to
hack into the Twitter accounts of more than
10,000 people working at the Pentagon.?*
NATO is another frequent target, with Russian
cyber-attacks up 60 percent in 2016 over the
previous year.?*?

Nor do Russian cyber-attacks focus solely
on government targets. In May 2017, Ukrainian
authorities closed two Russian social media
platforms, citing concerns that they were be-
ing used for cyber-attacks.?** A sophisticated
Russian cyber-attack on Ukrainian power com-
panies in December 2015 resulted in power
outages that affected 225,000 Ukrainians
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for several hours. The cyber-attack has been

linked to a Russian-based hacking group.?**

Subsequent investigations by Ukrainian and

U.S. cyber officials found that it was “synchro-
nized and coordinated, probably following ex-
tensive reconnaissance,” and that efforts were

taken to “attempt to interfere with expected

restoration efforts.”?** A year later, in Decem-
ber 2016, a new cyber-attack against Ukraine’s

electricity grid left 100,000-200,000 people

without power.?*¢ In February, the former U.S.
Deputy Secretary of Energy stated that she

believed Russia was behind the 2016 attack.**’
The Ukrainian attacks represent an escalation,
moving beyond crippling communications or
mere infiltration of critical systems to taking
down critical infrastructure with widespread

physical effects.

In the Baltic theater, Russian hackers have
launched multiple cyber-attacks against the
energy infrastructure of the Baltic States, in-
cluding two attacks against the electricity grid,
as well as attacks targeting a gas distribution
system.?*® In early 2016, the U.S. Defense Intel-
ligence Agency warned that Russian hackers
using software from Russian-origin companies
could gain access to industrial systems in the
U.S.,including electrical and water systems.>*
Russia is also thought to be behind five days
of cyber-attacks against Sweden’s Air Traffic
Control system in November 2015, which led
to flight delays and groundings.*° Swedish au-
thorities reportedly believe that the attack was
the work of Russian military intelligence, the
GRU.*!

The Russian hacking group APT28 or Fancy
Bear, believed to be linked to Russia’s GRU mil-
itary intelligence, is believed to have hacked
Denmark’s Defence Ministry across 2015 and
2016 and to have gained access to nonclassi-
fied information.?? The group is also thought
to be responsible for cyber-attacks against the
Democratic National Committee in the United
States and the French TV station TV5Monde,
which was taken off the air following an April
2015 cyber-attack.?”® General Yuri Baluyevsky,
former chief of Russia’s General Staff, has
characterized Russia’s use of cyber-attacks as

“much more important than victory in a classi-
cal military conflict, because it is bloodless, yet
the impact is overwhelming and can paralyze
all of the enemy state’s power structures.”*

Russia continues to use allied criminal
organizations (so-called patriotic hackers)
to help it engage in cyber aggression. Cyber-
attacks against Estonia in 2007 and Georgia
in 2008 and the December 2015 attack against
Ukraine’s power grid were conducted by these

“patriotic hackers” and likely coordinated or
sponsored by Russian security forces.?* Us-
ing these hackers gives the Russians greater
resources and can help to shield their true
capabilities. Patriotic hackers also give the
Russian government deniability. In June, for
example, Putin stated that “[i]f they (hackers)
are patriotically-minded, they start to make
their own contribution to what they believe is
the good fight against those who speak badly
about Russia. Is that possible? Theoretically
it is possible.”2%¢

WWTA: The WWTA states that “Russia is
a full-scope cyber actor that will remain a ma-
jor threat to US Government, military, diplo-
matic, commercial, and critical infrastructure.
Moscow has a highly advanced offensive cyber
program, and in recent years, the Kremlin has
assumed a more aggressive cyber posture.”
This aggressive posture “was evident in Rus-
sia’s efforts to influence the 2016 US election,
and we assess that only Russia’s senior-most
officials could have authorized the 2016 US
election-focused data thefts and disclosures,
based on the scope and sensitivity of the tar-
gets.” Russian actors also “have conducted
damaging and disruptive cyber attacks” out-
side the United States, “including on critical
infrastructure networks,” and in some cases

“have masqueraded as third parties, hiding be-
hind false online personas designed to cause
the victim to misattribute the source of the
attack. Russia has also leveraged cyberspace
to seek to influence public opinion across
Europe and Eurasia.” The WWTA concludes

“that Russian cyber operations will continue
to target the United States and its allies to
gather intelligence, support Russian decision
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making, conduct influence operations to sup-
port Russian military and political objectives,
and prepare the cyber environment for future
contingencies.”*”’

Summary: Russia’s cyber capabilities are ad-
vanced and are a key tool in realizing the state’s
strategic aims. Russia has used cyber-attacks to
further the reach and effectiveness of its pro-
paganda and disinformation campaigns, and its
recent cyber-attacks against election processes
in the U.S. and European countries have been
designed to undermine citizens’ belief in the
veracity of electoral outcomes and erode sup-
port for democratic institutions in the longer
term. Russia also has used cyber-attacks to tar-
get physical infrastructure, including electrical
grids, air traffic control, and gas distribution
systems. Russia’s increasingly bold use of cyber
capabilities, coupled with their sophistication
and Moscow’s willingness to use them aggres-
sively, presents a challenge for the U.S. and its
interests abroad.

Conclusion

Overall, the threat to the U.S. homeland
originating from Europe remains low, but the
threat to American interests and allies in the
region remains significant. Behind this threat
lies Russia. Although Russia has the military
capability to harm and (in the case of its nu-
clear arsenal) to pose an existential threat to
the U.S., it has not conclusively demonstrated
the intent to do so.

The situation is different when it comes to
America’s allies in the region. Through NATO,
the U.S. is obliged by treaty to come to the aid
of the alliance’s European members. Russia
continues to seek to undermine the NATO al-
liance and presents an existential threat to U.S.
allies in Eastern Europe. NATO has been the
cornerstone of European security and stability
since its creation in 1949, and it is in America’s

interest to ensure that it maintains both the
military capability and political will to fulfill
its treaty obligations.

While Russia is not the threat to U.S. global
interests that the Soviet Union was during the
Cold War, it does pose challenges to a range of
America’s interests and those of its allies and
friends closest to Russia’s borders. Russia pos-
sesses a full range of capabilities from ground
forces to air, naval, space, and cyber. It still
maintains the world’s largest nuclear arsenal,
and although a strike on the U.S. is highly un-
likely, the latent potential for such a strike still
gives these weapons enough strategic value
vis-a-vis America’s NATO allies and interests
in Europe to keep them relevant.

Russian provocations far below any scenar-
io involving a nuclear exchange pose the most
serious challenge to American interests, par-
ticularly in Central and Eastern Europe, the
Arctic, the Balkans, and the South Caucasus.
It is with respect to these contingencies that
Russia’s military capabilities are most relevant.

Threat Scores by Country

Russia. Russia seeks to maximize its stra-
tegic position in the world at the expense of
the United States. It also seeks to undermine
U.S.influence and moral standing, harasses U.S.
and NATO forces, and is working to sabotage
U.S. and Western policy in Syria. In addition,
Russia has sought to increase its influence
in the Western Balkans while maintaining
robust information warfare and propaganda
campaigns across Europe and even in the U.S.
Moscow’s continued aggression and willing-
ness to use every tool at its disposal in pursuit
of its aims leads this Index to assess the overall
threat from Russia as “aggressive” and “formi-
dable.” This level is consistent with the threat
assessment of Russia in the 2017 Index.
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Middle East

Threats to the Homeland

Radical Islamist terrorism in its many
forms remains the most immediate global
threat to the safety and security of U.S. citi-
zens at home and abroad, and most of the ac-
tors posing terrorist threats originate in the
greater Middle East. More broadly, threats to
the U.S. homeland and to Americans abroad in-
clude terrorist threats from non-state actors
such as al-Qaeda that use the ungoverned ar-
eas of the Middle East as bases from which to
plan, train, equip, and launch attacks; terrorist
threats from state-supported groups such as
Hezbollah; and the developing ballistic missile
threat from Iran.

Terrorism Originating from al-Qaeda,
Its Affiliates, and the Islamic State (IS). Al-
though al-Qaeda has been damaged by target-
ed strikes that have killed key leaders in Paki-
stan, including Osama bin Laden, the terrorist
network has evolved in a decentralized fashion,
and regional affiliates continue to pose potent
threats to the U.S. homeland. The regional al-
Qaeda groups share the same long-term goals
as the parent organization, but some have de-
veloped different priorities related to their lo-
cal conflict environments.

Al-Qaeda in the Arabian Peninsula (AQAP)
has emerged as one of the leading terrorist
threats to homeland security since the al-
Qaeda high command was forced into hiding
in Pakistan.

Yemen haslong been abastion of support for
militant Islamism in general and al-Qaeda in
particular. Many Yemenis who migrated to Sau-
di Arabia to find work during the 1970s oil boom
were exposed to radicalization there. Yemenis

made up a disproportionate number of the es-
timated 25,000 foreign Muslims who flocked to

Afghanistan to join the war against the Soviet

occupation in the 1980s. They also make up a

large segment of al-Qaeda, which was founded

by foreign veterans of that war to expand the

struggle into a global revolutionary campaign.

Al-Qaeda’s first terrorist attack against
Americans occurred in Yemen in December
1992, when a bomb was detonated in a hotel
used by U.S. military personnel involved in
supporting the humanitarian food relief flights
to Somalia. Al-Qaeda launched a much dead-
lier attack in Yemen in October 2000 when it
attacked the USS Cole in the port of Aden with
a boat filled with explosives, killing 17 Ameri-
can sailors.!

Yemen was a site for the radicalization of
American Muslims such as John Walker Lindh,
who traveled there to study Islam before being
recruited to fight in Afghanistan. Seven Yemeni
Americans from Lackawanna, New York, were
recruited by al-Qaeda before 9/11. Six were
convicted of supporting terrorism and sent to
prison, and the seventh became a fugitive who
later surfaced in Yemen.

Yemen has become increasingly important
as a base of operations for al-Qaeda in recent
years after crackdowns in other countries. In
September 2008, al-Qaeda launched a complex
attack on the U.S. embassy in Yemen that killed
19 people, including an American woman. Ye-
men’s importance to al-Qaeda increased fur-
ther in January 2009 when al-Qaeda mem-
bers who had been pushed out of Saudi Arabia
merged with the Yemeni branch to form Al-
Qaedain the Arabian Peninsula.
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AQAP’s Anwar al-Aulaqi, a charismatic
American-born Yemeni cleric, reportedly in-
cited several terrorist attacks on U.S. targets be-
fore being killed in a drone air strike in 2011. He
inspired Major Nidal Hassan, who perpetrated
the 2009 Fort Hood shootings that killed 13 sol-
diers,? and Umar Farouk Abdulmutallab, the
failed suicide bomber who sought to destroy
an airliner bound for Detroit on Christmas Day
2009.2 Aulaqi is also suspected of playing a role
in the November 2010 AQAP plot to dispatch
parcel bombs to the U.S. in cargo planes. After
Aulagqi’s death, his videos on the Internet con-
tinued to radicalize and recruit young Muslims,
including the perpetrators of the April 2013
bombing of the Boston Marathon that killed
three people; the July 2015 fatal shootings of
four Marines and a Navy sailor at a military
recruiting office in Chattanooga, Tennessee;
the December 2015 terrorist attack in San
Bernardino, California, that killed 14 people;
and the June 2016 shootings of 49 people in a
nightclub in Orlando, Florida*

AQAP, estimated to have had as many as
4,000 members in 2015,° has greatly expanded
in the chaos of Yemen’s civil war, particularly
since the overthrow of Yemen’s government by
Iran-backed Houthi rebels in 2015. AQAP has
exploited alliances with powerful, well-armed
Yemeni tribes (including the Aulaq tribe from
which Osama bin Laden and the radical cleric
Aulaqi claimed descent) to establish sanctuar-
ies and training bases in Yemen’s rugged moun-
tains. This is similar to al-Qaeda’s modus ope-
randi in Afghanistan before 9/11 and in Pakistan
today. In April 2015, AQAP seized the city of al
Mukalla and expanded its control of rural areas
in southern Yemen. After AQAP withdrew in
April 2016, the city was recaptured by pro-gov-
ernment Yemeni troops and troops from the
United Arab Emirates (UAE), amember of the
Saudi-led coalition that intervened in March
2015 in support of the Yemeni government.
Nevertheless, AQAP remains a potent force
that could capitalize on the anarchy of Yemen’s
multi-sided civil war to seize new territory.

The Islamic State (IS), formerly known as
the Islamic State of Iraq and Syria (ISIS) or the

Islamic State in Iraq and the Levant (ISIL), and
before that as the Islamic State of Iraq and Al-
Qaedain Iraq, emerged as an al-Qaeda splinter
group but has outstripped its parent organiza-
tionin terms of the immediate threats it poses
to U.S. national interests. It seeks to overthrow
the governments of Iraq, Syria, Lebanon, and
Jordan and establish a nominal Islamic state
governed by a harsh and brutal interpretation
of Islamic law that is an existential threat to
Christians, Shiite Muslims, Yazidis, and other
religious minorities. Its long-term goals are to
launch what it considers a jihad (holy war) to
drive Western influence out of the Middle East;
destroy Israel; diminish and discredit Shia Is-
lam, which it considers apostasy; and become
the nucleus of a global Sunni Islamic empire.

The Islamic State is composed of Sunni
Muslims drawn to radical Islamist ideology.
U.S. intelligence officials estimated in May
2016 that it commanded between 19,000 and
25,000 fighters in Iraq and Syria even after
suffering extensive losses.® By June 2017, ac-
cording to an Iraqi expert, the Islamic State
had been reduced to about 8,000 fighters, in-
cluding about 2,000 foreign fighters, in Iraq
and Syria.” Most of its members are Iraqi and
Syrian Arabs, although it also has attracted
more than 25,000 foreign fighters who have
joined its ranks on a temporary or permanent
basis, including at least 6,000 from Tunisia,
2,275 from Saudi Arabia, 2,000 from Jordan,
1,700 from Russia, 1,550 from France, 1,400
from Turkey, and 1,200 from Lebanon.® Many
of the foreign fighters have been killed or have
fled from Iraq and Syria as IS has been pushed
back on several fronts.

The group was established as Al-Qaeda in
Iraq (AQI) in 2004 by Abu Musab al-Zarqawi,
a Palestinian Islamist extremist born in Jordan
who fought in Afghanistan against the Soviet
invasion. He was a close associate of Osama bin
Laden, although he did not formally join al-Qa-
edauntil 2004 when he was recognized as the
leader of AQI. His organization has always tak-
en a harder line against Shiites, whom it deni-
grates as apostates who deserve death, than
have other franchises of the al-Qaeda network.
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Zarqawi was killed in a U.S. air strike in
2006, and his organization was decimated by
a U.S.-led counterterrorism campaign. The
group made a comeback in Iraq after the
withdrawal of U.S. troops in 2011 reduced the
pressure on it and Iraqi Prime Minister Nouri
al-Maliki’s Shia-dominated government alien-
ated Sunni Iraqis, driving many of them to see
ISIS as the lesser evil.

The IS began as a branch of al-Qaedabefore
it broke away from the core al-Qaeda leadership
in 2013 in a dispute over leadership of the jihad
in Syria. The IS shares a common ideology with
its al-Qaeda parent organization but differs with
respect to how to apply that ideology. It now
rejects the leadership of bin Laden’s successor,
Ayman al-Zawahiri, who criticized its extreme
brutality, which has alienated many Muslims.
This is a dispute about tactics and strategies,
however, not long-term goals. The schism also
was fueled by a personal rivalry between Zawa-
hiri and IS leader Abu Bakr al-Baghdadi, who
sees himself as bin Laden’s true successor and
the leader of anew generation of jihadists. Bagh-
dadi also declared the formation of a caliphate
with himself as the leader in June 2014, a claim
that al-Qaeda rejects as illegitimate.

In 2014, the IS greatly expanded its control of
awide swath of western Iraq and eastern Syria,
territory that it sought to use as alaunching pad
for operations in the heart of the Arab world and
beyond. By May 2016, the United States and its
allies had reduced the territory controlled by
the Islamic State at its zenith by 45 percent in
Iraq and 20 percent in Syria,’ but the IS con-
tinued to expand elsewhere, particularly in Af-
ghanistan, Bangladesh, Egypt, Libya, Pakistan,
the Philippines, and Yemen. Boko Haram, the
Nigeria-based Islamist terrorist group, also
pledged allegiance to the IS in March 2015.

The Islamic State primarily poses a regional
threat. It has launched terrorist attacks inside
Afghanistan, Egypt, Jordan, Kuwait, Lebanon,
Libya, Saudi Arabia, Tunisia, Turkey, and Ye-
men, among other countries. It also claimed re-
sponsibility for the October 31, 2015, downing
of a Russian passenger jet over Egypt’s Sinai
Peninsula that killed 224 people.

The Islamic State’s early success in attract-
ing the support of foreign militants, including
at least 4,500 from Western countries and at
least 250 from the United States, has amplified
its potential threat as these foreign volunteers,
many of whom received military training, re-
turn home." IS foreign fighters teamed with
local Islamist militants to launch terrorist at-
tacks that killed 130 people in Paris, France,
in November 2015 and 32 people in Brussels,
Belgium, in March 2016, as well as a string of
smaller attacks. The IS also has inspired self-
radicalized individuals to use vehicles as bat-
tering rams in terrorist attacks. A terrorist in a
truck killed 86 people at a Bastille Day celebra-
tion in July 2016 in Nice, France; another truck
attack killed 12 people at a Christmas market
in Berlin, Germany, in December 2016; and in
June 2017, three men in a van killed eight peo-
ple on or near London Bridge in London, Eng-
land, by running them over or stabbing them.
In May 2017, a terrorist with proven links to
the Islamic State killed 22 people in a suicide
bombing at a concert in Manchester, England.

IS leader al-Baghdadi threatened to strike

“in the heart” of America in July 2012." The
IS reportedly has tried to recruit Americans
who have joined the fighting in Syria and
would be in a position to carry out this threat
after returning to the United States.”? It also
has inspired several terrorist attacks by self-
radicalized “stray dogs” or “lone wolves” who
have acted in its name, such as the foiled May
3, 2015, attack by two Islamist extremists who
were fatally shot by police before they could
commit mass murder in Garland, Texas; the
July 16, 2015, shootings that killed four Ma-
rines and a sailor in Chattanooga, Tennessee;
the December 2, 2015, shootings that killed 14
people in San Bernardino, California; and the
June 12, 2016, shootings at a nightclub in Or-
lando, Florida, that killed 49 people. Such ter-
rorist attacks, incited but not directed by the IS,
are likely to continue for the foreseeable future.

Hayat Tahrir al-Sham (HTS—Organiza-
tion for the Liberation of the Levant), al-Qa-
eda’s official affiliate in Syria, is a front orga-
nization formed in January 2017 in a merger
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between Jabhat Fateh al-Sham (Front for the

Conquest of Syria), formerly known as the

al-Nusra Front, and several other Islamist

extremist movements. HTS was estimated to

have 12,000 to 14,000 fighters in March 2017.*®

Before the merger, al-Nusra had an estimated

5,000 to 10,000 members and had emerged as

one of the top two or three rebel groups fight-
ing Syria’s Assad dictatorship.”* Al-Nusra was

established as an offshoot of Al-Qaeda in Iraq

(now renamed the Islamic State) in late 2011 by
Abu Muhammad al-Julani, alieutenant of AQI

leader Abu Bakr al-Baghdadi.”” It has adopted a

more pragmatic course than its extremist par-
ent organization and has cooperated with mod-
erate Syrian rebel groups against the Assad re-
gime, as well as against the Islamic State.

When Baghdadi unilaterally proclaimed
the merger of his organization and al-Nusra
in April 2013 to form the Islamic State of Iraq
and Syria, Julani rejected the merger and re-
newed his pledge to al-Qaeda leader Ayman
al-Zawahiri. The two groups have clashed re-
peatedly, causing an estimated 3,000 deaths by
March 2014.1¢

Al-Nusra has focused its attention on over-
throwing the Syrian regime and has not empha-
sized its hostility to the United States, but that
will change if it consolidates power within Syria.
It already poses a potential threat because of
its recruitment of foreign Islamist militants,
including some from Europe and the United
States. According to U.S. officials, al-Qaeda
leader al-Zawahiri dispatched a cadre of experi-
enced al-Qaeda operatives to Syria, where they
were embedded with al-Nusra and charged
with organizing terrorist attacks against West-
ern targets. Many members of the group, esti-
mated to number in the dozens, were veterans
of al-Qaeda’s operations in Afghanistan and
Pakistan (part of what was called Khorasan
in ancient times) and were referred to as the

“Khorasan group” by U.S. officials."”

An American Muslim recruited by al-Nusra,
Moner Mohammad Abusalha, conducted a sui-
cide truck bombing in northern Syria on May
25, 2014, the first reported suicide attack by an
American in Syria.’® At least five men have been

arrested inside the United States for providing
material assistance to al-Nusra, including Ab-
dirahman Sheik Mohamud, a naturalized U.S.
citizen born in Somalia who was arrested in
April 2015 after returning from training in Syria,
possibly to launch a terrorist attack inside the
United States.”” The Khorasan group was tar-
geted by a series of U.S. air strikes in 2014-2015
that degraded its capacity to organize terrorist
attacks in Western countries. By mid-2015, the
FBI assessed that the Islamic State had eclipsed
al-Nusra as a threat to the U.S. homeland.*
Then-FBI Director James Comey stated
in 2014 that tracking Americans who have
returned from Syria is one of the FBI’s top
counterterrorism priorities.?’ Then-Attorney
General Eric Holder urged his international
counterparts to block the flow of thousands
of foreign fighters to Syria, which he termed
“a cradle of violent extremism.” Speaking at
a conference in Norway in July 2014, Hold-
er warned:

We have a mutual and compelling interest in
developing shared strategies for confronting
the influx of U.S.-[born] and European-born
violent extremists into Syria. And because our
citizens can freely travel, visa free, from the
U.S. to Norway and other European states—
and vice versa—the problem of fighters in
Syria returning home to any of our countries is
a problem for all of our countries.??

Al-Qaeda in the Islamic Maghreb (AQIM),
one of al-Qaeda’s weaker franchises before the
Arab Spring uprisings began in 2011, has flour-
ished in recent years in North Africa and is now
one of al-Qaeda’s best-financed and most heav-
ily armed elements. The overthrow of Libyan
dictator Muammar Qadhafi in 2011 pried open
a Pandora’s box of problems that AQIM has ex-
ploited to bolster its presence in Algeria, Libya,
Mali, Morocco, and Tunisia. AQIM accumulat-
ed large quantities of arms, including man-por-
table air defense systems (MANPADS), looted
from Qadhafi’s huge arms depots.

The fall of Qadhafi also led hundreds of
heavily armed Tuareg mercenaries formerly
employed by his regime to cross into Mali,
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where they joined a Tuareg separatist insur-
gency against Mali’s weak central government.
In November 2011, they formed the separat-
ist National Movement for the Liberation of
Azawad (MNLA) and sought to carve out an

independent state. In cooperation with AQIM

and the Islamist movement Ansar Dine, they
gained control of northern Malj, a territory
as big as Texas and the world’s largest terror-
ist sanctuary until the January 2013 French

military intervention dealt a major setback to

AQIM and its allies.

AQIM is estimated to have several hundred
militants operating in Algeria, Libya, Mali, Ni-
ger, and Tunisia.?® Many AQIM cadres pushed
out of Mali by the French intervention have
regrouped in southwestern Libya and remain
committed to advancing AQIM’s self-declared
long-term goal of transforming the Sahel “into
one vast, seething, chaotic Somalia.”**

The September 11, 2012, attack on the U.S.
diplomatic mission in Benghazi underscored
the extent to which Islamist extremists have
grown stronger in the region, particularly
in eastern Libya, a longtime bastion of Is-
lamic fervor. The radical Islamist group that
launched the attack, Ansar al-Sharia, has links
to AQIM and shares its violent ideology. Ansar
al-Sharia and scores of other Islamist militias
have flourished in post-Qadhafi Libya be-
cause the weak central government has been
unable to tame fractious militias, curb tribal
and political clashes, or dampen rising ten-
sions between Arabs and Berbers in the West
and between Arabs and the Toubou tribe in
the South.

AQIM does not pose as much of a threat to
the U.S. homeland as other al-Qaeda offshoots
pose, but it does threaten regional stability and
U.S. allies in North Africa and Europe, where
it has gained supporters and operates exten-
sive networks for the smuggling of arms, drugs,
and people.

WWTA: The WWTA assesses that “US-
based homegrown violent extremists (HVESs)
will remain the most frequent and unpredict-
able Sunni violent extremist threat to the US
homeland,” that they “will be spurred on by

terrorist groups’ public calls to carry out at-
tacks in the West,” and that “some attacks
will probably occur with little or no warning.”
Continuing:

In 2016, 16 HVES were arrested, and three died
in attacks against civilian soft targets. Those
detained were arrested for a variety of reasons,
including attempting travel overseas for jihad
and plotting attacks in the United States. In
addition to the HVE threat, a small number of
foreign-based Sunni violent extremist groups
will also pose a threat to the US homeland and
continue publishing multilingual propaganda
that calls for attacks against US and Western
interests in the US homeland and abroad.

The WWTA further reports that ISIS “con-
tinues to pose an active terrorist threat to the
United States and its allies because of its ideo-
logical appeal, media presence, control of terri-
toryin Iraqand Syria, its branches and networks
in other countries, and its proven ability to di-
rect and inspire attacks against a wide range of
targets around the world” but that “territorial
losses in Iraq and Syria and persistent counter-
terrorism operations against parts of its global
network are degrading its strength and ability
to exploit instability and societal discontent.”

The WWTA also concludes that “[d]uring
the past 16 years, US and global counterterror-
ism (CT) partners have significantly reduced
al-Qa’ida’s ability to carry out large-scale,
mass casualty attacks, particularly against the
US homeland,” but that “al-Qa’ida and its af-
filiates remain a significant CT threat overseas
as they remain focused on exploiting local and
regional conflicts.”*

Summary: Although the al-Qaeda core
group has been weakened, the Islamic State
and al-Qaeda franchises based in the Middle
East pose a growing threat to the U.S. home-
land as a result of the recruitment of Muslim
militants from Western countries, includ-
ing the United States, and their efforts to
inspire terrorist attacks by homegrown Is-
lamist extremists.

Hezbollah Terrorism. Hezbollah (Party
of God), the radical Lebanon-based Shiite
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revolutionary movement, poses a clear terror-
ist threat to international security. Hezbollah
terrorists have murdered Americans, Israelis,
Lebanese, Europeans, and citizens of many
other nations. Originally founded in 1982,
this Lebanese group has evolved from a local
menace into a global terrorist network that is
strongly backed by regimes in Iran and Syria,
assisted by a political wing that has dominated
Lebanese politics and funded by Iran and a web
of charitable organizations, criminal activities,
and front companies.

Hezbollah regards terrorism not only as
a useful tool for advancing its revolutionary
agenda, but also as a religious duty as part of
a “global jihad.” It helped to introduce and
popularize the tactic of suicide bombings
in Lebanon in the 1980s; developed a strong
guerrilla force and a political apparatus in the
1990s; provoked a war with Israel in 2006;
intervened in the Syrian civil war after 2011
at Iran’s direction; and has become a major
destabilizing influence in the ongoing Arab-
Israeli conflict.

Hezbollah murdered more Americans than
any other terrorist group before September 11,
2001. Despite al-Qaeda’s increased visibility
since then, Hezbollah remains a bigger, better
equipped, better organized, and potentially
more dangerous terrorist organization, in
part because it enjoys the support of the two
chief state sponsors of terrorism in the world
today: Iran and Syria. Hezbollah’s demonstrat-
ed capabilities led former Deputy Secretary of
State Richard Armitage to dub it “the A-Team
of Terrorists.”?¢

Hezbollah has expanded its operations from
Lebanon to regional targets in the Middle East
and then far beyond. It now is a global terrorist
threat that draws financial and logistical sup-
port from its Iranian patrons as well as from
the Lebanese Shiite diaspora in the Middle
East, Europe, Africa, Southeast Asia, North
America, and South America. Hezbollah fund-
raising and equipment procurement cells have
been detected and broken up in the United
States and Canada. Europe is believed to con-
tain many more of these cells.

Hezbollah has been implicated in numerous
terrorist attacks against Americans, including:

e The April 18,1983, bombing of the U.S.
embassy in Beirut, which killed 63 people,
including 17 Americans;

¢ The October 23,1983, suicide truck bomb-
ing of the Marine barracks at Beirut Air-
port, which killed 241 Marines and other
personnel deployed as part of the multina-
tional peacekeeping force in Lebanon;

e The September 20, 1984, suicide truck
bombing of the U.S. embassy annex in
Lebanon, which killed 23 people, includ-
ing two Americans; and

¢ The June 25,1996, Khobar Towers bomb-
ing, which killed 19 American servicemen
stationed in Saudi Arabia.

Hezbollah also was involved in the kidnap-
ping of several dozen Westerners, including
14 Americans, who were held as hostages in
Lebanon in the 1980s. The American hostages
eventually became pawns that Iran used as le-
verage in the secret negotiations that led to the
Iran-Contra affair in the mid-1980s.

Hezbollah has launched numerous attacks
outside of the Middle East. It perpetrated the
two deadliest terrorist attacks in the history
of South America: the March 1992 bombing of
the Israeli embassy in Buenos Aires, Argentina,
which killed 29 people, and the July 1994 bomb-
ing of a Jewish community center in Buenos Ai-
res that killed 96 people. The trial of those who
were implicated in the 1994 bombing revealed
an extensive Hezbollah presence in Argentina
and other countries in South America.

Hezbollah has escalated its terrorist attacks
against Israeli targets in recent years as part of
Iran’s intensifying shadow war against Israel.
In 2012, Hezbollah killed five Israeli tourists
and a Bulgarian bus driver in a suicide bomb-
ing near Burgas, Bulgaria. Hezbollah terrorist
plots against Israelis were foiled in Thailand
and Cyprus during that same year.
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In 2013, Hezbollah admitted that it had de-
ployed several thousand militia members to
fight in Syria on behalf of the Assad regime. By
2015, Hezbollah forces had become crucial in
propping up the Assad regime after the Syrian
army was hamstrung by casualties, defections,
and low morale. Hezbollah also deployed per-
sonnel to Iraq after the 2003 U.S. intervention
to assist pro-Iranian Iraqi Shia militias that
were battling the U.S.-led coalition. In addition,
Hezbollah has deployed personnel in Yemen to
train and assist the Iran-backed Houthi rebels.

Although Hezbollah operates mostly in the
Middle East, it has a global reach and has es-
tablished a presence inside the United States.
Hezbollah cells in the United States generally
are focused on fundraising, including criminal
activities such as those perpetrated by over
70 used-car dealerships identified as part of a
scheme to launder hundreds of millions of dol-
lars of cocaine-generated revenue that flowed
back to Hezbollah.?”

Covert Hezbollah cells could morph into
other forms and launch terrorist operations in-
side the United States. Given Hezbollah’s close
ties to Iran and its past record of executing ter-
rorist attacks on Iran’s behalf, there is a real
danger that Hezbollah terrorist cells could be
activated inside the United States in the event
of a conflict between Iran and the U.S. or Israel.
On June 1, 2016, two naturalized U.S. citizens
were arrested and charged with providing
material support to Hezbollah and conduct-
ing preoperational surveillance of military and
law enforcement sites in New York City and at
Kennedy Airport, the Panama Canal, and the
American and Israeli embassies in Panama.?

WWTA: The WWTA concludes that “Iran
continues to be the foremost state sponsor
of terrorism and, with its primary terrorism
partner, Lebanese Hizballah, will pose a con-
tinuing threat to US interests and partners
worldwide.”?

Summary: Hezbollah operates mostly in the
Middle East, but it has established cells inside
the United States that could be activated, par-
ticularly in the event of a military conflict with
Iran, Hezbollah’s creator and chief backer.

Palestinian Terrorist Threats. A wide
spectrum of Palestinian terrorist groups
threaten Israel, including Fatah (al-Agsa
Martyrs Brigade); Hamas; Palestinian Islamic
Jihad; the Popular Front for the Liberation of
Palestine (PFLP); the Popular Front for the
Liberation of Palestine- General Command
(PFLP-GC); the Palestine Liberation Front;
and the Army of Islam. Most of these groups
are also hostile to the United States, which
they denounce as Israel’s primary source of
foreign support.

Although they are focused more on Israel
and regional targets, these groups also pose a
limited potential threat to the U.S. homeland,
particularly should the Israeli-Palestinian
peace process break down completely and the
Palestinian Authority be dissolved. In the event
of a military confrontation with Iran, Tehran
also might seek to use Palestinian Islamic Ji-
had, the PFLP-GC, or Hamas as surrogates to
strike the United States. Jihadist groups based
in Gaza, such as the Army of Islam, also could
threaten the U.S. homeland even if a terrorist
attack there would set back Palestinian nation-
al interests. In general, however, Palestinian
groups present a much bigger threat to Israel,
Jordan, Egypt, and other regional targets than
they do to the United States.

WWTA: The WWTA does not reference the
potential threat of Palestinian terrorist attacks
on the U.S. homeland.

Summary: Palestinian terrorist groups are
focused primarily on Israeli targets and po-
tentially on Egypt and Jordan, which are per-
ceived as collaborating with Israel. They also,
however, pose alimited potential threat to the
U.S. homeland because of the possibility that
if the Israeli-Palestinian peace process broke
down completely or Iran became involved
in a military conflict with the U.S., Palestin-
ian surrogates could be used to target the U.S.
homeland.

Iran’s Ballistic Missile Threat. Iran has
an extensive missile development program
that has received key assistance from North
Korea and more limited support from Russia
and China before sanctions were imposed by
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the U.N. Security Council. The National Air and
Space Intelligence Center noted in 2013 that:

Iran could develop and test an ICBM capable
of reaching the United States by 2015. Since
2008, Iran has conducted multiple successful
launches of the two-stage Safir space launch
vehicle and has also revealed the larger two-
stage Simorgh space launch vehicle, which
could serve as a test bed for developing ICBM
technologies.®°

Although Tehran’s missile arsenal primar-
ily threatens U.S. bases and allies in the region,
Iran eventually could expand the range of its
missiles to include the continental United
States. In its January 2014 report on Iran’s
military power, the Pentagon assessed that

“Iran continues to develop technological ca-
pabilities that could be applicable to nuclear
weapons and long-range missiles, which could
be adapted to deliver nuclear weapons, should
Iran’s leadership decide to do so.”*

WWTA: The WWTA assesses that “Teh-
ran would choose ballistic missiles as its pre-
ferred method of delivering nuclear weapons,
if it builds them. Iran’s ballistic missiles are
inherently capable of delivering WMD, and
Tehran already has the largest inventory of
ballistic missiles in the Middle East.” In ad-
dition, “Tehran’s desire to deter the United
States might drive it to field an intercontinen-
tal ballistic missile ICBM). Progress on Iran’s
space program could shorten a pathway to an
ICBM because space launch vehicles use simi-
lar technologies.”*?

Summary: Iran’s ballistic missile force poses
aregional threat to the U.S. and its allies, but
Tehran eventually could expand the range of
its missiles to threaten the continental Unit-
ed States.

Threat of Regional War

The Middle East region is one of the most
complex and volatile threat environments
faced by the United States and its allies. Iran,
various al-Qaeda offshoots, Hezbollah, Arab-
Israeli clashes, and a growing number of radi-
cal Islamist militias and revolutionary groups

in Egypt, Iraq, Jordan, Lebanon, Libya, Syria,
and Yemen pose actual or potential threats to
the U.S. and its allies.

Iranian Threats in the Middle East. Iran
is an anti-Western revolutionary state that
seeks to tilt the regional balance of power in
its favor by driving out the Western presence,
undermining and overthrowing opposing gov-
ernments, and establishing its hegemony over
the oil-rich Persian Gulf region. It also seeks
to radicalize Shiite communities and advance
their interests against Sunni rivals. Iran has
along record of sponsoring terrorist attacks
against American allies and other interests in
the region. With regard to conventional threats,
Iran’s ground forces dwarf the relatively small
armies of the other Gulf states, and its formi-
dable ballistic missile forces pose significant
threats to its neighbors.

The July 14, 2015, Iran nuclear agreement,
which lifted nuclear-related sanctions on Iran
in January 2016, gave Tehran access to about
$100 billion in restricted assets and allowed
it to expand its oil and gas exports, its chief
source of state revenues. This sanctions relief
boosted Iran’s economy and enabled Iran to
enhance its strategic position, military capabil-
ities, and support for surrogate networks and
terrorist groups. Tehran announced in May
2016 that it was increasing its military budget
for 2016-2017 to $19 billion—a 90 percent in-
crease over the previous year.*

The lifting of sanctions also has allowed
Tehran to emerge from diplomatic isolation
and strengthen strategic ties with Russia that
will allow it to purchase advanced arms and
modernize its military forces. Russian Presi-
dent Vladimir Putin traveled to Iran in No-
vember 2015 to meet with Ayatollah Khame-
nei, Iran’s Supreme Leader, and other officials.
Both regimes called for enhanced military co-
operation. During President Hassan Rouhani’s
visit to Russia in March 2017, Putin proclaimed
his intention to raise bilateral relations to the
level of a “strategic partnership.”?*

This growing strategic relationship could
result in Iran’s largest arms imports since the
1979 revolution. Tehran announced in April
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2016 that Russia had started deliveries of up
to five S-300 Favorit long-range surface-to-
air missile systems, which can track up to 100
aircraft and engage six of them simultaneously
at a range of 200 kilometers.*® Moscow also
began negotiations to sell Iran T-90 tanks and
advanced Sukhoi Su-30 Flanker fighter jets.*¢
The warplanes will significantly improve Iran’s
air defense and long-range strike capabilities.

After the nuclear agreement, Iran and Rus-
sia escalated their strategic cooperation in
propping up Syria’s embattled Assad regime.
Iran’s growing military intervention in Syria
was partly eclipsed by Russia’s military in-
tervention and launching of an air campaign
against Assad’s enemies in September 2015,
but Iran’s Islamic Revolutionary Guard Corps
(IRGC) and surrogate groups have played the
leading role in spearheading the ground offen-
sives that have clawed back territory from Syr-
ian rebel groups and tilted the military balance
in favor of the Assad regime. By October 2015,
Iran had deployed an estimated 7,000 IRGC
troops and paramilitary forces in Syria, along
with an estimated 20,000 foreign fighters from
Iran-backed Shiite militias from Lebanon, Iragq,
Afghanistan, and Pakistan.?”

Terrorist Attacks. Iran has adopted a politi-
cal warfare strategy that emphasizes irregular
warfare, asymmetric tactics, and the extensive
use of proxy forces. The Islamic Revolution-
ary Guard Corps has trained, armed, supported,
and collaborated with a wide variety of radical
Shia and Sunni militant groups, as well as Arab,
Palestinian, Kurdish, and Afghan groups that
do not share its radical Islamist ideology. The
IRGC’s elite Quds (Jerusalem) Force has culti-
vated, trained, armed, and supported numer-
ous proxies, particularly the Lebanon-based
Hezbollah; Iraqi Shia militant groups; Pales-
tinian groups such as Hamas and Palestinian
Islamic Jihad; and groups that have fought
against the governments of Afghanistan, Bah-
rain, Egypt, Israel, Iraq, Jordan, Kuwait, Saudi
Arabia, Turkey, and Yemen.

Iran is the world’s foremost state sponsor
of terrorism and has made extensive efforts
to export its radical Shia brand of Islamist

revolution. It has found success in establish-
ing a network of powerful Shia revolutionary
groups in Lebanon and Iraq; has cultivated
links with Afghan Shia and Taliban militants;
and has stirred Shia unrest in Bahrain, Iraq,
Lebanon, Saudi Arabia, and Yemen. In recent
years, Iranian arms shipments have been inter-
cepted regularly by naval forces off the coasts
of Bahrain and Yemen, and Israel has repeat-
edly intercepted arms shipments, including
long-range rockets, bound for Palestinian
militants in Gaza.

Mounting Missile Threat. Iran possesses
the largest number of deployed missiles in
the Middle East.®® In June 2017, Iran launched
mid-range missiles from its territory that
struck opposition targets in Syria. This was the
first such operational use of mid-range mis-
siles by Iran for almost 30 years, but it was not
as successful as Tehran would have hoped. It
was reported that of the five missiles launched,
three missed Syria altogether and landed in
Iraq, and the remaining two landed in Syria but
missed their intended targets by miles.*” The
backbone of the Iranian ballistic